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Introduction

This Appendix provides, in tabular format, a detailed listing gb@iformance measures in the

Annual Performance Report with their respective measure description, scope of data, data source,
data collection methodology, reliability index, and explanation of data reliability check.
Performance measures and their relakatd are listed alphabetically by Component

Performance Data Verification and Validation Process

The Department recognizes the importance of collecting complete, accurate, and reliable
performance data since this helps determine progress toward aglpeogram and Department

goals. Performance data are considered reliable if transactions and other data that support reported
performance measures are properly recorded, processed, and summarized to permit the preparation
of performance information in aordance with criteria stated by management. OMB Circular

A-136, Financial Reporting Requirements, OMB CirculatJA and the Reports Consolidation Act

of 2000 (P.L. No. 106531) further delineate this responsibility by requiring agency heaalest

to the completeness and reliability of the performance data they report and put procedures in place
to ensure valid data as part of the Management Assurance process.

DHS implemented a mulppronged approach to effectively mitigate risks andfoece processes

that enhance the Departmentds ability to repor
reportingin support of the Government Performance and Results Act (GPRA) Modernization Act
(GPRAMA) of 2010 This approach consists of th&) an annual change control process that uses

a tool called the Performance Measure Definition Form (PMDF); 2) a central information

technology repository for performance measure information; 3) the Performance Measure Checklist
for Completeness and Ragbility; and 3) annual assessments of the completeness and reliability of a
sample of our performance measures by an independent review team.

Performance Measure Definition Form (PMDF)

CFO/PA&E has used a continuous improvement process annually ass tmesrk to mature the

breadth and scope of our publically reported set of measures. This process employs a tool known as
the PMDF that provides a structured format to operationally describe every measure we publicly
report in our performance deliverasl The PMDF provides instructions on completing all data

fields and includes elements such as the measure name, description, scope of data included and
excluded, where the data is collected and stored, a summary of the data collection and computation
process, and what processes exist to deabéek the accuracy of the data to ensure reliability.
These data fields on the form reflectlTBAOGS r e
PMDF is used as a change management tool to propose and rewviemeasures, make changes to
existing measures, and to retire measures we want to remove from our strategic and management
measure sets. This information is maintained in a Department central data repository, discussed
next, and is published annually asp&mdix A to our Annual Performance Report.

! Managing for Results: Greater Transparency Needed in Public Reporting Quality of Performance Information for
Selected Agenci esima78BGA0 idiyt é&Gb aDHSsGAtGhor oughness in col
information in their review of the quality of performance information in their report
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Central Information Technology Repository for Performance
Measure Information

All of DHSO6s approved measures are maintained
Departmentwide IT system accessible tb eelevant parties in DHS. The system is a modular
dat abase which allows for the management of th

of performance results on a quarterly basis. The FYSHP system stores all historical information

about eacilmeasure including specific details regarding: scope; data source; data collection
methodology; and explanation of data reliability check. The data in the system are then used as the
source for all quarterly and annual Performance and AccountabilityrftepoFinally, the
performance data in the FYHSP system is used t
tools to provide reafime information.

Performance Measure Checklist for Completeness and

Reliability

The Performance Measure Chedkia Completeness and Reliability is a means for Component
P1Os to attest to the quality of the information they are providing in our performance and
accountability reports. Using ti@&hecklist Components selvaluate key controls over GPRAMA
performare measure planning and reporting actions at the end of each fiscal year. Components
describe their control activities and provide a rating regarding their level of compliance and actions
taken for each key controlComponents also factor the result@nf internal or independent

measure assessments into their ratiflge Checklistsupports the Component Head assurance
statements attesting to the completeness and reliability of performancéndiatadual Component

Head assurance statements serveast pri mary basis for the Secret
the Department has effective controls over financial and performance reporting as well as
efficiencies of our operations.

Independent Assessment of the Completeness and Reliability

of Performance Measure Data

CFO, PA&E conducts an assessment of performance measure data for completeness and reliability
on a subset of its performance measures annually using an independent revielhigam.

independent review team assesses selected ComponentV@PiR@asures using the methodology
prescribed in th®HS Performance Measure Verification and Validation Handbdokuments

their findings, makes recommendations for improvement, and may perform a subsequenigollow
review to observe the implementatiocivecommendations. Corrective actions are required for
performance measures determined that rate low on the scoring fadterslandbook is made

available to all Components to encourage the development and maturation of internal data
verification and vidation capabilities, increase transparency, and facilitate the review prddess.
results obtained from the independent assessments are also used to support Component leadership
assertions over the reliability of its performance information reportéteiRPerformance Measure
Checklist and Component Head Assurance Statement.

U.S. Department of Homeland Security -3-
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Management Assurance Process for GPRAMA Performance

Measure Information

The Management Assurance Process requires all Component Heads in DHS to assert that
performance measuread a reported in the Departmentdés Per |
are complete and reliabléf a measure is considered unreliable, the Component is directed to

report the measure on the Performance Measure Checklist for Completeness and Ralioadgjlity

with the corrective actions the Component is t

The DHS Office of Risk Management and Assurance, within the Office of the CFO, oversees the
management of internal controls and the compilation of manye®wofdnformation to consolidate
into the Component Head and the Agency Assurance Statenfér@f.gency Financial Report
contains statements attesting to the completeness and reliabilitsfahpence measure

information in our Performance and Accountability Reports. Any unreliable measures and
corrective actions are specifically reported in the Annual Performance Report.

-4 - U.S. Department of Homelar&ecurity
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Measure Descriptions, Data Collection
Methodologies, anaVerification and
Validation Information

Analysis and Operations

Performance Measure

Number of intelligence reports shared with the intelligence community

Program

Analysis and Operations

Description

This measure reflects the DHS contribution of ramevaluated intelligence, to
the intelligence community and the federal government so as to share the ur
information obtained from intelligence officers in the field. This intelligence is
only that which has been aligned to relevant Homeland Setntétjigence
Priorities driven by the Homeland Security Intelligence Council. The measu
counts the number of unique intelligence reports that the DHS Office of
Intelligence and Analysis has disseminated.

Scope of Data

The measure reflects all Office ottelligence and Analysis intelligence

information reports that are tagged with the relevant Homeland Security prio
codes and are available to the entire Intelligence Community. The Departmeg
uses an annual process to refine the topics of concéne enterprise and to
create a hierarchy of those priority intelligence requirements and codes by w
incoming information can be cataloged and retrieved for analysis later.

Data Source

The intelligence information reports are stored and availableiofficial federal
intelligence repository named Chromi¢ is accessed through the HUMINT

Online Tasking and Reporting (HGR) system. These systems are also the sg
ones used by the rest of the intelligence community to access all intelligence
reporing.

Data Collection Methodology

Intelligence officers in the field gather information through their interactions v
sources and then they prepare a report that is considered to be raw, unevaly
information These intelligence reports are catalogad tagged to priorities as
they are entered into the system the HREystem There is significant training
and a review process before reports are made permanent in the. spsteen
made permanent, they are available to other intelligence officerssatimfedera
government Reports are run to count the number of unique intelligence repo
that the Office of Intelligence and Analysis has disseminated.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The repositories are designagithe official repositories for the collection
reports across the intelligence community and the data are reviewed at least
monthly by Office of Intelligence and Analysis performance and operational
analysts for completeness and accurdoythe eventhat inaccurate data is

reported, processes are in place to adjudicate any issues and correct the req
ensure accuracy.

U.S. Department of Homeland Security -5-
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Performance Measure Percent of Intelligence and Analysis finished intelligence reports incorporatin
DHS and state/local ajinated data

Program Analysis and Operations

Description This measure gauges the impact that DHS provides to the intelligence comn

by disseminating in finished intelligence reports information harnessing DHS
state, local, tribal, antérritorial data that is unique. The measures provides a
indication of the value that DHS Intelligence is providing to the larger intelligg
community through its ability to collect and leverage unique data to support
analytical judgements and reduagtgntial overlap with analysis from other
agencies. The measure reflects intelligence that may have been produced g
by DHS or in a partnership with other agencies.

Scope of Data Information that is used to calculate this result is based on all DHState,
local, tribal, and territorial (SLTT) unique information cited in Intelligence and
Analysis (I&A) finished intelligence reports. A finished intelligence report is 3
product of analytical judgement applied to address an intelligence questiaa v
the analytic conclusions have been drafted, reviewed, and disseminated out
I&A.

Data Source Analysts begin their analysis in the System for Analytic Review and Approva
(SARA) system, and then the finished analytical production and reportoezd 9
in an internal system named HELIX. All analytic products must include sour
and metadata associated with those sources

Performance Measure Percent of intelligence reports rated "satisfactory” or higher in customer feed
that enable custom®to manage risks to cyberspace

Program Analysis and Operations

Description This measure gauges the extent to which the DHS Intelligence Enterprise (D

IE) is satisfying their customers' needs related to understanding the threat.
measurencompasses reports produced by all DHS component intelligence
programs and provided to federal, state, and local customers.

Scope of Data The scope of this measure is all feedback received from customer satisfactig
surveys returned to the DHS IE memgfdrS. Coast Guard, Transportation
Security Administration, etc.) that originated the intelligence report. For this
performance measure "intelligence report" is defined per Component.

Data Source The data source for this performance measure will be cestfadback surveys
fielded by the DHS IE.

Data Collection Methodology Members of the DHS IE will attach an electronic survey instrument to each
intelligence product disseminated to customers. The recipient of the intellige
completes and then returthge survey to the issuer. The DHS Intelligence
Enterprise will provide Intelligence and Analysis (1&A) with the survey resultg
the second Friday following the end of each quarter. Upon receipt of the dat
I&A will average the data across the Intedlitce Enterprise for each of DHS
mission area and report the total. For this measure, customer satisfaction is
defined as responsiveness of the product and its value in helping the custon
manage risks to cyberspace. Customers rate their satisfactiofiverpoint scale
from: very satisfied, somewhat satisfied, neither satisfied nor dissatisfied,
somewhat dissatisfied, or very dissatisfied. Responses "very satisfied" and
"somewhat satisfied" will be considered to have met the criteria for "satisfact

Reliability Index Reliable
Explanation of Data Individuals within the DHS IE are responsible for collecting, storing, and
Reliability Check reporting data generated by the source above. 1&A Performance Managemsg

Evaluation (PME) personnel aresponsible for aggregating the data from the
DHS IE and reporting the results quarterly. Once the survey responses are
received and aggregated, I&A PME staff review the results for consistency a
look for any anomalous trends that would signal a dagayiity problem Any
issues are researched and if any erroneous data is found, it is corrected or r
from the overall calculation.

-6- U.S. Department of Homelar®ecurity
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Performance Measure

Percent of intelligence reports rated "satisfactory" or higher in customer feed
that enable ustomers to understand the threat

Program

Analysis and Operations

Description

This measure gauges the extent to which the DHS Intelligence Enterprise (O
IE) is satisfying their customers' needs related to anticipating emerging threg
This measurencompasses reports produced by all DHS component intellige
programs and provided to federal, stated local customers.

Scope of Data

The scope of this measure is all feedback received from customer satisfactig
surveys returned to the DHS IE memfidrS. Coast Guard, Transportation
Security Administration, etc.) that originated the intelligence report. For this
performance measure "intelligence report" is defined per Component.

Data Source

The data source for this performance measure will be cestfaadback surveys
fielded by the DHS IE.

Data Collection Methodology

Members of the DHS IE will attach an electronic survey instrument to each
intelligence product disseminated to customers. The recipient of the intelligg
completes and then returthge survey to the issuer. The DHS IE will provide
Intelligence and Analysis (I&A) with the survey results on the second Friday
following the end of each quarter. Upon receipt of the data, I&A will average
data across the Intelligence Enterprise fecheof DHS mission area and report
the total. For this measure, customer satisfaction is defined as responsiveng
the product and its value in helping the customer anticipate emerging threats
Customers rate their satisfaction on a five point scala:fvery satisfied,
somewhat satisfied, neither satisfied nor dissatisfied, somewhat dissatisfied,
very dissatisfied. Responses "very satisfied" and "somewhat satisfied" will b
considered to have met the criteria for "satisfactory.”

Reliability Index

Reliable

Explanation of Data
Reliability Check

Individuals within the DHS IE are responsible for collecting, storing, and
reporting data generated by the source above. I&A Performance Managemeg
Evaluation (PME) personnel are responsibleafggregating the data from the
DHS IE and reporting the results quarterly. Once the survey responses are
received and aggregated, I&A PME staff review the results for consistency a
look for any anomalous trends that would signal a data integrity protAem
issues are researched and if any erroneous data is found, it is corrected or r
from the overall calculation.

Performance Measure

Percent of National Operations Center Incident Reports and Situational
Awareness Products produced and disseméhttt the homeland security
enterprise within targeted timeframes

Program

Analysis and Operations

Description

This measure evaluates percent of Situational Awareness (SA) Products
disseminated within targeted timefram@hese products serve as theibdsr
senior leader decisiemaking and SA across the homeland security enterprisg
To augment SA, facilitate coordination, and provide decision support, the
National Operations Center (NOC) utilizes a wrtsed DHS Common Operatin
Picture (COP) The GQOP can be accessed through various Briefing Display
Systems within the NOC, or through any computer using the Homeland Secl
Information Network (HSIN) HSIN allows only authorized users to manipulatg
information on the COPThe NOC Watch Team creatageographically located
icon on the COP and an overall written situation summary to provide SA on {
event to decision makers and the Homeland Security Enterprise. The target
timeframe to create and display information on the COP is within 30 miofites
the Senior Watch Officer determining that an incident requires posting to the
COP.

U.S. Department of Homeland Security
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Scope of Data

This measure includes all Incident Reports and situational awareness produ
the Amonitorodo or Ahighero incilent
Officer. The NOC Standard and Operating Procedures (SOP) promulgate th
of report and timeline requirements for incident reporting. Type of reportablg
events can include initial breaking, gsanned, weather, and current reports
updates Incidert reports are at the Monitored, Awareness, Guarded (Phase 1
Concern (Phase 2), or Urgent (Phase 3) level.

Data Source

Primary source for the required data is the Phase Notification Log which is a
electronic data base with controlled access on the §htdSed network drive.
During an event, a designated desk position on the NOC Watch Team captu
and manually enters the data into the electronic data base which provides th
detailed report timing information.

Data Collection Methodology

The data for tis measure will include the creation of an icon and summary on
DHS Common Operating Picture (COP)
Homeland Security situations. The targeted timeframe for this measure star
when the Senior Watch Officer annoesaesignation of an incident at the
Aimonitoredod or higher | evel The
the COP, thus informing the Homeland Security Enterprise. The Notification
(monitored and higher) will be used to provide the tineegHis measure as it
maintains a detailed incident timeline summary. The manually captured datg
entered into the notification log for management review.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Data is entered into the progneas the incident/event is being reported. Data i
the system is reviewed by the Knowledge Management Officer desk supervi
and Operations Officer to ensure standardization is maintained.

Performance Measure

Percent of risk assessments for federalisgcsupport of large public/communit
special events completed within the targeted time frame

Program

Analysis and Operations

Description

This measure indicates the percent of Special Event Assessment Ratings (S
completed within the targetediineframe State and local authorities voluntarily
submit events taking place within their jurisdictions to the National Special E
Data Call These events are assessed using the SEAR methodology, resultir
the National Special Events List, proiid a SEAR that defines 5 levels of risk,
with SEAR 1 being the highesSEAR levels are used by federal agencies as
criteria to determine their level of support to state and local evéhis list is the
primary federal awareness mechanism for speuihts occurring across the
nation.

Scope of Data

This measure includes all events submitted for review in the SEAR process.
Events are collected one of two ways; either during the National Special Eve
Data Call period, or on an ad hoc basis througttmitalendar yearSubmitted
events receive a final adjudication by either November 25th for events subm
to the annual data call, or 5 business days for submitted sbiice events.

Data Source

The Homeland Security Information Network SpeciaéBs Working Group
Community of Interest (HSIN CQI)It is accessible on HTTPS://hsin.dhs.gov
Users must be nominated and provided access to the COI to view the méter
is available in Microsoft EXCEL format upon request.

Data Collection Methodohy

This measure is currently tracked utilizing the Homeland Security Informatiof
Network Special Events Working Group Community of Interest (HSIN SWEG
COlI). The HSIN COI sends a natification email to the Special Events Progra|
when a new item is receivethe date of this email establishes the start time fo
the assessmenthe new event is then adjudicated with the proper SEAR ratif
by the Special Events Program; the corresponding SEAR rating is then ente
into the SEWG COI. The date the adjudica®AR rating is entered into the
SEWG COl represents the end time for the measure.

Reliability Index

Reliable

-8-
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Explanation of Data
Reliability Check

The Special Events Program (SEP) manages the adjudication of submitted ¢
and provides a weekhgport summarizing adjudicated eventshe SEP has a ful
time program analyst responsible for event database management.

Countering Weapons of Mass Destruction Office

Performance Measure

Average time (in hours) to initiate a BioWatch National ConfeeeCall to
discuss the detection of a biological agent of concern and assess the risk to
health with federal, state, and local partners

Program

Chemical and Biological Readiness

Description

This measure calculates the time in hours between a BioWatch Actionable R
(BAR) Declaration and the BioWatch National Conference Call (BWNCC) wi
federal,state,and local partners. A BAR is declared when positive laboratory
results detects ddilogical agent present within a geographical area or within &
indoor facility. The BioWatch National Conference Call is a formal procedurs
initiated by DHS to notify federal, state, and local resources. During an incid
where a BAR is declared, thercelation between the time it takes to inform an
coordinate between federal, staad local jurisdictional resources will impact t
number of lives to be saved by the coordinated response. In most cases, thg
highest effect would be detecting and kireg hostile use of chemical, biological
radiological, or nuclear materials.

Scope of Data

Any incident that is formally defined as a BioWatch Actionable Result (BAR)
Declaration that is documented by the completion of the BAR Declaration Fg
includel in this measure.

Data Source

The data source is the National Conference Call Initiation spreadsheet and t
original BAR Data Forms. Both of these forms are maintained by the OHA [
at the DHS National Operations Center.

Data Collection Methodology

The BioWatch Program Office issues guidance to each of the BioWatch
jurisdictions with outlined expectations and requirements for activities to
determine if a BAR has been detected. To make this determination, the lab
run collected samples from BioW¢h collectors in indoor and outdoor field
locations through two verification panels and a positive result occur on both {
A BAR is declared after the jurisdictional laboratory director (or designee)
determines that the results are valid and notebkalts of artifact or contaminatio
and meet the predetermined algorithm constituting a positive result. Laborat
Directors have the option to hold a conference call with OHA and CDC to re
the molecular biology results prior to making a BAR dediama If the decision
is to move forward with the findings, the Lab Director initiates the formal BAR
Declaration process by completing and distributing the BAR Data Form to th
OHA desk at the DHS National Operations Center.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The Program Manager will double check the validity of the summary results
recorded on the National Conference Call Initiation spreadsheet against the
original BAR Declaration Forms to confirm that the calculationsaaceirate

U.S. Department of Homeland Security



Appendix A FY 20172019 Annual Performance Report

Performance Measure Number of people covered by Securing the Cities program preventive radiolq
and nuclear (rad/nuc) detection capabilities (in millions)

Program Securing the Cities

Description The Securing The Cities (STC) progranovides financial assistance to state,

local, and tribal organizations to develop a robust regional radiological/nucle
detection program. For the STC program to count the population as covereq
robust radiological/nuclear detection capability, tgion must demonstrate tha
10% or more of its standing law enforcement are trained and equipped to co
primary screening and patrolling as part of their daily routine duties and therg
equipped and trained personnel to conduct secondary scregmirgiarm
adjudication. In addition, the region must conduct at least one-jmustdictional
exercise a year, and allow the exchange of information among regional partr
and with federal agencies, and mutually assist each other in performing the
radiological/nuclear detection mission. If the measure is met, the entire
population from the statistical area is counted as covered.

Scope of Data The measure includes data for the rad/nuc detection capability coverage witl
STC regions and the populatidata (Resident Population) for the applicable
regions. The population data range is calculated using the U.S. Census Bur
Population of Combined Statistical Areas in the United States and Puerto Ri
2010 (as defined in February 2013). Census humben®anded to the nearest
500,000. The rad/nuc detection capability coverage within STC regions will
calculate the percentage of standing law enforcement trained and equipped
conduct primary screening and patrolling as part of their daily routinescartie
personnel trained and equipped to conduct secondary screening and alarm
adjudication.

Data Source Data for this measure are collected from the STC program, and population d
will be sourced from the U.S. Census Bureau information from the 2050sen
(Resident Population) which provides the Population of Combined Statistical
Areas. The measure includes all communities and capabilities within the
supported STeligible highestisk metropolitan regions that exist to protect th
population of the Uited States against the possession, transportation, or use
nuclear or other radioactive material outside of regulatory control.

Data Collection Methodology Quarterly reports required of the STC grant recipients provide the operationg
deployed capalbities, indicating the coverage of rad/nuc detection capabilities
Additionally, regional MultiYear Training and Exercise Programs validate the
status of readiness to include information exchange and regional coordinatio
between State, local, countybai, and Federal agencies. The program thresh
of 10% or greater of law enforcement personnel trained and equipped to cov
population provides the minimum detection architecture when deployed in 24
hour fAsteady stateod overappagd, iabile detectione
network. Achievement of the 10% training criterion is determined by reviewi
the training numbers included in the quarterly reporting by the recipient
Population data are based on the U.S. Census Bureau 2010 censussiden{R
Population). Census numbers are rounded to the nearest 500,000.

Reliability Index Reliable
Explanation of Data Programmatic completion with the quarterly reporting mechanisms; major trg
Reliability Check and exercise performance outlingihin the program to validate the overall

capability readiness; and lostgrm sustainment plans to maintain the program’
capabilities are the key indicators of the population's security against nucleal
other radioactive material outside of regulatooytrol.
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Performance Measure

Percent of cargo conveyances that pass through radiation portal monitors upg
entering the nation via land border and international rail ports of entry

Program

Large Scale Detection Systems

Description

This measurgauges the proportion of cargo scanned by radiation detection
equipment deployed to the Nation's land border crossing ports of entry and
international rail ports of entry. It is expressed in terms of the percent of cary
conveyances scanned by radiati@ntpl monitors (RPM) which enter the Natior
through land ports of entry and by international. raihe Domestic Nuclear
Detection Office (DNDO) procures and/or installs RPMs at ports of entry, an
U.S. Customs and Border Protection (CBP) conductsdahgo scanning using
RPMs to prevent nuclear and other radioactive materials that are out of regu
control from entering the country via cargo conveyances.

Scope of Data

The measure is based on the total number of cargo conveyances entering th
Nation through CBP land ports of entry and railroad cars entering through
international rail ports of entry. The portion of cargo conveyances that are
scanned using RPMs is reported.

Data Source

This data is jointly managed, reviewed, and provided by the ZLBIFDNDO
Radiation Detection Equipment (RDE) Integrated Product Acquisition and
Deployment Directorate. Bweekly progress reports of completed RPM
installations are provided by the installation agent, the Pacific Northwest Nat
Laboratory (PNNL), taBP and DNDO. Baseline land border cargo data are
maintained by CBP, and baseline rail cargo data are maintained by the
Department of Transportation, Bureau of Transportation Statistics, and are
published in their ofine databaseThey maintain monthland annual data on
the amount of cargo arriving at U.S. land border and rail crossing §itesent
detector coverage is tabulated by the DNDO Product Acquisition and Deploy
Directorate (PADD) on the Land Border Cargo Analysis spreadsheet.

Data Colection Methodology

Bi-weekly progress reports are provided to CBP and DNDO by PNNL and
represent the number of RPM installations completed to ddtO calculates
the percent of conveyances passing through RPMs, using baseline cargo da
2013 and th number of deployed RPMs, to determine the percent of scanneq
conveyances and rail containers out of the total entering through U.S. land &
ports of entry.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Portal monitorinstallation and system availability information is monitored ang
verified by CBP and DNDO, and validated by annual system recalibrations in
field. Data generated by the Department of Transportation is integrated and
reviewed by DNDO PADD.

Performace Measure

Percent of containerized cargo conveyances that pass through radiation port
monitors at sea ports of entry

Program

Large Scale Detection Systems

Description

This measure gauges the amount of containerized cargo scanned by the rad
detection equipment deployed to the Nation's sea ports of entry. It is express
terms of the percent of containerized cargo conveyances that are scanned b
radiation portal monitors (RPM) entering the nation through sea ports of entr
The Domestic Nucler Detection Office (DNDO) procures and/or installs RPM
sea ports of entry and the U.S. Customs and Border Protection (CBP) condu
cargo scanning using the RPMs to prevent nuclear and other radioactive mal
that are out of regulatory contripbm entering into the country via cargo
containers at sea ports of entry.

Scope of Data

The measure is based on the total number of containerized cargo entering th
Nation through CBP sea ports of entry. It identifies the portion that is scanng
usingRPMs This measure does not include folii/ roll-off (for example,
vehicles) and bulk cargo.

U.S. Department of Homeland Security
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Data Source Sea port cargo data for conveyances entering the U.S. is provided by CBP tt
their Operations Management Reporting (OMR) databBseveekly rgports of
RPM installations are provided by the installation agent, the Pacific Northwe
National Laboratory (PNNL). These reports represent the number of RPM
installations completed to date. The DNDO Product Acquisition and Deployr
Directorate (PADD)alculates the percent coverage from that data using the
Port Cargo Analysis spreadsheet.

Data Collection Methodology Sea port cargo data for containerized cargo entering the United States is prg
by CBP. Additionally, PNNL provides CBP and DND®weekly reports
indicating RPM installations completed. The percent of containerized cargo
passing through RPMs is calculated by DNDO, based on the number of dep
RPMs and the OMR baseline (FY 2013) containerized cargo data for sea po
The numler of containers scanned is divided by the total number of container
incoming DNDO PADD calculates the final percent coverage from that data
using the Sea Port Cargo Analysis spreadsheet.

Reliability Index Reliable
Explanation of Data Portal monitor installation and system availability information is monitored ar|
Reliability Chek verified by DNDO and CBP, and validated by annual system recalibrations in

field. Data generated by the Department of Transportation is integrated and
reviewed by DNDCPADD.

Performance Measure Time between laboratory receipt of BioWatch detector samples to completio
screening for known biological micierganisms of interest (in hours)

Program Chemical and Biological Readiness

Description This measure reflectsow quickly BioWatch laboratories are completing the

screening tests of field samples from BioWatch detectors to determine if kno
biological microorganisms of interest are present. This screening may poten
consist of two steps. The first stegasdetermine if a potentially harmful
biological agent exists in the sample. If a positive results is found, then the
sample testing moves to the second set of panel tests to confirm the results,
then followed by reporting by the local laboratogpresentative if a confirmed
result is found. This measure will be determined and recorded daily at each
operational laboratoryThe systerwide average will be calculated to determin
if degradation in the ability to generate results within the reqinge frame is
occurring across the prograrfhis measure gauges the ability to determine if §
known biological agent of interest has been confirmed and notify the proper
authorities.

Scope of Data The scope of this measure includes all samples takenmBioWatch detectors in
the field and delivered to designated BioWatch laboratories that have been
authorized to support the BioWatch program. This measure includes the tim
run the initial tests along with the time to run the confirmation tests dseth
samples where the second test was required.

Data Source Each BioWatch laboratory captures the times to complete the initial tests ang
needed the confirmation tests on a daily basis on a spreadsheet is known ag
Sample Management Systerfiheresults for tests run on each sample are
recorded and transmitted in the Laboratory Response Network Results Mesg
system managed by the Centers for Disease Confralconfirmation test is
positive for a known biological microrganism of interesg BAR Data Form is
produced.
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Data Collection Methodology

Samples that are collected in the field and provided to authorized laboratorie
who then test them for the presence of known biological racganisms of
interest ldentification of known biologal micro-organisms of interest is the
laboratory process by which samples are tested for multiple pieces of DhA
BioWatch program manages the development of the standard operating pro
and the format for the excel spreadsheet to allow thedatrigs to capture time
of receipt and time to run the tests for each sample as ne€tedime from
receipt of the sample to completion of the initial screening test, and completi
the confirmation test if needed, is recorded by lab techniciartseoBample
Management System spreadsheet. Reports to calculate this measure are th
and the average time is calculated.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The data reliability of the process is overseen by quasisurance staff of the
BioWatch program. These individuals verify if the data provided by the
BioWatch Quality Assurance program contractor complies with the standard
reporting and analysis established in their contract. Staff from the BioWatch
program also perform periodic site visits to the laboratories forHiastd
observation of procedures to ensure compliance with program policies, protg
and procedures.

Customs and Border Protection

Performance Measure

Amount of smuggled outbound cuney seized at the ports of entry (in millions

Program

Trade and Travel Operations

Description

This measure provides the total dollar amount of all currency in millions seiz{
during outbound inspection of exiting passengers and vehiclespibeditely
owned and commercial.

Scope of Data

All outboundrelated currency seizures are included in this measure. This co
both the southwest and northern borders and includes all modes (land, air, g
sea).

Data Source

All currency seizures are amned into the Seized Assets and Case Tracking
System (SEACATS), which is a subsystem of TECS, the principal system of
record used by CBP. Currency seizure information is accessed in report for
through the BorderStat reporting tool.

Data Collection Mdtodology

All CBP officers effecting outbound currency seizures enter seizure data into
TECS via the SEACATS, using the proper codes to denote the seizure was

at exit during outbound operations. The SEACATS analyzes all seizure datg
allows extract of seized currency data for the different categories of currency
violations such as undeclared or illicit currency, negotiable instruments (trave
checks, promissory notes, money orders) in bearer form.

Reliability Index

Reliable

Explanation of Data
Reliability Check

CBP Officers enter information into TECS via SEACATS for each currency
seizure performed. A first line supervisor must review the information and
verify/approve it before it can be extracted and included in daily, monthly ang
annual reprting. A validation check is also conducted when the data is extra
from TECS and reported via BorderStat.

U.S. Department of Homeland Security
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Performance Measure

Number of smuggled outbound weapons seized at the ports of entry

Program

Trade and Travel Operations

Description

This measure provides the total number of illegal weapons seized during out
inspection of exiting passengers and vehicles, both privatehed and
commercial. Weapons are defined as pistols -sifietgun combinations, rifles,
revolvers, shotguns,shuised weapons, machine guns, submachine guns or
machine pistols. Seizing weapons being smuggled for criminal purposes
strengthens our border security by preventing the movement of assault weay
and ammunition.

Scope of Data

All outboundrelated seiares of weapons being smuggled for criminal purpose
are included in this measure. This covers both the southwest and northern [
and includes all modes of transportation (land, air, and sea). This measure
excludes temporary seizures from legitimax@orters due to improper
documentation or administrative errors.

Data Source

All weapons seizures are entered into the Seized Assets and Case Tracking
System (SEACATS), which is a subsystem of TECS, the principal system of
record used by CBP. Weapomszsire information is accessed in report format
through the BorderStat reporting tool.

Data Collection Methodology

All CBP officers effecting outbound weapons seizures enter seizure data intg
TECS via the SEACATS subsystem. The SEACATS subsystem anali/zes
seizure data and extracts weapons seized data.

Reliability Index

Reliable

Explanation of Data
Reliability Check

CBP Officers enter information into TECS via SEACATS for each weapons
seizure performed. A first line supervisor must reviewitifiemation and
approve it before it can be extracted and included in daily, monthly and annu
reporting. A validation check is also conducted when the data is extracted fr
TECS and reported via BorderStat at CBP Office of Field Operations
Headquarters

Performance Measure

Percent of cargo by value imported to the U.S. by participants in CBP trade
partnership programs

Program

Trade and Travel Operations

Description

This measure describes the percent of all cargo that is imported from CBP tr|
parhership programs based on the value compared to total value of all impo
Partnership programs include both Custeimade Partnership Against Terrorisn
(C-TPAT) and ImporteSelf Assessment (ISA). CBP works with the trade
community through these volary publicprivate partnership programs, wherei
some members of the trade community adopt tighter security measures thro
their international supply chain and in return are afforded benefits. A variety
trade actors are included in these partriprplograms, such as importers,
carriers, brokers, consolidators/third party logistic providers, Marine Port
Authority and Terminal Operators, and foreign manufacturers.

Scope of Data

This measure includes all imported cargo and is a comparison \dltheof
cargo that is imported from trade partnership programs to the total value of g
imports.

Data Source

Import data is stored in the Automated Targeting System (ATS) and the
Automated Commercial Environment (ACE). Information is transmitted by th
relevant broker under a unique entry number including individual lines with &
Harmonized Tariff Schedule of the US number and line value.

Data Collection Methodology

Importers, or brokers acting on their behalf, submit data electronically, which
captued by ATS and ACE Automated Commercial System (ACS). The Offic
International Trade (OT) pulls this data from their systems of record (ATS an
ACE) once a month. After the line value data is extracted, the measure is
calculated by dividing the impovilue associated with ISA or-TPAT importers
by the total value of all imports.

Reliability Index

Reliable

-14-
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Explanation of Data
Reliability Check

Monthly internal monitoring of process and data quality issues is conducted
both the field level and H@@vel. As part of our analytical process, the data ug
for this measure is compared to other known reliable data sets and measure
ACE Reports and the Trend Analysis and Analytical Selectivity Program.

Performance Measure

Percent of detected convamal aircraft incursions resolved along all borders ¢
the United States

Program

Border Security Operations

Description

The measure represents the percent of conventional aircraft detected visuall
sensor technology, suspected of illegal chmsler activity, which are brought tg
a successful resolution. Resolution of the incursion is accomplished by the 4
and Marine Operations Center (AMOC) working with federal, state, and loca
partners. The incursion is considered resolved when one ébltbwing has
occurred: 1) law enforcement action has been taken for criminal violations; 2
appropriate regulatory or administrative action has been taken fesrimoimal
violations; or 3) the aircraft did not land or otherwise display unlawful condug
while in the United States, was continuously visually or electronically monito
while over the United States, and has exited U.S. airspace and no longer a t
national security.

Scope of Data

The scope of this measure includes all airspace iimngdy conventional aircraf
along all borders of the United States. The scope of data excludes reporting
unconventional aircraft, such as ultight aircraft or small unmanned aircraft
systems.

Data Source

Data is stored in the Tasking Operationaridgement Information System
(TOMIS) and the CBP Border Enforcement Management System (BEMS) D
Warehouse.

Data Collection Methodology

Airspace incursions are identified by the Air and Marine Operations Center
(AMOC). After an incursion is establishetijs information is transmitted to the
appropriate air branch for air response. The results are then entered into an
tracked in the Air and Marine Operations system of record, and summarized
monthly basis. In calculating the incursion percentttgefotal number of
resolved incursions represents the numerator, while the total number of dete
incursions represents the denominator.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Data is routinely reconciled by a comparisorimdbérmation in the systems
manually by contractor and program staff on a monthly and/or quarterly basi

Performance Measure

Percent of import revenue successfully collected

Program

Trade and Travel Operations

Description

This measure estimates thdlected duties, taxes, and fees (called net
undercollection of revenue) expressed as a percent of all collectable revenug
from commercial imports to the United States directed by trade laws, regulat
and agreementsThe total collectable revenug total collected revenue plus the
estimated net undercollected revenue based on trade violations. The reveny
is a calculation of uncollected duties (the difference between estimated
undercollection and overpayment) based on statistical sampling.

Scope of Data

This measure is part of the annual Trade Compliance Measurement (TCM)
program. The program involves taking a statistical sample (about 65,000 im
entry lines) from a given population of imports. This population covers
consumption and AmDumping/Countervailing Duty (AD/CVD) entry types,
excluding informal entries (value <$2k). This data will be produced monthly,
aggregated yedn-date, and then presented as an annual figure.

Data Source

The targeting feature of the program residethenAutomated Targeting System
(ATS) with User Defined Rules (UDR) and the review findings are recorded i
the Automated Commercial Environment (ACE) using the Validation Activity
(VA) functionality.

U.S. Department of Homeland Security
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Data Collection Methodology

At the start of each fiscgkear, an analysis of import data is conducted to help
design a statistical survey program, which is implemented with UDRs in the
Entry Summary line transactions are identified by ATS, which opens a VA in
ACE. Each Field Office must review the idiéied entry summary line
transaction for compliance and record the findings with a Validation Activity
Determination (VAD). VAD data is extracted monthly by HQ analysts and
statistics are compiled monthly and annually by the resident statistician vi¢hi
Trade Analysis and Measures Division.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Processes and data quality are monitored monthly at both the field and HQ |
This responsibility is shared between HQ and field locationsremmeiltiple
levels of checks are conducted, and any found problems are quickly address
HQ also hosts quarterly conference calls with field locations to openly discug
issues, and provides reports to field locations when remediation action is neg
This oversight is documented and provided as evidence of program control t
outside independent auditors each year.

Performance Measure

Percent of imports compliant with U.S. trade laws

Program

Trade and Travel Operations

Description

This measureeports the percent of imports that are compliant with U.S. trade|
laws including customs revenue laws. Ensuring that all imports are compliar
free of major discrepancies allows for lawful trade into the U.S.

Scope of Data

The measure is part of tnual Trade Compliance Measurement (TCM)
program. The program involves taking a statistical sample (about 65,000 im
entry lines) from a given population of imports. This Major Transactional
Discrepancy compliance rate (MTD) measure covers the piigrutzonsumption
and Antidumping and Countervailing Duty entry types, excluding informal
entries. Recorded discrepancies are considered to be significant or major if
reach certain thresholds, such as: the value of imports, amount of revenue Iq
etc. Examples of these thresholds include: a discrepancy in value with a rev
loss greater than $1,000, a clerical error that results in a revenue loss greate
$1,000, an IPR violation, and a country of origin discrepancy with value greal
than 33d percentile or revenue loss greater than $1,000.

Data Source

Data resides in the Automated Targeting System (ATS) with User Defined R
(UDR) and the review findings are recorded in the Automated Commercial
Environment (ACE) using the Validatigkctivity (VA) functionality.

Data Collection Methodology

At the start of each fiscal year, based on previous year imports, risk, volume
value, and compliance history, a stratified random sampling methodology is
to select import entry summary lineghich is implemented with UDRs in the
ATS. Entry Summary line transactions are identified by ATS, which opens a
in ACE. Each Field Office must review the identified entry summary line
transaction for compliance and record the findings with a Validaictivity
Determination (VAD). VAD data is extracted monthly by HQ analysts and
statistics are compiled monthly and annually by the resident statistician withi
Trade Analysis and Measures Division.

Reliability Index

Reliable

Explanation of Data
Rdiability Check

Monthly internal monitoring of process and data quality issues are conducteq
both the field level and HQ level. This is treated as a shared responsibility o
HQ and field locations, where multiple levels of checks are conductd@rgn
found problems are quickly addressed. HQ also hosts quarterly conference
with field locations to openly discuss these issues, and provides reports to fig
locations when remediation action is needed. This oversight is documented
providedas evidence of program control to outside independent auditors eac
year.
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Performance Measure

Percent of inbound cargo identified by CBP as potentially-highthat is
assessed or scanned prior to departure or at arrival at a U.S. port of entry

Progam

Trade and Travel Operations

Description

This measure gauges the percent of international cargo coming to the Uniteg
States via air, land, and sea identified as potentially-hghusing the Automateq
Targeting System (ATS) that is assessesicanned prior to lading or at arrival a
a U.S. port of entry. Assessing, resolving, and when necessary scanning
potentially highrisk cargo prior to lading or at arrival at the ports of entry enst
the safety of the U.S. public and minimizes the impac¢he trade through the
effective use of risfocused targeting.

Scope of Data

This measure includes cargo in the land, sea, and air environments destined
U.S. port of entry. Cargo is identified as potentially ki by CBP's
Automated Targetig System (ATS) using a ridkcused security index scoring
algorithm. Shipments are flagged as potentially frighk if they have an ATS
security index score of 190 or above on either bill or entry. The National
Targeting Center Cargo works with the drgeting and Analysis Systems
Program Office (TASPO), Office of Information Technology to determine the
final status of all identified potentially higtisk cargo.

Data Source

CBP's Automated Targeting System (ATS) contains the requisite data to
determinghe total amount of cargo that was scored 190 or above by either b
entry.

Data Collection Methodology

Electronic manifest data is provided to CBP by shippers and brokers and loa
into CBP's ATS database. The ATS screening algorithms are apiptigid data

and the results are provided electronically to the Cargo Enforcement Reporti
and Tracking System (CERTS), including entry status data for all modes of g
identified as higkrisk. Based on this information, the percent of cargo review
scanned, and resolved is calculated by taking all cargo shipments with a sco
190 or above that have been reviewed/examined/mitigated (determined from
CERTS) and dividing this by the total number of cargo shipments with a scof
190 or above.

Reliaklity Index

Reliable

Explanation of Data
Reliability Check

CBP Officers review and examine the ATS information on potentially-tigih
cargo, resolve or mitigate security concerns, determine those cases where f{
examination is required, and recdhe findings of this review/examination
process in the ATS 4 CERTS module, annotating all methods and tools they
required to complete the examination. For land border ports of entry, they al
enter findings into the ACE system, which is mandatory fad |gorts to allow the
truck and cargo to be released from CBP. Supervisors periodically extract h
threat examination findings data from the CERTS module for review and
validation of the data entered by CBP Officers. Anomalies in the findings da
identified and immediate corrective actions are taken to ensure data integrity

Performance Measure

Percent of people apprehended multiple times along the Southwest border

Program

Border Security Operations

Description

This measure examines the percgindeportable individuals who have been
apprehended multiple times by the U.S. Border Patrol. This measure identifi
percentage of people apprehended multiple times along the Southwest bord
the previous twelve months. Effective and efficiapplication of consequences
for illegal border crossers should, over time, reduce overall recidivism

Scope of Data

Apprehensions of deportable illegal aliens that have or receive a Fingerprint
Identification Number (FIN), who are apprehended multiptes within the
previous twelve months are used in calculating this measure. The apprehen
occur within the nine sectors of the Southwest Border. Fingerprints are not t
and FINs are not generated for individuals under age 14, over age 86nand s
humanitarian cases are not included in calculating the percentage of people
apprehended multiple times along the Southwest border.

U.S. Department of Homeland Security

-17-



Appendix A FY 20172019 Annual Performance Report

Data Source Apprehension data is entered into the e3 Processing system by Border Patr(
Agents at the Station level. Rainput can be made by any agent who knows t
details of the apprehension. The e3 system continuously updates the Enforg
Integrated Database (EID), with the apprehension information. All data ente
the e3 system resides in the EID, the offisigstem of record for this data, whicl
is under the purview of the Border Patrol Headquarters Statistics and Data
Integrity unit. The physical database is owned and maintained by Immigratid
and Customs Enforcement's (ICE) Office of Chief Informatiofic@f (OCIO).
Data Collection Methodology Apprehension data is entered into the e3 system by Border Patrol Agents at
Station level. Data input can be made by any agent who knows the details g
apprehension. The e3 system continuously updatdslihevith the apprehensio
data. This data can be reviewed at the station, sector or Headquarters level
variety of reporting formats. Calculation of this measure is as follows: The
number of individuals that have been apprehended multiple timédediky the
total number of individuals apprehended during the same time period and
geographic parameter.

Reliability Index Reliable
Explanation of Data All apprehension data entered into e3 Processing is subject to review by
Reliability Check supervisos at multiple levels. Data reliability tools are built into the system; f

example, data input not conforming to appropriate expectations is reviewed {
accuracy and flagged for-entry. The EID continuously updates to compile al
apprehension datal his data can then be extracted into summary reports, anq
these summaries are available for review and analysis at station, sector, ang
Headquarters levels. At the Headquarters level, the Statistics and Data Inte
Unit conducts monthly Data Qualityperts as well as weekly miscellaneous

checks. When discrepancies are found, they are referred back to the appref
Sector/Station for review and correction.

Performance Measure Percent of recurring border surveillance implemented in remote lowngsis
between ports of entry

Program Border Security Operations

Description This measure represents the percentage of remote low risk areas along the

border that are covered by recurring surveillance that can detect possible illig
activity. Lowrisk areas are geographically remote parts of the border that alg
have historically had low levels of illegal activity. Recurring surveillance is
achieved through geospatial capabilities that monitor these areas for potenti
illicit activity and provideinformation to CBP Office of Intelligence analysts wh
review the information and determine if a response is needed. The measure
demonstrates the Border Patrol 6s a
without needing to have agents directlgdted in these remote areas.

Scope of Data This measure includes the entire southern and northern land borders (exclug
Al aska) that have b &eBordat Ratred Seotdr Ghidis
be low flow/low risk areas. Each Sector Chief camggethe designation for any
mile within their area of responsi
mile of the border where CBP has the capability of deploying geospatial
intelligence (GEOINT) capabilities if intelligence reports or risk gsas require
GEOINT surveillance. This measure does not include the maritime domain.
Data Source The data will be collected by CBP Office of Intelligence in the National Techr
Collections Branch. The data is based on measurements from mapsiléhe
covered and required to be covered are currently stored in the CBP Shared
That data is reported to U.S. Border Patrol enterprise Geospatial Information
Services office for reporting.
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Data Collection Methodology

As U.S. Border Patrol (USBRpverage capability increases, USBP changes t
designation of border miles from f
GEOI NT coll ection area. 0 Sector C
ri sk to CBP&s Of f i c eenwdrkstb depleylGEQINTe n
capabilities in those areas. CBP
National Technical Collections Branch (NTCB) by a Collections Manager, wh
is updated as Ol adds designated miles of the border that are covered BYTGE
capabilities. The NTCB Branch Chief reviews the spreadsheet for accuracy.
After approval the spreadsheet is saved to the CBP Shared Server. The NT
Collections Manager then emails the new miles to a Geospatial Information
Services (GIS) analyst whagdates the GIS map. The Branch Chief of the NT]
uses these maps in their monthly report to the Border Patrol Chief. The USE
liaison will report this information quarterly.

Reliability Index

Reliable

Explanation of Data
Reliability Check

A Collections Manager inputs the data, which is reviewed for accuracy by thg
Branch Chief.

Performance Measure

Percent of time the U.S. Border Patrol meets its goal of responding to potent
illegal activity in remote, lowrisk areas

Program

Border Sectity Operations

Description

In order to ensure an effective response, the U.S. Border Patrol (USBP) aim
respond to potentially illicit activity in remote low risk areas within 24 hours.
This measure gauges U. S. B al and ensureP a
potential illegal activity is responded to and properly assessed

Scope of Data

This measure encompasses all geospatial intelligefieemed reports of
potential illicit activity in remote low risk areas. This measure includes all mi
of the southern and northern land border (excluding Alaska) that have been
determined by each USBP sector to be low flow and low risk areas. This mg
does not include the maritime domain. A response is defined as when a US
sector receives anmail ndification from an analyst and deploys USBP Agent
to investigate the detected activity.

Data Source

The data source is mined frorm&il notifications and individual Field
Information Reports (FIR) which are stored in CBP Intelligence Reporting Sy|
T Next Generation (IR®G) and maintained by CBP Office of Information
Technology.

Data Collection Methodology

When the collection platform detects potential illicit activity the Office of
Intelligence sends anraail notification to the appropriate USBPcEa&r. The
Sector then deploys Border Patrol Agents to respond. The clock officially stg
on the response when tharail notification is sent and is recorded by the
responding sector. The arrival time of the Agents at the coordinates provide
the rotification is recorded as the response time in the FIRSs. The measure
be reported quarterly by USBP Sectors to USBP Headquarters.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The responding Agent drafts the Field Informatiop&es (FIR), which is then
reviewed by a supervisor. The Patrol Agent In Charge must review and give
approval on all FIRs submitted. All FIRs must be submitted within 72 hours
notification.

U.S. Department of Homeland Security
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Performance Measure Rate of interdiction effectiveness along the Southwest Border between ports
entry

Program Border Security Operations

Description This measure reports the percent of detected illegal entrants who were

apprehended or turned back after illegalhtering the United States between th
ports of entry on the Southwest border. The Border Patrol achieves this des
strategic outcome by maximizing the apprehension of detected illegal entran
confirming that illegal entrants return to the couritym which they entered; ang
by minimizing the number of persons who evade apprehension and can no |
be pursued.

Scope of Data The scope includes all areas of the Southwest border that are generally at o
the northern most checkpoint withirgaven area of responsibility, and applies t
following data filters: In Border Zones: Includes all Apprehensions, Got Awal
(GA), and Turn Backs (TB). In NeBorder Zones: Includes apprehended
subjects who have been identified as being in the US illefpal 30 days or less,
does not include GA and TB. Definitions: Apprehension:; A deportable subjg
who, after making an illegal entry, is taken into custody and receives a
consequence. Gotaway: A subject who, after making an illegal entry, is nat {
back or apprehended and is no longer being actively pursued by Border Pati
agents. Turn Back: A subject who, after making an illegal entry into the US,
returns to the country from which he/she entered, not resulting in an apprehe
or GA.

Data Souce Apprehension, gotaway, and turnback data is captured by Border Patrol age
the station level into the following systems. Apprehensions are entered into
Processing (e3) system. All data entered via e3 resides in the Enforcement
Integrated Dtabase (EID), the official system of record for this data, which is
under the purview of the Border Patrol Headquarters Statistics and Data Inte
(SDI) Unit. The physical database is owned and maintained by Immigrations
Customs Enforcement (ICEXGotaways and Turnbacks are entered into the C
Enforcement Tracking System 1 (BPETS1), which resides with Offi@oafer
Patrol. BPETSL1 is undéhne purview of and is owned by the Enforcement
Systems Unit.

Data Collection Methodology Apprehension dats entered into e3 by Border Patrol agents (BPAS) at the st
level as part of the standardized processing procedure. BPAs use standard
definitions for determining when to report a subject as a GA or TB. Some
subjects can be observed directly as exgqdpprehension or turning back; othe
are acknowledged as GAs or TBs after BPAs follow evidence that indicate e
have occurred, such as foot sign, sensor activations, interviews with apprehe
subjects, camera views, communication between ans@stations and sectors,
and other information. Data input into the BPETS1 system occurs at the sta
level. The e3 Processing application and BPETSL1 are used continuously to
document apprehension, GA, and TB data. Calculation of the measure isydg
the HQ SDI Unit and is: (Apprehensions + TB)/Total Entries. Total entries is
sum of Apprehensions, TBs, and GAs.

Reliability Index Reliable
Explanation of Data Patrol Agents in Charge ensure all agents are aware of and ptdier
Reliability Check definitions for apprehensions, GAs and TBs at their respective stations. The

ensure the necessary communication takes place between and among sectq
stations to ensure accurate documentation of subjects who may have crosseg
than onestation's area of responsibility. In addition to station level safeguard
HQ Statistics and Data Integrity (SDI) Unit validates data integrity by utilizing
various data quality reports. Data issues are corrected at the headquarters |
forwarded to the original inputting station for correction. All statistical
information requested from within DHS, USBP, or external sources are route
through the centralized HQ office within USBP. The SDI Unit coordinates wi
these entities to ensure acderdata analysis and output.
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Federal Emergency Management Agency

Performance Measure

Benefit to cost ratio of the Hazard Mitigation Grants

Program

Grants

Description

This measure reports the estimated annual benefit to cost ratio of grants pro
by the FEMA Hazard Mitigation Assistance program to lessen the impact of
disasters. A value greater than one indicates more benefit was reaped than
expended. The program works with state, tribal, territorial, and local (STTL)
governments engage ilmtrard mitigation planning to identify natural hazards tf
impact them, identify strategies and activities to reduce any losses from thos
hazards, and establish a coordinated approach to implementing the plan. T}
plans are the basis for STTL grantwegts. Once grants are provided, progran
staff evaluate the benefit to cost ratio of the implementation of the plan to en
that taxpayer dollars are spent effectively.

Scope of Data

The scope of this measure includes all grants on an annual basgedrby the
FEMA HMA program.

Data Source

The systems primarily used for the
Data Warehouse (EDW) which consolidates data from Hazard Mitigation Gra
Program- National Emergency Management Information SysteiM@#P-
NEMIS) and Mitigation Electronic Grants Management System-(&3rants)
systems. Data is collected and consolidated into an Excel spreadsheet whe
calculations for aggregate BCR will be performed.

Data Collection Methodology

The total project c&t and the benefits are calculated by the applicant for each
the projects The estimated benefits are derived based on bestfitanalysis
methodologies developed by FEMA and has been in use for the past 10 yea
determine the cost effectivenexdfsa HMA project, FEMA utilizes a BCR, which
is derived from the projectés tota
Each subgrant obligation and total project cost is captured in the HNNERIIS
or MT-eGrants system by FEMA HMA staffQuarerly reports will be generated
utilizing FEMA6s EDW which wil/ be

Reliability Index

Reliable

Explanation of Data
Reliability Check

Each subgrant obligation and total project cost is captured in the HNNERIIS
or MT-eGrants system. This information is electronically consolidated in
FEMAGs Enterprise Data Warehouse (
relevant data from the EDW, and after making the calculations for an aggreg
BCR generate Quarterly excel based repofithese calculations go through a
series of staff reviews before bei
recordi the Performance Hub.

Performance Measure

Operational readi ness rating of F

Program

Response and Recovery

Description

This measure gauges the overall readiness of 23 cadres in the Incident
Management Workforce (IMW) by examining staffing, training, and equipping
variables of qualified personnelhe IMW are the primary first respondehst
provide services to disaster survivors immediately after an event and suppor,
Response and Recovery operatiomie ability to gauge readiness provides ke
information for ensuring that qualified and equipped personnel are available
respond to aidaster examining the below variables:

1. Staffing Category Variable: % of Force Structure currently on board; % of
strength available; % of force strength deployed

2. Training Category Variable: % of force strength qualified; % of qualified
personnel currently available; % of all trainees who have completed their
gualification sheets but still need to demonstrate performance.

3. 3 Equipping Category Variable: Percent of Reservisisit ready

* The Reservist has a laptop, RSA token, amghone
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Scope of Data The results are based on all available data and not a sample of data. The ds
included in this performance measure are an aggregate of measures of staff
training, and equipping readiness categories.

Data Source The data sourcis the Cadre Operational Readiness and Deployability Status
(CORDS) Report that measures the overall readiness of the incident managg
wor kforce for all 23 cadres. The
Workforce Division (IWMD) pulls this dat biweekly from the Deployment
Tracking System.

Data Collection Methodology IWMD pulls data from the Deployment Tracking Systefihe CORDS report
algorithm measures 3 readiness categories and assigns an overall Cadre Rg
metric called its Deployality Rating (D-Rating of 15) to each cadre and the
organization as a whaléThe D-Rating applies a weight to each individual factq
used to determine the final score: 50% Staffing, 35% Training, 15% Equippin
This weighting recognizes staffing as thi@ical element of an expeditionary
workforce. Training and Equipping are instrumental to success and efficieng
but in an emergency, having peopleland and available is most importaithe
formula for measuring thedRating is: [(Force Strength.5) + (Availability of
Force Strength * .15) + (Inverse of Deployed * .35)] *.5 = Staffing

[(Qualified &Available * .35) + (Trainees with Academics Complete * .15) +
(Qualified Force Strength * .5)] * .35 = Training

(Equipment Ready * .15) = Equipping

Stafiing + Training + Equipping = Weighted Average

Reliability Index Reliable
Explanation of Data IWMD conducts quality assurance/quality management reviews of DTS data|
Reliability Check ensure the system accurately reflects deployment and qualificeglatesd data

reflected in the system is accurate. If deployment or qualifications data is

incorrect, IWMD works with the Cadre or Program Office to change the data
based upon internal data management processes. Once verified, reliable dg
be maden the system immediately

Performance Measure Percent of adults that took a preparedness action at their workplace, school,
or other community location in the past year

Program Preparedness and Protection

Description This measure represents fhercent of adits responding to a survey wiaok a

preparedness action at their workplace, school, home, or community, includi
drills. Improving the public's knowledge and ability to take effective protectiv
actions for hazards is a key objectivgpoéparing the publicResearch indicates
that drills and exercises are an effective method for increasing both knowled
and the ability to act quickly and effectively in emergency situatiGtesearch
indicates that, in addition to preparing those Hratdirect participants, drills and
exercises provide a visible action that promotes discussion and motivates ot
take action.

Scope of Data As part of the national survey, a total of about 5,000 or more telephone inter
are conducted yearly andividual and household preparedne$se survey
contacts individuals throughout the United Stateesults include adults who
answer in the affirmative that they have taken any preparedness actions, wh
include seeking information on preparing fosakters, talking with others in the
community about preparedness, attending a preparedness meeting/training,
practicing a drill/exercise, developing a household emergency plan, or storin
supplies specifically for a disaster in their workplace, school ehonanother
community location in the past year.

Data Source The data source for this measure is the Computer Assisted Telephone
Interviewing (CATI) system.
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Data Collection Methodology

The measure calculates the percent of adults surveyed via landtiekutar
phone who responded affirmatively to the question regarding whether they h
taken any preparedness actioSurvey data is collected using a Computer
Assisted Telephone Interviewing (CATI) system and results from the survey
analyzed in SBS and SASWhen processing the data from the random digit
dialing surveys, results are weighted to correct for unequal probabilities of
selection The sample data are also pesttified according to geography, age,
genderand race to account for pot&l biases such as ovemnd under
representation of certain population segmeiith i s wi I | adj us
demographic distributions to match the distribution derived from the latest
available Current Population Survey estimates.

Reliability Index

Reliable

Explanation of Data
Reliability Check

There is currently no way to independently verify the accuracy of participants
responses or the responses recorded by survey adminisBatpeach
programmed survey instrument goes through a rigayaasty control process
When the instrument is in the field, this rigorous quality assurance process
continues The overall process includes, but is not limited to, program testing
pretest and cognitive testing to determine the effectiveness sltley and
guestions, monitoring of iprogress calls, recording of all interviews, and the
production of tabulations of every question and variables to detect any missi
data or errors Additional quality measures include the checking of survey skij
paterns and data accuracy and consistency checks.

Performance Measure

Percent of communities in high earthquake, flood, and \whathe areas adopting
disasteiresistant building codes

Program

Mitigation

Description

This measure assesses the number wihconities adopting building codes
containing provisions that adequately address earthquake, flood, and wind
hazards. FEMA works with code adoption and enforcement organizations tq
support community implementation of disaster resistant building codesedefs
being in compliance with the National Flood Insurance Program regulations,
equivalent to the National Earthquake Hazards Reduction Program recommig
provisions, and in compliance with the provisions of the International Codes
designated by thimternational Codes Council. FEMA also works with the
Insurance Services Office (ISO) Building Code Effectiveness Grading Sched
(BCEGS) data to track the number of higgk communities subject to flood,
wind, earthquake, and combined perils that hed@pted disaster resistant
building codes over time.

Scope of Data

The scope of this measure includes all communities in high earthquake, floo
wind-prone areas as determined by ISO through their BCEGS database.

Data Source

The source of data fahis measure is ISO's BCEGS database which tracks th
number of communities subject to flood, wind, earthquake, and combined peg
and those communities that have adopted disasséstant building codes. 1SO
provides data on building codes adopted &stipipating jurisdictions from the
BCEGS questionnaireThe BCEGS data includes building code data from 44
the 50 statesThe six states not included are Kansas and the five Bureau stat
(Hawaii, Idaho, Louisiana, Mississippi, and Washington). Th&B6 database ig
updated daily to include the latest surveys tak&O surveys each participating
jurisdiction every 5 years.

Data Collection Methodology

The Mitigation program receives data from ISO through their BCEGS databg
which provides the numbef communities subject to flood, wind, earthquake,
and combined perils and those communities that have adopted disagttant
building codes. This data is used to calculate the percent of communities in
earthquake, flood, and wifgtone areas agbting disasteresistant building
codes.

Reliability Index

Reliable

U.S. Department of Homeland Security
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Explanation of Data
Reliability Check

FEMA relies on ISO to manage the completeness and reliability of the data
provided thought their BCEGS database to the program; however, trerelata
reviewed by FEMA's Mitigation program to ensure results are consistent ove
time. If significant fluctuations in quarterly and annual results occur, the prog
will work with 1SO to address issues with data reliability.

Performance Measure

Percenbf federal agencies ready to initialize continuity of essential functions
services in the event of a catastrophic disaster

Program

Preparedness and Protection

Description

This measure assesses the percent of federal agencies ready to respond
immediately to a continuity of operations eveithis measure encompasses
Category | through IV Federal agencies that respond to Department and Age
(D/A) monthly naotification tests and realorld incidents within four hours.

Scope of Data

The scope othis measure includes Category |, Il, lll, IV Departments and
Agencies (D/As), as defined by HSPID/NSPD51.

Data Source

The D/As determine which individuals and entities (i.e. Emergency Operatio
Centers) within their agency will receive the alert panovidetheir contact
information tothe National Continuity Programs Directorate (NCP). NCP
maintains a hard copy roster in Microsoft Word that contains the contact dats
NCP uses this roster to update the FEMA Emergency Notification System (B
and veify test results and D/A contact information. The ENS stores the D/A
contact data within its database and uses that contact data to conduct drills g
real world notifications. The ENS compiles notification results.

Data Collection Methodology

The FEMAENS stores the D/A contact data within its database and uses tha
contact data to notify Category | through 1V agencies during drills and real wi
notifications. The system tracks whether each D/A was successfully contact
and whether the notificatiomas acknowledgedNCP receives this information

from the system in a Qualifications and Exception report. NCP reviews the r,
and compares it to the D/A roster that NCP maintains to determine the perce
Category | through IV D/As that were sucsisly notified.

Reliability Index

Reliable

Explanation of Data
Reliability Check

NCP reviews each ENS Qualification and Exception report to determine whig
agencies were successfully notified and acknowledged alert receipt. On a
quarterly basis, NCBsks all Federal executive branch D/As to review their lis
pointsof-contact and contact information and update, if needed. On a quartg
basis, NCP briefs the results of tests and real world events to the Continuity
Advisory Group, an Assistant Setagrlevel forum attended by the National
Security Council Staff, to inform leadership on results.

Performance Measure

Percent of incident management and support actions taken that are necessg
stabilize an incident that are performed within 72 haurgy the agreed upon
time

Program

Response and Recovery

Description

This measure reflects FEMA's role in effectively responding to any threat or
hazard, with an emphasis on saving and sustaining lives within 72 hours, in
support of state, local, triband territorial governments. "Actions necessary t
stabilize an incident" are defined as those functions that must be initiated
immediately following an incident in order to ensure the best outcomes for
survivors These actions include establishinghjdederal/state incident
objectives and interoperable communications between FsMported incident
sites, deploying urban search and rescue resources, rapidly activating respo
coordination centers, and issuing timely alerts, warnings, operatioaspahd
situation reports.
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Scope of Data

The scope of this measure includes all incid@ntefined as all significant event
exercises, or activitiésthat require execution of the critical response function
These functions must be performed witestablished timeframes and include:
(1) Incident Management Assistance Teams (IMATS) establishing joint
federal/state incident objectives; (2) disaster communication capabilities linki
FEMA-supported incident sites; (3) national Urban Search and RE38&R)
resources arriving eacene; (4) response coordination centers activating to
directed levels; (5) watch centers transmitting operations orders and situatio
reports; and (6) the FEMA Operations Center issuing alerts, warnings, and
notifications.

Data Source

National and Regional IMAT deployment data are submitted to the National
Watch Center (NWC), which provides it to the Field Operations Support Brar
for management and trackinghe Disaster Emergency Communications

Division manages a databasfeMobile Emergency Response Suppmtated

deployment and response daRE MA6s US&R Br anch ma
response data associated with the National US&R Response Sysational

US&R statuses are updated every two hours during deploymeiat) istcaptured
through National Response Coordination Center (NRCC) and NWC reporting
is tracked by the US&R BranclSituation reports and operations orders are
tracked by both the National and Regionals watch centers, electronically ang
paper NRCC and Regional Response Coordination Centers (RRCC) data a
tracked through the manual comparison of operations orders and NRCC/RR
activation logs FEMA Operations Center data are managed and tracked thrg
the Emergency Naotification System.

Data @llection Methodology

For each quarter, FEMA tracks when an incident requires one or more of the
activities described above and whether or not the activity is accomplished in
time required Each activity is scored quarterly based on percent @gim
completed within required timeframe (i.e. if the NRCC is activated 5 times in
quarter and activates to the directed level 4 of those times, the activity is sco
80%). These six activityevel scores are then equally averaged for a total
compogte score each quarter.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Each supporting activity mentioned above is responsible for reporting on the
timeliness of the response for each incident requiring FEMA assistance. Fof
incident a score is determined based on the data collection methodology. Ea3
quarter the sum of these scores is additive and divided by the number of inci
occurring during the quarter, resulting in an equally weighted average.

Performance Measure

Percent of Incident Management Assistance Teams establishing joint federa
state response objectives within 18 hours

Program

Response and Recovery

Description

This measure gauges the percent of time that Incident Management Assistal
Teams (IMATs)have deployed and have established initial joint federal and s
response objectives within 18 hours of a request from a state or jurisdiction
IMATSs rapidly deploy to an incident, provide leadership for federal assistancs
and coordinate and integrateer-jurisdictional response in support of an affect
state or territory.

Scope of Data

FEMA is responsible for three National and thirteen Regional Incident
Management Assistance Teams (IMAT%he scope of this measure includes g
significant activiies or events that require the deployment of one or more IMA
This measure is restricted to IMATS that are deployed within the continental
United States.

Data Source

IMAT notification and arrival times are tracked by the National Watch Center
(NWC) and the National Response Coordination Center (NRTG NWC
maintains this information on a shared drive.
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Data Collection Methodology

The teams are notified of depl oyme
notification Once the team arrives on scene, gant chief contacts the NRCC
update their status in the NWC shared driVéis tool is used during declared
disasters and for other emergency incidents or exerciel8lAs Response staff
at HQ extract data from the database related tscene arrivalimes of any (or
all) teams deployed to one or more incidents and compares to when teams \
notified of deployment for corresponding incidenthis data is analyzed by
comparing team arrival times to the times teams were initially notified of
deploymein The data is based on the total number of actuaiwedt or
exercise deployments, rather than a specific number of deployments through

the year.
Reliability Index Reliable
Explanation of Data FEMAGs NWC dat absgstem ofiresorducsrepart aadsarchivé dg

Reliability Check

for historical referenceProgram personnel review the data after each deployr
to ensure accuracy of data enteréghy anomalies are researched against othe
data records to confirm time of notification.

Performance Measure

Percent of incident management planned workforce currently on board

Program Response and Recovery
Description This measures tracks FEMAG6s progre
management f orce st ManaggmehtForce Btiddited s

establishes the total number of personnel required, by position and employe
for FEMA to respond to a variety of concurrent events and scendriiss
updated every three years.

Scope of Data

The scope of this measurecindes planned workforce employees within the
Cadres (23 total) positiong he Cadre positions include represented are
Acquisition, Alternate Dispute Resolution, Disaster Emergency Communicati
Training, Disability Integration, Disaster Survivor Asaiste, External Affairs,
Environmental and Historic Preservation, Equal Rights, Federal Coordinating
Officer, Financial Management, Hazard Mitigation, Human Resources, Indivi
Assistance, Information Technology, Logistics, National Disaster Recovery,
Office of Chief Counsel, Operations, Public Assistance, Planning, Safety ang
Security.

Data Source

Data for this measure is maintained in the Deployment Tracking System.

Data Collection Methodology

This data is available at any time in the Deployment TragKystem, which is
integrated with FEMAGO6s Hu miamatrackimgon t
employee ofboarding, promotions, organizational alignment, and separationg
FEMA, in coordination with the Office of Policy & Program Analysis has
developedh dashboard to assist in the assessment of the data at any given p
time.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The System of record for this measure (DTS) is regularly updated and monit
by the Field OperationBivision, and results reviewed for quality by senior
managers in the Office of Response and Recovery.
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Performance Measure

Percent of recovery services through Individual Assistance delivered to disag
survivors gauging the quality of programmsdees, supporting infrastructure, and
customer satisfaction following a disaster

Program

Disaster Relief Fund

Description

FEMA commits to helping survivors recover from federally declared disaster
the Office of Response and Recovery (ORRhssrumental to fulfilling this
commitment The Individual Assistance (IA) Program is integral to improving
clarity of and access to actionable information, streamlining and simplifying
processes and policies to ensure that survivors receive diassigtance quickly
and conveniently FEMA-ORR developed the Recovery Services IA Measure
report on how well FEMA is delivering on this commitmefithe Recovery
Services IA Measure is a composite measure comprised of five weighted
performance indicater t o produce a percentage
delivering quality services to disaster survivoi$ie weighting of this composite
measure is as follows: Providj temporary housing assistan86%; Disaster
Case Manageméir20%; Availability of Grant Minggement and Registration
System$25%; Call Center Response Tini®%; and Organization Staffiiig0%.

Scope of Data

Each of the three indicators reflect data collected in a fiscal year for all feder
declared disasters within the fiscal year. The degaeported quarterly against
an annual target and includes all data collected for the year, meaning there i
sampling done of the data.

Data Source

Several data sources provide data for this meaddaéa for the number of days
for the Request fdPublic Assistance to the kickoff meeting come from the
Emergency Management Mission Integrated Environment (EMMIErmation
on EMMIE availability comes from the Office of the Chief Information Officer
Operational Report and Organizational fill infortioa comes from the Recovery
Human Capital Report.

Data Collection Methodology

All data are collected, recorded, collated, and analyzed by the Recovery
Performance Management Teadll data are checked for quality including
completeness, potential errpesd by conducting a peer revie®nce data are
validated, the data are grouped into the two categories, and weighted to detg
the composite score for the measwéeighting is as follows: program services
73 percent, and supporting infrastruetis 27 percentProgram services
encompass the percent of time that kickoff meetings occur within 21 days of
request for public assistanc8upporting infrastructure encompasses the percg
of time that the Public Assistance grants management syBteMIE) is
available The organizational fill of FEMA's Public Assistance organization is
determined by PFT available positions vs. PFT filled positions at Headquarte

Reliability Index

Reliable

Explanation of Data
Reliability Check

Each data sourder the measure is reliable and the Recovery Reporting and
Analytics Division (RRAD) implements appropriate quality controls to ensure
data consistencyThe data for the Housing Assistance within 60 Days compo
come from the NEMIS databas&his dataset is checked by SMEs before and
after analysis The human resources data are pulled by a human resources.a
Before the individual sends the data for analysis, the Executive Officer of the
Division checks to ensure correctnegsspecialist fom the Recovery
Technology and Programs Division pulls the system uptime information and
it to RRAD for analysis Disaster Case Management data are collected quartg
by Community Service Program SMEKinally, all data are reviewed and
submittedto RRAD staff and compared to previous quarter and are shared w
leadership and program SMEs for review and concurrence before the final reg
are submitted to the Office of Policy and Program Analysis.
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Performance Measure Percent of recovery sdaces through Public Assistance delivered to communiti
gauging the quality of program services, supporting infrastructure, and custo
satisfaction following a disaster

Program Disaster Relief Fund

Description FEMA makes a commitment to helpiogmmunities recover from federally
declared disasters and the Office of Response and Recovery (ORR) is
instrumental to fulfilling this commitment. Supporting and ensuring our citize
have quality assistance after a disaster is critical to facilitatougramunity's
recovery The Public Assistance (PA) Program is integral to improving the clé
of and access to actionable information, streamlining and simplifyiocesses,
and policies to ensure that survivors receive disaster assistance quickly and
conveniently ORR developed this measure to report on how well FEMA is
meeting this commitmentThe measure is a composite measure comprised of
three weighted performance indicat
role in delivering quality serges to communitiesThe weighting is as follows:
Timely Kick-Off Meetingsi 41%; Availability of GrantManagement 32%; and,
Organization Staffing 27%.

Scope of Data The scope of this measure includes all federddlglared disasters within the
United States and its territories.
Data Source Several data sources provide data for this meaddaga for the number of days

for the Request for Public Assistance to the kickoff meeting come from the
Emergency Management Mission Integrated Environment (ENIMIiEformation
on EMMIE availability comes from the Office of the Chief Information Officer
Operational Report and Organizational fill information comes from the Recoy
Human Capital Report.

Data Collection Methodology All data are collected, recordethllated, and analyzed by the Recovery
Performance Management Teafnce data are validated, the data is grouped
into three categories, and weighted to determine the composite score for the
measure Weighting is as follows: program services are 50 pgercipporting
infrastructure is 25 percergnd customer satisfaction is 25 percddtogram
services encompass the percent of time that kickoff meetings occur within 6(
of a request for public assistancgupporting infrastructure encompasses the
percent of time that the Public Assistance grants management system (EMM
available and the organizational fill of FEMA's Public Assistance organizatior
Customer satisfaction information expresses the percent of grantees and su
grantees who expre=s satisfaction after receiving a Public Assistance grant i
the previous quarter.

Reliability Index Reliable
Explanation of Data Each source of data of the composite measure is reliable and Recovery Rep|
Reliability Check and Analytics DivisiofRRAD) has implemented appropriate quality controls t

ensure data consistencyhe data for the RPA to Kickoff measure come from t
EMMIE database The data are checked by SMEs before and after they are
analyzed For the human resources data, a humeaources analyst from the OR
Business Management Division pulls the da&@&fore the data set is sent to
RRAD for analysis, it is checked by the Executive Officer of the Public
Assistance Division to ensure the numbers are corfénglly, a systems
specialist from the Recovery Technology and Programs Division pulls the sy
uptime information and sends to RRAD for analy$tRAD compares all
numbers to previous quarter and sends them to the programs for confirmatig
Finally, the results are sharevith PA leadership for review and concurrence
before the final results are submi
Analysis.
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Performance Measure

Percent of shipments for required {8astaining commodities (meals, water, tar
plastic sheting, cots, blankets, and generators) and key initial response reso
delivered by the agreed upon date

Program

Response and Recovery

Description

This measurement evaluates the percent of shipments from FEMA Distributi
Centers or logistics partnefsat arrive at the specified location by the validateq
and agreed upon delivery date.

Scope of Data

The parameters used to define what data is included in this performance me
are comparison of requested materials, date to be delivered, atatved, and
quantity received. All shipments resulting in a valid shipment will be measur
The "agreed upon date" is the established date that both supplier (logistics)
customer (operations) have determined best meets the need of the situation

Data Source

FEMA is shifting from manual recofkieeping systems to an automated Logisti
Supply Chain Management System (LSCMBoth systems are used to report
Receipt information from state sites to FEMAs FEMA strives to integrate the
LSCMS Requestrad Order systems, there may be some errors in recording th
Required Delivery Date (RDD) on the Request into the Order sydbarta
responsibilities are shared by several FEMA and external groups: The NRC
Resource Support Section (RSS) verifies andiaédis the information and order
the assetsFEMA partners/Distribution Centers/Incident Support Bases (ISBs
fulfill the order and dispatch the shipments; FEMA HQ/field sites/states recei
the shipments and verify time received and condition of therghip FEMA
Logistics Management directorate owns the reporting database through the
LSCMS/Total Asset Visibility (TAV) Program.

Data Collection Methodology

Requests for disaster assets are entered into LSCMS by supply chain mana
FEMA HQ or regionastaff. When shipments are received at designated loca
(either FEMA or state sites), the receipt is recorded in LSCMS by FEMA staf
(state representatives report data to FEMA). FEMA analysts extract Tier | (li
saving/life sustaining resources) @fier 1l (key operational resources) data fro
LSCMS: (1) the number of shipments in an order meeting the RDD. For ea
tier, FEMA staff tabulates the percent of shipments arriving by the RDD.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Data is first checked for accuracy and completeness by the Logistics Manag
Center (LMC) within the Logistics Operations Division. The specific role with
the LMC to conduct this comprehensive review and analysis is the LMC Chig
As a doublecheck, the Transportation Management Branch (TMB) within the
Distribution Management Division verifies any shipment where there is a qug
against the actual Bill of Lading (BOL), which is the contract between FEMA
the Transportation Service Progig and is signed and dated by the driver and
customer upon delivery. By comparing the date the BOL was signed agains
reported receiving date within LSCMS, the TMB provides the double check t
ensure data is accurate. The TMB also maintainglyaldg of all orders
throughout the year which is used to clarify any questions or discrepancies.
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Performance Measure Percent of states and territories that have achieved an intermediate or above
proficiency to address their targets established through their THIRA

Program Preparedness and Protection

Description This measure assesses the percentage of stateratadial State Preparedness

Report (SPR) ratings at or above the 3.0 threshold (on -gfive scale) when
averaging across the planning, organization, equipment, training, and exerci
(POETE) elements rated by grantees for each core capaBiligmeasure is
calculated by averaging SPR POETE ratings for each core capability that a g
or territory has identified as higpriority. | f a st ateds or t
rating for its highpriority core capability POETE elements is 3.0 or higitas,
counted toward the measur€o increase the rating for one POETE element of]
core capability by one point, a state/territory would have to increase capabilit
as much as 20 percent.

Scope of Data The scope of this measure includes all 50 statelssix territories.

Data Source States and territories assess their current core capability levels relative to thg
own capability targets annually through the State Preparedness Report (SPH
This annual selssessment provides detailed data omthmber of states and
territories whose capability levels increase or decrease eachSeRrdata used
in this measure are a sel§sessed rating for each POETE solution area and a
priority (high, medium, or low) for each core capabilifijhe data are diected
using Microsoft Excel from the official states' and territories' responses to the
annual SPR capability assessment that is submitted to the National Prepare
Assessment Division (FEMAPD\NPAD). The analysis is done using Excel.
Data Collectbn Methodology| For each core capability, states and territories assess their preparedness ley
each of the five solution areaglanning, organization, equipment, training, an
exercises (POETE)They use a fivgpoint scale for each assessment, whevel
one indicates littldo-no capability, and level five indicates that they have all o
nearly all of the capability required to meet their targéte data are obtained
from state and territory SPRs submitted to FEMA each. yEhe Excel based
dataanalysis tool will extract SPR data into a raw data worksheB®AD will
calculate the measure from the raw data.

Reliability Index Reliable
Explanation of Data States and territories receive substantial technical assistance (Eahaucting
Reliability Check the THIRA and submitting their capability levels estimates through the SPR.

takes the form of published guidance (Comprehensive Preparedness Guide
201: THIRA Guide, Second Edition), workshop sessions in the FEMA Regiol
and justin-time instruction during the assessment periS&R submissions are
routed through the Homeland Security Grant Program State Administrative
Agency to ensure it represents all preparedness stakeholders in the jurisdict
The Regional Federal Preparednessr@mator and/or his or her staff review all
state, territorial, and other eligible grantee THIRA submissions in their area (
responsibility The review ensures that the submitted THIRAs are developed
alignment with CPG 201.
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Performance Masure

Percent of states and territories with a Threat and Hazard Identification and
Assessment (THIRA) that meets current DHS guidance

Program

Preparedness and Protection

Description

This measure quantifies the percentage of states and territa@iatevelop a
THIRA in accordance with the DHS guidancEhe Homeland Security Grant
Program (HSGP)/Urban Areas Security Initiative (UASI) grant guidance requ
the development and maintenance of a THIR%veloping and maintaining an
understanding afisks faced by communities and the Nation is an essential
component of the National Preparedness SysfBIrIRA guidance provides a
common and consistent approach for identifying and assessing risks and the
associated impacts. This common approachlesdbe whole community to
maintain a baseline understanding of the risks that they face, facilitating effo
identify capability and resource gaps, focus capability improvements, and inf
the community of actions they can take to manage their risks.

Scope of Data

The scope of this measure includes all 50 states and six territories.

Data Source

Grantees will be required to develop and submit a THIRA to PrepCAST no Ig
than December 31 annually. The regions will review the THIRAS received a
subnit to headquarters viamail verification that the THIRAs meet current
guidance; National Preparedness Assessment Division will be reviewing the
results to use in the annual National Preparedness Report (NPR).

Data Collection Methodology

Grantees will beequired to develop and submit a THIRA to their FEMA regio
no later than December 31 annually as part of the HSGP/UASI grant guidan
The regions will review the THIRAS received and submit to headquarters
verification that the THIRAs meet current guita Headquarters then calculats
the percent of states and territories that completed all steps of the THIRA
guidance and obtained regional review and verificatiés THIRAS are
submitted to FEMA at the end of the calendar year, there is a data thgfor
measure the activities occurring during calendar prior year will be analyzed
during the current year and will be reported as end of year results at the clog
current fiscal year.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The FEMA Regional Federal Preparedness Coordinators (FPCs) will review
state and territorial THIRA submissions to ensure that the submitted THIRAS
meet current DHS guidance.

Performance Measure

Percent of the U.S. population directly covered by FEddAnected radio
transmission stations

Program

Preparedness and Protection

Description

This measure tracks the percentage of U.S. residents that will be capable of
receiving an emergency alert message from a broadcast station that is conn
and enhaced by FEMA to provide resilient, last resort capability for the Presi
to address the American peoplexecutive Order 13407 requires the Integrateq
Public Alert Warning System (IPAWS) to implement a capability to alert and
warn the American people all hazards and "to ensure that under all condition
the President can communicate with the American people."

Scope of Data

The population in the Continental United States as well as Alaska, Hawaii, a
6 U.S. territories.

Data Source

For populatiordata, the source of data in the most recent U.S. Census burea
The source of data for radio locations, transmission data, contour maps, freq
propagation tools, and population coverage is provided by the Federal
Communications Commission (FCC).

U.S. Department of Homeland Security
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Data Collection Methodology

An accounting of the Continental United States, Hawaii, Alaska, and the 6 U
territories population that can receive alert and warning messages directly fr
initial delivery system is developed as follows: Service camstéar stations

participating in the Primary Entry Point program are calculated using standai
FCC methodology. Reference signal levels follow recommendations of Prim
Entry Point Administrative Council (PEPAC): AM signal level: 0.5 mV/m, FC
M3 groundconductivity data; FM signal level 50 dBu, USGS 3 second terrain
data. Station power and antenna specifications used are extracted from the
online data resource. Served population is based on the most current US C¢
data aggregated into oneddiheter tiles. The calculation of the population that
can receive alert and warning messages is then divided by the total populati
determine the percent of the U.S. population directly covered by FEMA conn
radio transmission stations.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The program office uses standard Federal Communications Commission ac(
means and methods to calculate the amount of the population reached.
Calculations are verified by a broadcast engineerimitie program office.

Performance Measure

Percent of time the Integrated Public Alert and Warning System (IPAWS)
infrastructure is operating and available for use by federal, state, and local
officials for the dissemination of emergency alerts

Program

Preparedness and Protection

Description

EO 13407 states "It is the policy of the United States to have an effective, re
integrated, flexible, and comprehensive system to alert and warn the Americ
people in situations of war, terrorist attanktural disaster, or other hazards to
public safety and welbeing (public alert and warning system), taking appropri
account of the functions, capabilities, and needs of the private sector and of
levels of government in our Federal system, andhsuee that under all condition
the President can communicate with the American people." The IPAWS
infrastructure provides alert and warning message collection and disseminat
that United States residents will receive authenticated emergency adsegas
over as many communications paths as possible.

Scope of Data

The data range covers the Continental United States (CONUS) as well as Al
Hawaii, and the 6 U.S. territories (OCONUS) Census population data and
available audience reach measures.

Data Source

US Census bureau data for populatidmitially based on 2000 census statistics
be updated with 2010 census inputs as received; FCC radio station location
transmission data; Radio frequency propagation tools; OCIO server up time
reports test and exercise reports.

Data Collection Methodology

This is a composite of three metrics. The percent of time the Emergency Alg
System (EAS) server is up and running: National Contirftibgrams will
receivereports from FEMA Office if the Chidhformation Officer on server up
time daily. This second metric is a result of a twigeekly test of the IPAWS
OPEN system: twice a week, IPAWS will send out a test message from the
primary FEMA Operations Center (FOC) and the Alternate FEMA Operation
Center (AFOC) systems to the FEMA Primary Entry Point (PEP) Stations. T
final metric will be the results of a survey of PEP Station broadcasters as to
whether the television and radio broadcasters received the weskbnd
whether their systentwperded as required.

Reliability Index

Reliable
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Explanation of Data
Reliability Check

FEMA can verify the availability and operability of the EAS server and PEP
Stations There are some vulnerabilities, such as the physical equipment at g
PEP Statiorwhich is susceptible to local eventshe remainder of the system is
dependent upon numerous large and small national and local private sector
partners who rebroadcast the EAS messages to the American people throug
variety of communications technologieNCP verifies the operability of the enti
system with occasional test$he first nationwide test of FEMA PEP Station to
AM, FM, Satellite Radio, Digital, Analog, Cable, and Satellite TV will be
November 2011.

Performance Measure

Percent of U.S. gmulation (excluding territories) covered by planned mitigatio
strategies

Program

Mitigation

Description

This is a point in time metric that determines the percent of U.S. population
(excluding territories) covered by approved or approvable local Haigightion
Plans. The population of each community with approved or approvable loca
Hazard Mitigation Plans is used to calculate the percentage of the national
population. The FEMA Mitigation program gathers and analyzes critical datg
aid in futuremitigation efforts and enable communities to be better informed ¢
protected FEMA Mitigation helps communities reduce risk through sound-lan
use planning principles (such as planned mitigation strategies), floodplain
management practices, and finaneissistance.

Scope of Data

The scope of this measure includes all Unites States jurisdictions excluding
territories.

Data Source

Data are derived from Regional Reports and are entered into a Microsoft Ex
spreadsheet, which is maintained on redundatwork drives A Headquarters
master spreadsheet is populated monthly by FEMA Regional Risk Analysis
that record, report, and store the names and locations of the jurisdictions tha
received FEMA approval of mitigation plans.

Data CollectiorMethodology

FEMA regional staff review each mitigation plan based on the regulations fol
in 44 CFR Part 201. Plans are not approved until they demonstrate that the
affected jurisdiction(s) engaged in a planning process, identified and evaluat
their risks from natural hazards, create overarching goals, and evaluate a raf
specific actions that would reduce their risk, including a mitigation strategy th
describes how the plan will be implemented. Data on the approved plans is
by FEMA Headqarters (HQ) Risk Analysis Division in a Microsoft Excel
spreadsheet. The percent is calculated by dividing the population of jurisdict
with approved, or approvable, plans by the total population in the United Sta
(excluding territories).

Reliability Index

Reliable

Explanation of Data
Reliability Check

FEMA utilizes an iterative validation process for its Mitigation Plan approval
inventory. The FEMA Regions house the approved plans and approval reco
and the master spreadsheet is kept at FENQA ach Region produces monthl
reports on approved plans, which are then sent to FEMA HQ and compiled i
master All Regions Plan Approval Inventory. The Inventory is matched to
Federal Information Processing Standard and Community Identificatiai &
codes to jurisdictions and utilizes Census data to match populations for each
jurisdiction. The information is sent back to the Regions for validation and
updating each month.
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Federal Law Enforcement Training Centers

Performance Measure Number of Federal law enforcement training programs and/or academies
accredited or raccredited through the Federal Law Enforcement Training
Accreditation process

Program Law Enforcement Training

Description This performance measure reflects thienulative number of federal law
enforcement training programs and/or academies accreditechocnedited
through the Federal Law Enforcement Training Accreditation (FLETA) proce
Accreditation ensures that training and services provided meet poofalssi
training standards for law enforcemeiRe-accreditation is conducted every fiveg
years to remain currenThe results of this measure providegwing
opportunities for improvements in federal law enforcement training programs
academies.

Scopeof Data The scope of this measure includes all federal law enforcement training prog
and academies that have ever applied for accreditatiaodreditation through
the Federal Law Enforcement Training Accreditation's Office of Accreditation
The FLETA Office of Accreditation's applicant/customer base extends potent
to all federal agencies with a law enforcement role.

Data Source The source of the data is the FLETA Office of Accreditation applicant trackin
database in Microsoft Access which sed to track and maintain the status of g
accreditations/raccreditations.

Data Collection Methodology As accreditations/raccreditations are finalized, the results are provided to the
FLETA Office of Accreditation Program personnel update the FLEDASice of
Accreditation applicant tracking database and generate a report from the dat
to tabulate the number of federal law enforcement training programs that ha
current accreditation or &ccreditation.

Reliability Index Reliable
Explanationof Data The FLETA Office of Accreditation verifies the data through quarterly review
Reliability Check the applicant tracking databaserogram personnel generate a report and proy

it to the Federal Law Enforcement Training Accreditation Boardeweiew and
discussion at regularly scheduled meetings. No known integrity problems ex

Performance Measure Percent of Partner Organizations that agree the Federal Law Enforcement T
Centers training programs address the right skills (e.tjcairknowledge, key
skills and techniques, attitudes/behaviors) needed for their officers/agents to
perform thei law enforcement duties

Program Law Enforcement Training

Description This performance measure reflects the satisfaction of Partner OrgamszgOs)
that Federal Law Enforcement Training Centers' (FLETC) training programs
address the right skills needed for their officers/agents to perform their law
enforcement duties such as the prevention of the introduction otbigdequence
weapons ofnass destruction, terrorism and other criminal activity against the
and our citizens The results of the measure providegming opportunities for
improvements that are incorporated into FLETC training curricula, processes
procedures.

Scope oData This measure includes the results from all Partner Organizations (POs) that
respond to the Partner Organization Satisfaction Survey Statements 1 and 2
respectively: "The FLETC's basic training programs and courses of instructig
address the right 8ls needed for my officers/agents to perform their law
enforcement duties," and "The FLETC's advanced training programs and co
of instruction address the right skills needed for my officers/agents to perforn
their law enforcement dutiés FLETC collaborates with more than 85 Partner
Organizations, both internal and external to the Department of Homeland
Security.
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Data Source The source of the data is the FLETC Partner Organization Satisfaction Surve
administered via a webased survey program (Vay), which tabulates and
calculates the survey result§he PO representative from each Partner
Organization provides responses to the survey through Vovici and saves the
responses online when the survey is completed.

Data Collection Methodology The FLETC POs are surveyed using the PO Satisfaction Suaya are
collected from mieMay through JuneThe measure uses an average of survey
Statements 1 and BStatement 1 begins "The FLETC's basic" and Statement 4
begins "FLETC's advancedEach statemerends with "training programs and
courses of instruction address the right skills needed for my officers/agents t
perform their law enforcement dutiesThe survey uses a modified giint

Likert scale Program personnel import the survey data ascshyesurvey
respondents from Vovici into the Statistical Package for the Social Sciences
generate descriptive statistics and then into Excel to generate data charts an
tables. The percent is calculated as the average of the number of POs that
respondd "Strongly Agree" or "Agree" to Statements 1 and 2 divided by the
number of POs that responded to each of the respective stateEstshat
responded "Not Applicable" to either Statement were excluded from the

calculations.
Reliability Index Reliable
Explanation of Data The survey was developed using contemporary survey methods comparable
Reliability Check those used by the military services and other major training organizations

Following release of the survey summary report, FLETC leaders conelbal
sessions with Partner Organization key representatives to confirm and discu
their responsesThroughout the year other formal and informal inputs are
solicited from the Partner Organization representatives by FLETC staff and
to validate he survey resultsNo known integrity problems exist.

Immigration and Customs Enforcement

Performance Measure Average length of stay in detention of all convicted criminal aliens prior to
removal from the United States (in days)

Program Enforcementind Removal Operations (ERO)

Description This measure provides an indicator of efficiencies achieved in working to dri

down the average length of stay for convicted criminals in ICE's detention
facilities. Decreases in the average length of stay gguifisantly reduce the
overall costs associated with maintaining an alien population prior to remova|

Scope of Data The scope of this measure includes all criminal aliens who were detained wit
ICE's detention facilities or while in ICE custody in fealestate, and local jails
during the fiscal year awaiting due process.

Data Source Data is maintained in the Alien Removal Module of the ENFORCE database
This database is maintained at headquarters and the data entry occurs at
Enforcement and Remov@lperations (ERO) Field Offices throughout the
country. Tools in the Integrated Decision Support System are used to query
Alien Removal Module and produce reports to calculate the final results for t
measure.
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Data Collection Methodology Enforcement and Removal Operations field offices are responsible for the er
and maintenance of data regarding the detention of illegal aliens in ICE Cust
The I ength of stay for an alienobs
numberofdayb et ween the aliends initial
final book out datelf an alien is booked in and out of ICE custody on the sam
day, the alien6s TheAuwegaheh engtli of Stay Ay OS) is
the sum of the length stay for all applicable detention stays divided by the
number of detention stays using only detention stays that have concluded wi
given fiscal year.Aliens that are initially booked into the Department of HealtH
and Human Services, Office of Refegend Resettlement, Mexican Interior
Repatriation Program, or transport facilities, and U.S. Marshals Service Pris(
are excluded fAllother detéhitod fcilittes, @Guding hold
rooms, are included in the ALOS count.

Reliability Index Reliable
Explanation of Data Headquarters staff validate the completeness and accuracy of the data ente
Reliability Check field offices into the Alien Removal Module through trend analysis to look for

aberrations and unusual patterns. Data is aadlpn a weekly basis and
compared to statistics from prior months and the previous year. An addition
reliability check occurs when data is creseferenced between field office
detention facility reports of the number of removals, and data entecethén
database. The Statistical Tracking unit checks for consistency of the results
measuring instrument through validation, baeidtesting,or reproducibility of
the data through alternative methodology. Depending upon the degree of
consistency kgveen two measures of the same measure allows the statisticig
determine whether the data is considered reliable and or stable. Any inaccu
will need to be sent to the Unit Chief, who will make the necessary correctior
the tasking query.

Performance Measure Number of convicted criminal illegal immigrants who were returned or were
removed from the U.S.

Program Enforcement and Removal Operations (ERO)

Description This measure includes both the return and removal of illegal immigranthavieg

a prior criminal conviction from the United States by ICE Enforcement and
Removal Operations (ERO). Criminal convictions can range in seriousness
mi sdemeanors to felonies. Thi s me
convicted criminalllegal immigrants do not remain in the United States and th
make the nation safer for legal citizens.

Scope of Data All returns and removals of illegal immigrants who have had a prior criminal
conviction are included in this measure. All aoiminal immigration violators
are excluded from the count. An immigration violator is only considered a
convicted criminal if he or she has also been convicted of a crime.

Data Source Data is maintained in the Alien Removal Module of the ENFORCE database
This database is maintained at headquarters and the data entry occurs at
Enforcement and Removal Operations (ERO) Field Offices throughout the
country. Tools in the Integrated Decision Support System (IIDS) are used tg
guery the Alien Removal Module and pragureports to calculate the final resul
for this measure. The 11 DS data w
Tracking Unit (STU).
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Data Collection Methodology

Enforcement and Removals Operations field offices are responsible for the ¢
and mantenance of data regarding the removal and return of illegal immigran
When an illegal immigrant is removed and/or returned from the United State
case officers in the field will indicate in the database the case disposition ang
the removal/retur occurred in the database. Officers track the status of
administrative processes and/or court cases and indicate when actual remoy
occur in the Alien Removal Module of the ENFORCE database. Reports
generated from the Alien Removal Module using IIBSedmine the number of
convicted illegal immigrants returned/removed from the country during the
specified time.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Headquarters staff validate the completeness and accuracy of ttenidaed by
field offices into the Alien Removal Module through trend analysis to look for
aberrations and unusual patterns. Data is analyzed on a weekly basis and
compared to statistics from prior months and the previous year. An addition
reliability check occurs when data is creggeferenced between field office
detention facility reports of the number of removals, and data entered into th
database. The Statistical Tracking unit checks for consistency of the results
measuring instrument throughlidation, backend testing or reproducibility of
the data through alternative methodology. Depending upon the degree of
consistency between two measures of the same measure allows the statistig
determine whether the data is considered reliableoasthble. Any inaccuracieg
will need to be sent to the Unit Chief, who will make the necessary correctior
the tasking query.

Performance Measure

Number of enforcemenrelated actions against employers that violate
immigrationrelated employment Ves

Program

Homeland Security Investigations (HSI)

Description

This measure is a cumulative result of enforcermnelatted actions against
employers that hire illegal labor. Enforcemesliated actions include criminal
arrests, audits, and final ordeffsfines of employers related to worksite
enforcement. This measure demonstrates the impact of worksite enforceme|
operations to ensure that employers do not violate immigratieted
employment laws.

Scope of Data

This measure includes employers thate been audited, sanctioned, fined,
arrested, or otherwise brought into compliance with the law. For the purpose
this measure, "audit” is defined as an administrative examination by ICE
personnel of employer organizations. "Sanction" is defineddasrement, loss of
reward, or coercive intervention as a means of enforcing immigration law.

Data Source

Data is retrieved from the investigative case management system, TECS. D
query results identify the number of criminal arrests, audits, and/ourarof
monetary fines levied against companies for a specific time period.

Data Collection Methodology

Under federal law, employers are obligated to ensure their employees are el
to work in the United States. When immigrati@tated questions & regarding
the accuracy of-8 forms or other documentation for employer personnel, an ¢
may be performed by ICE to investigate possible violations. Arrests and var
forms of sanction can occur based upon the outcome of these audits. After
enployer has been audited, sanctioned, or arrested, the record is entered int
TECS system. A data request is sent to the HSI Executive Information Unit
from the Budget Formulation and Strategic Planning Unit. EIU returns an ex
spreadsheet witthe number of criminal arrests, audits, and/or amount of
monetary fines levied against companies for a specific time period.

Reliability Index

Reliable

Explanation of Data

Reliability Check

Case information in TECS is verified and audited by the Bi8&a Quality Unit on
a monthly basis.

U.S. Department of Homeland Security
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Performance Measure Percent of detention facilities found in compliance with the national detentior]
standards by receiving a final acceptable inspection rating

Program Enforcement and Removal Operations (ERO)

Description This measure gauges the percent of detention facilities that have received al

overall rating of acceptable or above within the Enforcement and Removal
Operations (ERO) National Detention StandardsgPam as measured against t
Performance Ba&sl National Detention Standards. Through a robust inspectig
program, the program ensures facilities utilized to detain aliens in immigratio
proceedings or awaiting removal to their countries do so in accordance with
Performance Based National Detien Standards.

Scope of Data All facilities on the authorized facility's list are included in this measure.
Authorized facilities include detention centers that have been inspected by
ERO/Custody Operations law enforcement personnel, or their SubjéerrMa
Experts (SME), to ensure the facility meets all requirements of the ICE/ERO
National Detention Standards provisions.

Data Source The annual review rating is contained in formal inspection reports provided b
Detention Standards Compliance Unit30OU) contractor and is further reviewe
by the DSCU. The information from these reports will be compiled to determ
the agencywide percentage of facilities receiving acceptable or above rating.
Data Collection Methodology Data for this measure is celited by annual inspections, which are then evalug
by ERO inspectors. These inspections review the current National Detentior
Standards that apply to all facilities, and rate whether the facility is in complig
with each standard. Based on thesmgat the compliance for each facility is
calculated. This information is communicated in formal reports to the progra
and the ERO Inspections and Audit Unit and the Detention Standards Comp
Unit at ERO Headquarters, which oversees and reviewspadtts. The program
reports semannually on agenewide adherence with the Detention Standards
based on calculating the number of facilities receiving an acceptable or bettg
rating, compared to the total number of facilities inspected.

Reliability Index Reliable
Explanation of Data The program reviews all reports of detention facilities inspections conducted
Reliability Check the contractor. Inspections that receive a final rating of "Acceptable" or aboy

reviewed by the Detention Standaf@smpliance Unit (DSCU) and the
Inspections and Audit Unit. Inspections that receive deficient-oslatating are
reviewed by DSCU SMEs.

Performance Measure Percent of ICE removals that support current enforcement priorities (Retired
Measure)

Program Enforcement and Removal Operations (ERO)

Description This measure describes the percentage of aliens removed by ICE Enforcem

Removal Operations (ER@)at, by posing a thes to national security, border
security and public safety, representihe par t ment 6 s curr e
priorities.

Scope of Data Data will be retrieved from the Investigative Case Management system (ICM
include all validated records of significant transnational worksite investigation
The following shall constitute éhDepartment's civil immigration enforcement
priorities: Priority 1 (threats to national security, border security, and public
safety), Priority 2 (misdemeanants and new immigration violators), and Prior
(other immigration violations, which includdsase who have been issued a fing
order of removal on or after January 1, 2014). This guidance is outlined in D
Memo Policies for the Apprehension, Detention and Removal of Undocumer
Immigrants dated 20 November 2014.

Data Source Data are stored ithe ICE Integrated Decision Support (1IDS) system data
warehouse and maintained by EROO6s
reflects officere nt er ed data into DHSO6s case

are refreshed nightly and provide data witB6shour delay.
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Data Collection Methodology

When an alien is processed, an ERO officer selects which priority category t
alien falls under and provides acc
management system. | CE EROOS dysisgeoup
gueries the ICE IIDS to determine both the total number of removals, as well
the priority of those removals during the reporting period. 1IDS queries-cross
check priority selections with additional prioritglevant data about the removal
(e.g., date of issuance for a final order of removal) to ensure data reliability.
final calculation is made by dividing the number of top Priority 1 removals by
number of total removals.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The 11DS, ERO6s main data warehous
Law Enforcement Systems and Anal ys
place to check data reliability. STU validates queries each week to benchmg
agai nst peportedfigures wHich dre archived internally. Data
abnormalities are examined by the STU analyst to identify any technigasiss
and adjusted accordinglylhe corrected data model is archived and used moy
forward. If the data are determined tave potential data quality issues due to
Field input, the STU analyst will work in conjunction with the STU officers to
perform a case review in addition
front-end applicationsAny major data quality isges and anomalies are shared
with the Data Quality and Integrity Unit to potentially facilitate the Field fixing
addressing a largescale issue with the fromtnd applications.

Performance Measure

Percent of removal orders secured by ICE attorneytsstipport current
enforcement prioritie{Retired Measure)

Program

Office of Principal Legal Advisor (OPLA)

Description

This measure indicates the percent of total removal orders secured by OPLA
attorneys that support tnhpioriike ORUAt m
attorneys play an integral role in enforcing the nation's immigration laws by
litigating cases in immigration court and securing orders of removal against t
found to be in the United States illegally.

Scope of Data

The scope oflata will consist of removal order cases with an Immigration Jud
(1'J) order date occurring during t
highest current stated priorities: Priority 1 (threats to national security, borde
security, and public saf@ and Priority 2 (misdemeanants and new immigratio
violators) This guidance is outlined in DHS Memo Policies for the
Apprehension, Detention and Removal of Undocumented Immigrants dated
November 2014.

Data Source

The information will be retrievel r om t he Princi pal L
(PLAnet) and the Enforcement Integrated Database (EID).

Data Collection Methodology

OPLA analysts retrieve Alien File ¢kile) information for cases with an 1J orde
from PLAnet and provide a data file comprisdgdhose AFile numbers to ERO.
ERO then matches the relevant civil immigration enforcement priority
information to each A-ile number and returns the data file to OPLA. OPLA
analysts then calculate the percentage of removal orders that are Priority 1 @
Priority 2. OPLA then analyzes the data and provides a written explanation
results.

Reliability Index

Reliable

Explanation of Data

Reliability Check

OPLAG6s Knowledge Management Divisi
review and confirm the aacacy of the data presented.
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Performance Measure

Percent of significant Homeland Security Investigation cases that result in a
disruption or dismantlement

Program

Homeland Security Investigations (HSI)

Description

This measure reports on thercent of significant transnational criminal
investigations that resulted in a disruption or dismantlement. "Disruption” is
defined as impeding the normal and effective operation of the targeted
organization. "Dismantlement” is defined as destroyingthyanization's
leadership, financial base and network to the degree that the organization is
incapable of operating and/or reconstituting itself.

ICE investigations cover a broad range of areas, including national security
threats, financial and smugglingplations (including illegal arms exports),
financial crimes, commercial fraud, human trafficking, narcotics smuggling, G
pornography/exploitation and immigration fraud.

Scope of Data

Data will be retrieved from the Investigative Case Managemetgray$CM), to
include all validated records of significant transnational worksite investigatior

Data Source

Specific case information will be entered through the use of the Significant C
Report (SCR) Module in ICM.

Data Collection Methodology

Substantive case information during the investigative process is entered into
eventually reflecting indictment, conviction, and/or case closure. This data ig
validated for accuracy, prior to any reporting. For this measure, a data requé
will be sent to the HSI Executive Information Unit (EIU). EIU will return an
Excel spreadsheet with approved SCR transnational cases by year. A percg
of approved SCR cases with approved disruptions or dismantlements within
specific time period is then dedd at the end of the time period by comparing
to closed SCR cases within the time period and all open SCR cases. All ope
SCR cases refers to the total number of cases that are open at the beginning
fiscal year as well as cases that are opesutiitout the year that is being reports
As cases are closed or dismantled/disrupted, they continue to be included in
denominator for calculation purposes.

Reliability Index

Reliable

Explanation of Data
Reliability Check

All significant criminalinvestigations will be approved by a panel represented
HSI, which includes HSI Operations, HSI International Operations and
Intelligence. The panel will validate the information provided and determine
which nominated cases indeed meet the criteriavastigations resulting in the
disruption or dismantlement of significant transnational investigations.

Performance Measure

Total number of illegal immigrants who were returned or removed from the U
(New Measure)

Program

Enforcement and Removal Optoas (ERO)

Description

This measure describes the total number of illegal immigrants returned and/(
removed from the United States by ICE Enforcement and Removal Operatio
(ERO). The measure includes both immigrants who have entered the count
illegally, but do not already have prior criminal conviction, along with those w
have had a prior criminal conviction. This measure provides a complete pict
all the returns and removals accomplished by the program to ensure illegal
immigrants do ot remain in the United States.

Scope of Data

The measure captures the sum of all illegal immigrants returned and/or remg
by ICE ERO. Immigration violators can be classified into two groups: non
criminal and criminal. Nostriminal immigration violates include all those
identified as illegally present with no previous criminal convictions. Criminal
immigration violators would include all those identified who are illegally prese
with criminal convictions, such as a misdemeanor or felony.
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Data Soure

Data is maintained in the Alien Removal Module of the ENFORCE database
This database is maintained at headquarters and the data entry occurs at
Enforcement and Removal Operations (ERO) Field Offices throughout the
country. Tools in the Integrated Dsitin Support System (IIDS) are used to
guery the Alien Removal Module and produce reports to calculate the final re
for this measure. The 11 DS data w
Tracking Unit (STU).

Data Collection Methodology

Enforcement and Removals Operations field offices are responsible for the e
and maintenance of data regarding the removal and return of illegal immigra
When an illegal immigrant is removed and/or returned from the United State
case officers in the fidlwill indicate in the database the case disposition and
the removal/return occurred in the database. Officers track the status of
administrative processes and/or court cases and indicate when actual remoy
occur in the Alien Removal Module of tieNFORCE database. Reports
generated from the Alien Removal Module using IIDS determine the number
convicted illegal immigrants returned/removed from the country during the
specified time.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The 11DS, ERO6s main data warehous
Law Enforcement Systems and Anal ys
internal control measures in place to check data reliability. STU validates qy
eachweektobec hmar k against prior weeks{(
internally. Data abnormalities are examined by the STU analyst to identify a
technical isges and adjusted accordinglyhe corrected data model is archived
and used moving forwardf the data are determined to have potential data
quality issues due to Field input, the STU analyst will work in conjunction wit
the STU officers to perform a case review in addition to a review of the illega
i mmi grant 6s cr i mi-emcgplicdtions. Any major data quality
issues and anomalies are shared with the Data Quality and Integrity Unit to
potentially facilitate the Field fixing or addressing a largeale issue with the
front-end applications.

National Protection and ProgramsDirectorate

Performance Measure

Percent of annual risk and vulnerability assessments completed for tivesdy
cabinet level agencies and etfiérd of all noncabinet level agencies

Program

Cybersecurity

Description

This measure assesses how maskyand vulnerability assessments (RVASs) DH
provides each year and compares that result to the total number of targeted
federal, civilian Executive Branch agencies for that y&sach year, DHS will
target twentythree cabinet level agencies and-timied of the remaining 102
federal, civilian Executive Branch agencies. Therefore, each of the targeted
cabinet level agencies will receive an annual RVA, and the other targeted aqg
will receive triennial RVAs DHS leverages cybersecurity assessment
methodologies, commercial best practices and threat intelligence integration
conduct the RVAs that enables cybersecurity stakeholders to better develop
decision making and risk management guidance.

Scope of Data

The scope of the data includes all of #ssessment findings from the National
Cybersecurity Assessment and Technical Services (NCATS) Risk and
Vulnerability Assessments (RVASs). The cabietel agencies consist of non
defense CFO Act agencies that receive annual assessments and an ad@gior
smaller agencies and departments that receive an RVA every three years.

U.S. Department of Homeland Security
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Data Source

Assessment and countermeasure data are collected and stored by the NCA
using a spreadsheet that tracks RVA engagemémthie future, an NPPD or
Office of Cylersecurity and Communicationgide customer relationship
management tool will be use®RVAs include external (remote) namedentialed
scanning along with penetration testingeasurements are tracked and stored
the Cybersecurity Assurance Lab netkamhere the penetration testing and
remote scans are conducted.

Data Collection Methodology

A team lead will track the progress of the assessment, which is scoped out v
the stakeholder in the pessessment walkthrougithe team lead will then walk
through the assessment methodology and conduct a series of testing that wa
identified by the stakeholdeiThe information derived from the tests will then
populate a draft report deliverabl&he data used to create the report is
maintained in a spreadsticby the NCATS programinformation on the
spreadsheet includes name of finding, service impacted (if any), detailed fing
NIST Control (if any), standard remediation write up, default finding severity.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Each assessment concludes with a final repbine metric will be compared to
the report.

Performance Measure

Percent of calls made by National Security/Emergency Preparedness users
emergency situations that DHS ensured wermeoted

Program

Emergency Communications

Description

This measure gauges the Government Emergency Telecommunications Ser|
(GETS) call completion rateThe GETS call completion rate is the percent of
calls that a National Security/EmergerRieparedness (NS/EP) user completeg
via public telephone network, landline, or wireless, to communicate with the
intended user/location/system/etender alhazard scenariodHazard scenarios
include terrorist attacks or natural disasters suchhagracane or an earthquake.

Scope of Data

The scope of the data is all calls initiated by a national security emergency
preparedness user when the Public Switched Network experiences major
congestion, typically due to the occurrence of a natural ormaie disaster such
as a hurricane, earthquake, or terrorist event.

Data Source

The data sources are reports from the GETS priority communications systen|
providers integrated by the GETS program management office.

Data Collection Methodology

Data is captwed during the reporting period when the public switched network
communication experiences major congestidhe information is collected
within the priority service communications systems and provided to NS/EP
communications government staff and integidig the GETS program
management officeBased on information from these reports, the program
calculates call completion rate.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Carrier data is recorded, processaud summarized on a quarterly basis in
accordance with criteria established by management. Data collection has bg
ongoing for GETS since 1994. All data collected is also in accordance with |
industry practices and is compared with previous colledtda as a validity
check.
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Performance Measure

Percent of contract security force evaluations conducted atisigfacilities
resulting in no countermeasurelated deficienciefNew Measures)

Program

Federal Protective Service

Description

This performance measure provides the percentage of Facility Security Leve
facilities identified with no countermeasurglated deficiencies during contract
security force evaluations conducted during each fiscal year quarter
Countermeasureelated @ficiencies are the total of covert security testing
(investigative operation used to identify deficiencies in security countermeas
training, procedures, and technology) deficiencies and countermeasure (acc
control, alarms, barriers, communicatipgsard force, screening, and
surveillance) deficiencies identified during post inspections. Level 1V is defin
as high risk based on the Interagency Security Committee Standards as hav|
over 450 federal employees; high volume of public contact; nmaire 150,000
square feet of space; tenant agencies that may includeiskglaw enforcement
and intelligence agencies, courts, judicial offices, and highly sensitive goverr
records.

Scope of Data

This performance measure includes deficiencies idedtdfuring FPS managed
contract security force evaluations (which encompasses covert security testi
deficiencies and countermeasure deficiencies identified during post inspectig
Facility Security Level IV facilities. Targets of testing includet &re not limited
to, Protective Security Officer's (PSO) training, procedures, attentiveness, ar
their ability to recognize weapons, explosives, and other prohibited items bei
introduced into a Federal facility as prescribed by the PSO contracts sind Po
Orders.

Data Source

Post inspection deficiencies are captured in the Contract Oversight Reportin
(CORT). Covert security testing results are captured in the Treasury Enforce
Communication System Il (TECS II) and the outputs are reporteB$ F
Enterprise Information System (EIS).

Data Collection Methodology

This performance measure captures the total contract security force evaluati
deficiencies (covert security testing deficiencies and countermeasure deficie
identified during post ispections) identified during each quarter of a Fiscal Ye
Covert security testing is implemented by FPS Special Agé€usert security
testing is conducted using FRBproved scenarios and various inert componer
and devices. Two post inspections aonducted at each Level IV facility per
week Each post inspection includes the measurement of countermeasure
deficiencies (access control, alarms, barriers, communications, guard force,
screening, and surveillance)he data is collected and enteratbithe systems
(CORT, TECHII, and EIS) by the agent who conducts the covert tesfiigD
mission support personnel run the reports in EIS and extracts/exports the da
an excel file.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Contract security force evaluation results are provided to FPS Policy and Str,
Planning Division for review, quality assurance, and performance measure
reporting.

Performance Measure

Percent of customers implementing at least one cybersecuritgaesgs
recommendation to improve critical infrastructure and federal network securi

Program

Infrastructure Protection

Description

The DHS National Cyber security and Communications Integration Center
(NCCIC) administers cybersecurity vulnerability assaents and provides
mitigation recommendations to customers, including federal, critical infrastru
owners and operators, and state, local, tribal, and territorial (SLTT) partners.
measure provides insight into the percentage of customersingport
implementation of one or more improvements based on recommendations
following an assessment.

U.S. Department of Homeland Security
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Scope of Data The scope is the responses to post assessment surveys from the Industrial (
Systems Computer Emergency Response Team {{TERT), Stakeholder
Engagement Critical Infrastructure Resilience (SECIR), and National
Cybersecurity Assessment & Technical Services team (NCATS) assessmen
Customers are sent a survey after 180 days asking if they implemented any
recommended actionsoim the assessmenburvey responses received during t
reporting period will be used to calculate the resufise result is the total from
the following surveystCS-CERT: # reporting one or more improvements basg
on recommendationgndustrial ContrbSystems (ICS) Federal Critical
Infrastructure Assessmen€sS - Critical Infrastructure AssessmerBECIR: #
reporting their organization has implemented at least one recommended
improvement Cyber Resilience RevieWNCATS: # reporting at least one
vulnerability as Partially or Fully MitigatedRisk & Vulnerability Assessment
Data Source 1. ICSCERT Program Metrics Workbook

2. CRR Assessment Tracker

3. RVA Status Tracking (NCATS internal tracking spreadsheet)

Data Collection Methodology A remotedata collection method is employed, using Tableau software, to acg
NCATS and ICSCERT internal tracking spreadsheefm automated report is
generated on the percentage of {CBRT assessment customers, reporting (vi
survey) an improvement in capabés. Cyber Resilience Review (CRR) result
are reported to the Office of Cyber Security & Communications (CS&C) by
Stakeholder Engagement and Critical Infrastructure Resilience (SECIR). Th
number of positive responses will be divided by the total numbsubmissions
to calculate the percentage.

Reliability Index Reliable
Explanation of Data 1. NCATS- Data is reviewed by NCATS analysts and NCCIC Leadership bef
Reliability Check reporting to CS&C

2. SECIRi Data is reviewed by the branch chiefdref reporting to CS&C

3. ICSCERT- Survey responses are logged into the-I[CERT Program Metrics
Workbook and data for this measure is pulled directly from this workbook an
reviewed by NCCIC Leadership before reporting to CS&C

The CS&C front office revies all results before final reporting to DHS.

Performance Measure Percent of facilities that are likely to integrate vulnerability assessment or su
information into security and resilience enhancements

Program Infrastructure Protection

Description This measure demonstrates the percent of facilities that are likely to enhancé

security and resilience by integrating Infrastructure Protection vulnerability
assessment or survey information. Providing facilities with vulnerability
information allows them to understand and reduce risk of the Nation's critica
infrastructure.

Scope of Data The results are based on all available data collected during the fiscal year th
vulnerability assessments8Security and resilience enhancemernst include
changes to physical security, security force, security management, informati
sharing, protective measures, dependencies, robustness, resourcefulness, r
or the implementation of options for consideration.

Data Source Data frominterviews with facilities following vulnerability assessments and
surveys are stored in the Infrastructure Survey Tool (IST), which is input into
central Link Encrypted Network System residing on IP Gatewdye Office of
Infrastructure Protection owrbke final reporting database.
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Data Collection Methodology

Infrastructure Protection personnel conduct voluntary vulnerability assessme
on critical infrastructure facilities to identify protective measures and security|
gaps or vulnerabilitiesData ae collected using the welmsed IST Following
the facilitydéds receipt of the saurv
person or telephone interview. Feedback is quantified using a stanbmel 5
Likert scale where responses range from "StiyoBjsagree” to "Strongly Agree.
Personnel at Argonne National Laboratory conduct analysis of the interview
determine the percent of facilities that have responded that they agree or str
agree with the statemenbDintegnatethe i My
information provided by the [vulnerability assessment or survey] into its futur
security or resilience enhancement
Infrastructure Protection personnel who verify the final measure results befo
reportirg the data.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The data collection is completed by trained and knowledgeable individuals
familiar with the knowledgeskill, and ability to determine effective protective
measures Additionally, the data go through a three tier quality assurance pro
that ensures the data collection is in line and coordinated with methodology i
place The quality assurance is conducted by the program and methodology
designers providing a high level of dmlience that data entered meets the
methodology requirement#ny questionable data are returned to the individu
that collected the information for clarification and resolutittpdates to the
program or changes to questions sets are vetted by ttiéeftah members prior t
implementation Training is conducted at least seamnually either in person or
through webinar Immediate changes or data collection trends are sent in ma
the field so that all get the message simultaneously.

PerformancéVleasure Percent of Facility Security Committee Chairs (or designated officials) satisfi
with the level of security provided at federal facilities

Program Federal Protective Service

Description This measure assesses the effectiveness of protection and security services

provided by the Federal Protective Service (F@Facility Security Committee
(FSC) Chairs, or their designated officials, through surveying their overall
customer satisfactionThe FSC Chairperson is the representative of the primg
tenant and is the primary customer of FPS Facility Security Assessments an
countermeasure consultatiomhis will enable FPS to make better informed
decisions to enhance the services it providassttenants.

Scope of Data

The scope of this measure are the FSC Chairs and Designated Officials (DC
serve as a proxy for all tenant&ach federal facility that FPS services is
represented by at least one FSC Chair or DO; some FSC Chairs amdddé3ent]
multiple facilities. If a federal facility is occupied by more than one agency, it
still represented by only one FSC Chair or.DEBC Chairs and DOs are federa
employees of one of the agencies that occupies space in the federal feSity

Chairs and DOs receive the FPS Facility Security Assessment (FSA) and ar
consulted with regarding countermeasures. As the primary customers of FP
FSC Chairs and DOs have the greatest amount of interaction with FPS pers
and servicesIn addition, FSC Chairs and DOs understand the security issueg
the facilities they represent from the tenant standpoint, so they are qualified
serve as proxies for tenants.
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Data Source Data are captured via a survey FPS administers to FSC Chairs (or dekignate
officials) to assess overall satisfaction with FPS provided servides survey is
made accessible and available to all Facility Security Committee Chairs (or
designated officials) Respondents rate their satisfaction using afieimt Likert
scale,in which the potential responses range from 1 ("Strongly Disagree") to
("Strongly Agree") The survey is administered through SurveyMonk&lie
final results are exported from SurveyMonkey to an Excel spreadshieist
spreadsheet is validated anddise conduct results analysis at FPS HQ.

Data Collection Methodology The survey will be administrated on an annual basis in late Q3 or early Q4
Invitations to take the survey will be sent to FSC Chairs and DOs utilizing
Sur veyMonkey 6 scapmabiityi Survey aceesstisdig¢d to@ nnique
link provided in the email message for each uddris survey includes a questio
targeted at wunder st andi with FRSses/ites Tine r
guestion, AOveralh, | evat wstho&EIPSs
five-point Likert scale for respondents to rate satisfactiime percentage of
tenants satisfied is derived from the total number of respondents who provid
greater than neutral response divided by the total nuoftsespondents.

Reliability Index Reliable
Explanation of Data The complete list of FSC Chairs and DOs, including contact information, is v
Reliability Check with each of FPS® eleven regions t

servingas FSC Chairs and DOs and that the contact information is up to dats
The anonymous survey is sent to each FSC Chair and DO on the validated |
through SuriwiaypoMooh8eydey Monkeybds su
ensures data reliability fromawllection standpoint because it ensures individu
can only submit responses to the survey ofidee survey results undergo
multiple rounds of review beginning with the survey administration team and
continuing up through the Director of FPS.

Performace Measure Percent of federal, civilian executive branch personnel for whom EINSTEIN
intrusion prevention system coverage has been deployed (Retired Measure)

Program Cybersecurity

Description This measure gauges the intrusion prevention coverage ptdwdeINSTEIN 3

Accelerated (E3A) that is currently operating on civilian executive branch
networks E3A has the capacity to both identify and block known malicious
traffic. This performance measure assesses the extent to which DHS has de
at leasbne E3A countermeasure to protect federal, civilian executive branch
Chief Financial Officer (CFO) Act agencie$his measure calculates the
percentage of CFO Act personnel that are protected by at least one E3A
countermeasure.

Scope of Data All federal, civilian executive branch personnel are included in this meaflata
are based on seléported federal, civilian executive branch CFO Act Departm
or Agency (D/A) Personal Identity Verification (P1V) counts as required by
Homeland Security PresidéaitDirective-12, the date on which the participating
CFO Act D/A successfully completes cutover (signifying deployed protection
E3A), and the service(s) selected by the participating CFO Act D/A. CFO Aq
D/A PIV counts provide an estimate of the numbfpersonnel (federal and
contractor) assigned to that CFO Act D/k addition, DHS also uses the
estimated number of privileged and unprivileged network accounts (for both
federal and contractor) at each D/A through Federal Information Security
Managenent Act (FISMA) reportingDHS combi nes t he P
counto) data gathered through E3A
data to create an fAintegrated seat

-46- U.S. Department of Homelar®ecurity



FY 20172019 Annual Performance Report

Appendix A

Data Source

Federal, civilian executive branch CFO Act D/A PIV caymumber of privileged
and unprivileged FISMA network accounts, the services selected, and cutov
dates are tracked on the LAAhosted E3A Executive Reporting Tracker, whic|
is a Microsoft Excel spreadsheet. The Network Security Division (NSD) Mis
Engineering & Technology (ME&T) populates the dates when the Departmer
and Agencies become covered by an E3A service, updates D/A integrated s
counts, and tracks status towards cutover.

Data Collection Methodology

EINSTEIN intrusion prevention systeenover age i s consid
the D/A successfully completes routing its traffic through a Domain Name Sg
(DNS) server/service and/or Simple Mail Transfer Protocol (SMTP) server/se
to be filtered; this is also known as the cutover d#téhe D/A opts to use one
countermeasure (e.g., DNS before getting SMTP) prior to getting the second
earlier date is used as the cutover date. When the cutover is completed, all
seats are considered protected.

When completing the cumulatiepiarterly percentage, the numerator consists
the sum of the Aintegrated seat <co
prior to the reporting date and having selected either DNS and/or SMTP; the
of all known D/A seats forms the denominatdtis fraction is multiplied by 100
to obtain the percentage.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The Network Security Division team will update the E3A Executive Reporting
Tracker with additional D/A PIV count and FISMA netikaaccount numbers,
D/A cutover dates, and selected E3A servicBEise Network Security Division
will review and validate the data.

Performance Measure

Percent of highrisk facilities that receive a facility security assessment in
compliance with the leragency Security Committee (ISC) schedule

Program

Federal Protective Service

Description

This measure reports the percentage of high risk (Facility Security Level 3, 4
5) facilities that receive a facility security assessment (FSA) in compligitice
the ISC schedule. An FSA is a standardized comprehensive risk assessmer
examines credible threats to federal buildings and the vulnerabilities and
consequences associated with those threats. Credible threats include crime
activity or potentiahcts of terrorism. Each facility is assessed against a base
level of protection and countermeasures are recommended to mitigate the g
identified to the baseline or other credible threats and vulnerabilities unique
facility. Requirements foihe frequency of federal building security assessme
are driven by the ISC standards with high risk facility assessments occurring
three year cycle.

Scope of Data

The scope of this measure includes all high risk facilities with a security leve
3, 4,and 5 An FSA is considered completed when the assessment is presen
the FSC Chairperson or Designated Official and the package is signed in
acknowledgement of receipThis is documented in the FSA Manual, March
2014,

Data Source

Data is cokected in the Modified Infrastructure Survey Tool (MIST) and is owi
and maintained by the Feder al Prot
Division (RMD).

Data Collection Methodology

Results from each assessment are collected in MIST by inspeétdie end of
each reporting period, the percent of high risk facilities that receive an FSA i
divided by the number of scheduled assessments for that p@itiedperformance
period for this measure is three yeathie denominator for this measure is th
total number of FSL 3, 4, and 5 facilities scheduled to be assessed within the
threeyear cycle The numerator is the number of FSL 3, 4, and 5 facilities
assessed within the three year cycle.

Reliability Index

Reliable

U.S. Department of Homeland Security
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Explanation of Data
Reliability Check

FSA results are consolidated and r
and performance measure reporting.

Performance Measure

Percent of incidents detected by the U.S. Computer Emergency Readiness 1
for which targeted agencies are notifigithin 30 minutes

Program

Cybersecurity

Description

The United States Computer Emergency Readiness Tear@ARY) detects
malicious cyber activity targeting federal agencies. This measure assesses
percent of incidents directed at federal agenaiesdetected by the USERT for
which agencies are informed of this malicious activity within 30 minutéss
measure demonstrates \CERT's ability to share situational awareness of
malicious activity with its federal agency stakeholders througlEINSTEIN
intrusion detection systems and other todlee numerator for this measure is t
number of notifications within 30 minutes and the denominator is the total of
incidents detected.

Scope of Data

The range of data includes all malicious cybeiviygtdetected by Einstein (E2)
and the notification time to that affected agency by theQERT team This
information is stored in the system of records, Remedy.

Data Source

Tableau, a graphical reporting tool, is used to pull data from Remedy (@ialofi
incident repository) using MySQL query which is maintainedheyHelpdesk.
This measurement will be reported by the Business Transformation Unit to
Enterprise Performance Management Office.

Data Collection Methodology

The NCCIC Business Traftsmation Unit (BTU) extracts this number on a
monthly and quarterly basis from the incident management system, Refedy
MS-Excel file is created using the Tableau business intelligence tool, from th
SQL database in Remedy. The response data is teallactRemedy through an
automated -enail system that is used to send information to adetermined
point of contact at the affected agendyhe date and time of the response is tin
stamped in the Remedy database whemaé notification is sent This
information is used to determine which incidents met the 30 minute notificati
target for this measureThe results are calculated by taking the difference fron
the Detected Date and the Submitted Date for the respective date range (e.g
of FY12), which is the notification timeOnce all the notifications times have
been calculated, the number of incidents resulting in notification within 30 mi
divided by the total number of incidents.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The date time stamps stored in the fields Report Date and Submit Date are
computer generatedr he formula is entered into Excel and checked byGQERT
leadership and performance management personnel to ensure quality.

Performance Measure

Percent of incidents detected or blocked by EINSTEIN intrusion detection an
prevention systems that are attributed to Nation State adiiNéw Measure)

Program

Cybersecurity

Description

This measure demonstrates the EINSTEIN intrusion detection amdrgion
systemsdé ability to detect anehctity o
by Nation States on Federal civilian networkgation States possess the
resources and expertise to not only develop sophisticated-aitheks but sustair
them over long periods of timeThus the indicators that EINSTEIN deploys to
detect and block malicious cybactivity should focus on methods and tactics
employed by Nation State he overall percentage of incidents related to Nati
State activity is expeetl to increase through greater information sharing with
partners and improved indicator development, which will result in better incid
attribution.
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Scope of Data

Performance measure data is based on DHS NCCIC ticketing system (BMC
Remedy) data. Thepecific scope of data for this measure is Remedy inciden
tickets, created as a result of an EINSTEIN alert, with Focused Operations (}
designation, which is populated by DHS analysts based on information provi
by the indicator creatorSpecific FOdesignations are correlated to natsiate
activity. Incident tickets generated based on EINSTEIN detections and blocl
identified by filtering on specific fields. Incidents identified as false positives
excluded Malicious activity data will DT be related to a specific Focused
Operations number or natiggtate actor.

Data Source

The data source is the reporting Microsoft Structured Query Language datal
copied from the NCCIC ticketing system (currently BMC Remedy).

Data Collection Methodoby

A remote data collection method is employed using Tableau to access Remg
data and generate an automated report on all tickets created for EINSTEIN
detection and blocking, which have a Focused Operations number popUdiateg
calculation is the numbef tickets with a Focused Operations number divided
the total number of tickets generated for the reporting period.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Potential issues for data reliability exist due to difficulties wiitial attribution

to nationstate actors. This function is executed through a documented work
instruction that is updated annually, or as required, and quality assurance ch
are performed daily by team leadglany of the indicators used for this asire
are received from trusted external partners.

Performance Measure

Percent of participating federal, civilian executive branch agencies for which
Continuous Diagnostics and Mitigation (CDM) tools to monitor what is happe
on their networks have ba made available

Program

Cybersecurity

Description

This performance measure assesses the extent to which DHS has contractu
made available Continuous Diagnostics and Mitigation (CDM) tools to monitq
events on their networks to participating federailian executive branch
agencies Once DHS has made the tools available through contract award,
agencies must still take action to deploy and operate CDM on their netvgyks
making CDM tools available to agencies, thdlf be able to more effectivgl
manage coordinated threats to their network.

Scope of Data

The scope of the data includes all available data from the Federal Agencies
participating in CDM Phase 3. The parameters used to define the data inclu
this measure are the number of agesievith signed Memoranda of Agreement
(MOA) to patrticipate in CDM and are included in the task order groupings to
CDM Phase 3 tools and services delivered. The scope captures progress in
achieving delivery of CDM Phase 3 tools and services to agesoithat they cal
monitor their networks and better understand what is happening on their net

Data Source

The Office of Cybersecurity and Communications' CDM Program Office will
track CDM Blanket Purchase Agreement Task Orders for Phase 3 praigress
contract deliverables and progress reports provided by Continuous Monitorin]
a Service (CMaaS) providers to the contracting officer at General Services

Administration Federal Systems Integration and Management Center (GSA
FEDSIM). Each event is caped directly in contract documentation for each
participating agency on a monthly basis. Signed MOAs are documented by
CDM Program Office and updated as changes occur.

Data Collection Methodology

The GSA Federal Systems Integration and Managememte€Cprovides monthly
reports on Phase 3 contracts. These reports are analyzed by the CDM Prog
Office and data for this measure are documented. The CDM Program Office
measures the number of agencies with signed MOAs that have had CDM PH
tools aml services delivered through contract award. The measure is calcula
dividing the total number of agencies with signed MOAs with Phase 3 delive
by the total number of agencies with signed MOAs participating in CDM Pha

U.S. Department of Homeland Security

-49-



Appendix A FY 20172019 Annual Performance Report

Reliability Index Reliable

Explanation of Data The CDM Program Office will validate and accept each contract deliverable

Reliability Check a review for completeness and accuracy.

Performance Measure Percent of performance standards implemented by the highesheisioal
facilities and verified by DHS

Program Infrastructure Protection

Description This measure reports the percent of applicable risk based performance stan

(RBPS) that are approved and implemented within site security plans (SSPs
alternative security programs (ASPs) for Tier 1 and Tier 2 facilities that are
compliant with the Chemical Facility Arterrorism Standards (CFATS)
regulation. Following submission of a proposed SSP/ASP by a covered facil
the CFATS regulatory authoritywilcod uct an fAaut hori z
covered facility to verify that the SSP/ASP is compliant with the CFATS
regulation. For this measure, SSPs/ASPs determined to meet the RBPS
requirements with current and planned measures will be approved. pipaval
of its SSP/ASP, the covered facility is required to fully implement the existing
measures that are described in the SSP/ASP.

Scope of Data The scope of this data includes all of the chemical facilities that have been g
risk basectlassification of Tier 1 or 2. The number of facilities identified as T
1 or 2 changes over time.

Data Source Reported data are the resulting summaries from queries against internal sys
and are stored in the Chemical Security Assessment Toots(@&SATS).

CSATs is used to provide facility identification and registration, to identify
facilities that meet the Depart men
store the methodologies to record and initially evaluate security vulnerability
assessments (SVAs) and to create and store respective site security plans (
and alternate security programs (ASPs). CSATSs is a securbasgell system.
Data Collection Methodology High-risk chemical facilities provide originating source data ve@8ATs
system Infrastructure Security Compliance Division (ISCD) HQ staff and
inspection cadre posts added information and status to the CSATs system th
includes Chemical Security Evaluation and Compliance System (CHEMSEC
applications as a course mdrmal operationsThe success percentage for this
measure will be based upon: the number of approved RBPS measures of Ti
and Tier 2 regulated facilities that have been implemented (existing and plan
with past completion dates). This number doatsimclude those planned RBPS
with future completion dates. This number is then divided by the total numbg
applicable RBPS measures for facilities receiving a final tiering letter (ti2rs 1
inclusive) (TRBPSFTL) Formula: Approved and Implemented R8 (Tiers 1
and 2) + TRBPSFTL (Tier 1 + Tier 2) =.9Additional details on the calculation

met hodol ogy are available in | SCD®6
Reliability Index Reliable
Explanation of Data The accuracy of data captured and reggubvia the CSATSs system is validated
Reliability Check during the Systems Engineering Life Cycle (SELC) phases (deployment reag

and testing). Information is reviewed by Infrastructure Security Compliance
Division Director/Deputy Director, leadership at the Officdrdfastructure
Protection, and NPPD leadership.

Performance Measure Percent of respondents indicating that operational cybersecurity information
products provided by DHS are helpful

Program Cybersecurity

Description This measure assesses whetheptoeucts that the DHS National Cybersecurit

and Communications Integration Center (NCCIC) provides are helpful for its
customers A customer survey will be used to acquire data on how helpful
information provided by the NCCIC is for its stakeholders.
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Soope of Data

This measure is limited to custonfeedback from a survey coveritige Office of
Cybersecurity and Communications®

Data Source

The data source for this performance measure is a customer feedback surve
available across the wwwAegrt.gov web pages used by the NCCIC and its D
components.The survey contains the standard Departmental question intend
elicit the degree of ctsmer satisfaction with the helpfulness of the prodddie
guestions asks customers to answer
point rating scale (yes, somewhat, not applicable)A fiyes o r esp
considered to have met the criterda thelpful." NPPD will aggregate the result
obtained based on the survey metadata, and maintain the results in the NC(Q
Business Transformation Unit and the CS&C Enterprise Performance
Management Office.

Data Collection Methodology

Each quarter, the GICIC will disseminate a customer satisfaction survey to th¢
following stakeholder groups: Critical infrastructure owners and operators,
Federal agency Security Operations Centers, and State and local Chief
Information Security Officers and their staffhe survey sent to these specific
stakeholder groups will have a unique identifier attached to the response in ¢
to control for public access to the surveynly those surveys with the unique
stakeholder identifier will be analyzed for this measudee question is used to
collect data for this meadnaddagionto A W
collecting feedback through disseminated surveys, a sample of NCCIC
stakeholders will be interviewed each quarter during customer feedback ses
whichwill include the use of the surveyrhe Paperwork Reduction Act number
for this survey is 1600014.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Survey responses will be collected and maintained by NCCIC Business
Transformation UnjtUS Computer Emergency Response Team Communicat
and CS&C Enterprise Performance Management Office (EPMO) and shared
relevant CS&C divisions and programs in the ordinary course of busiDass.
will be validated by program manager reviews ilevant divisions and programs
and by the EPMO Performance Management branch.

Performance Measure

Percent of respondents reporting that DHS critical infrastructure information
inform their decision making on risk mitigation and resilience enhancement

Program

Infrastructure Protection

Description

This measure will report the percent of critical infrastructure partners who
participated in education, training, exercise, and information sharing activitie
developed or coordinated by the Office of Infrastructure Protection and indic
that the information and products received are useful for informing their risk
management programs and influencing future decisiaking regarding safety
and/or security improvements and/or resilience enhancements at their faciliti
Active outreach efforts and efféat publicprivate partnerships on critical
infrastructure issues help to reduce risk and increase resilience across the ¢

Scope of Data

The scope includes quantifiable feedback received from critical infrastructure
partners participating in sectepecific and crossector education, training,
exercise, and information sharing activities conducted or coordinated by the
Sector Outreach and Programs Division (SOPTHe activities include, but are
not limited to webinars, facilitated workshops, seans, instructoeted courses,
computefbased training, tabletop exercises, and information products such g
technical guidelines, handbooks, and recommended praclités measure
includes a range of activities developed and implemented for the sixsslectdy
the Office of Infrastructure Protection, which include chemical, commercial
facilities, critical manufacturing, dams, emergency services, and nuclear sec
as well as crossector engagements with local, state, and regional partners.
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DataSource The data supporting this measure come from feedback from public and privg
critical infrastructure partners participating in SOPD activities and programs.
Activity evaluation forms are systematically collected by individual Sector
Specific Agencis (SSA) corresponding to the six sectors led by the Office of
Infrastructure Protection as well as personnel involved in €es®r education,
training, exercise, and information sharing activiti#e information is revieweg
and consolidated by SOPBbht office personnel into a standard tracking datal
developed using Microsoft Excel’he database is owned and maintained by th
SOPD Front Office.

Data Collection Methodology Data collection is conducted through voluntary submissions of standardized
evaluation forms that are made available to public and private critical
infrastructure partners distributed and collected at the conclusion of educatiq
training, exercise, and information sharing activitiGsdividual feedback is
guantified using a anhdard Sevel Likert scale, in which the potential response
range from "Strongly Disagree" to "Strongly Agred.he measure is calculated
as the number of respondents answe
statement that, "The information recedvin the activity or product will effectivel
inform my decision making regarding safety and security risk mitigation and

resilience enhancementsodo and then
Reliability Index Reliable
Explanation of Data The data will be collected by SOPD designated personnel in coordination wif
Reliability Check IP Strategy and Policy Office (Measurement and Repottilige corresponding

SOPD branch chiefs will be responsible for the validity of the data collented §
generated in support of this measuBOPD Front Office personnel will be
responsible for working closely with project and activity leads to develop star
operating procedures for data collection, consolidation, and stoPagédic
quality checkwwill be conducted to identify anomalies or missing values and
ensure data accuracy and reliability.

Performance Measure Percent of significant (critical and high) vulnerabilities identified by DHS cybg
hygiene scanning of federal networks that aregaitd within the designated
timeline (New Measure)

Program Cybersecurity

Description This measure calculates the percent of significant (critical and high)
vulnerabilities identified through cyber hygiene scanning that are mitigated w
the specifiedimeline For critical vulnerabilities the timeline is 15 days and fo
high vulnerabilities the timeline is 30 day®HS provides cyber hygiene
scanning to agencies to aid in identifying and prioritizing vulnerabilities base
their severity for agenes to make risk based decisions regarding their networ
security. Identifying and mitigating the most serious vulnerabilities on a netwi
in a timely manner is a critical component of an effective cybersecurity progr
Scope of Data The scope of datir this measure is all significant (critical and high)
vulnerabilities identifiel by cyber hygiene scanning cederal networks that werg
either mitigated during, or were active greater than or equal to the designate
timeline for mitigation (15 days fanritical; 30 days for high) during the
measurement periodl he timeline begins when a critical or high vulnerability i
first detected on a scan and it ends when the critical or high vulnerability is n
longer visible on the scan.

Data Source The data sorce is a data storage on a client access license (CAL) that is
maintained by the cyber hygiene scanning team.
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Data Collection Methodology

An analyst will identify the range of vulnerabilities for the reporting period
according to the measure scof@ataanalysis software will be used to run a
report on the percentage of criticals and highs that were mitigated within the
designated timelineThe total number of critical and high vulnerabilities, as wg
as the number of each mitigated within the deseghéimeline will be reported
each quarterThe cumulative result will be calculated using the following
formula: (# of Critical Vulnerabilities mitigated within 15 days) + (# of High
Vulnerabilities mitigated within 30 days) divided by (Total # of Critaad High
Vulnerabilities)

Reliability Index

Reliable

Explanation of Data
Reliability Check

The Cyber Hygiene Scanning team within the National Cybersecurity
Assessments and Technicah8ees (NCATS) division will review the algorithm
to query the datand the quarterly result for this measure to ensure correct da
collection and calculation procedures were useBPD Strategy, Policy, and
Plans will also review the quarterly results and accompanying explanations g
to final submittal to DHS.

Paformance Measure

Percent of States and Territories with operational communications capabilitie
the highest levels relative to Threat and Hazard Identification and Risk
Assessment (THIRA) preparedness targets

Program

Emergency Communications

Description

This measure uses the Threat and Hazard Identification and Risk Assessme
(THIRA) and State Preparedness Report (SPR) process, conducted by FEM
an annual basis, to identify the level of Operational Communications capabil
reported byhe 56 States and Territories inclusive of applicable Urban ArElas
measure reflects the level of increase or decrease in those capabilities relati
targets established through the THIRABhe result is calculated by identifying th
numberofStateand Terr it ori es s antdcalegvheael fi
indicates littleto-no capability and 5 indicates that they have all or nearly all g
the Operational Communications capabilities required to meet their taiigets
number forms the numemat which is divided by 56 and multiplied by 100 to
achieve the percentage.

Scope of Data

Data is from the Threat and Hazards Identification and Risk Assessment (TH
and State Preparedness Report (SPR) process, conducted by FEMA on an §
basis, tadentify the level of Operational Communications capabilities reporte
the 56 States and Territories inclusive of applicable Urban Ateash of the 56
States and Territories must, as a-poadition for receiving DHS preparedness
grant funds, completthis process.

Data Source

As part of the broader Threat and Hazards Identification and Risk Assessme
(THIRA) and State Preparedness Report (SPR) process, through the State
Administrative Agency (SAA), each State and Territory works with the
jurisdictions within their boundaries to assess their present levels of Operatiq
Communications capabilities relative to the target capabilities set forth in the
THIRA. Data is reported to FEMA annually using a standardized format (the
THIRA-SPR Unified Repoig Tool). The THIRA is a four step common risk
assessment process that maps risks to a defined set of Core Capabilities; or
AOperational Communi cations. 0
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Data Collection Methodology Through the THIRA, each State and Territory is required to edtadbliarget
capability level which reflects the highest capability level they may need bas
their identified threats and hazard#/ithin the SPR, each State and Territory is
required to rate their current capabilities on a scale of 1 {idtleo capaility) to

5 (have all or nearly all of the Operational Communications capabilities requi
to meet their targets)Annually, each jurisdiction sets a Target score and
Capability Assessment score. Participants update target levels of performari
specific to their jurisdiction for each of the 31 core capabilities and then asse
their ability to meet those unique targe®he percent increase in operational
communications capabilities is calculated by taking the total number of State|
Territoriesthh have a rating of A40 or A5
number of States & Territories) and multiplied by 100 to achieve the percent

Reliability Index Reliable
Explanation of Data The data is collected by FEMA astlared with OEC who compile the
Reliability Check performance resultsCS&C Enterprise Performance Management Office recei

the performance results on an annual basis and maintains a standard operal
procedure to check performance results against underlying datasource

Performance Measure Percent of survey respondents that were satisfied or very satisfied with the
timeliness and relevance of cyber and infrastructure analysis based products

Program Integrated Operations

Description The Office of Cyber anthfrastructure Analysis (OCIA) produces infrastructure

analytic products for DHS customers to make meaningful risk investment an
resource allocation decisions in both crisis and steady state environments in
to reduce the impacts of infrastructurerdiptions In order for our customers to
apply the knowledge gained from our products they must have the right
information in a timely manner to inform decisior8urvey respondents comme
on their level of satisfaction with both timeliness and relegghwo separate
guestions) of OCI Ab6s analytic prod
feedback that will be used to improve future produ@€IA averages the two
responses for one metrid his is relevant to OCIA achieving its mission since 1
puppse of OCI Ads anal yti c -nakers dheict s
feedback matters to the core of OC
gauge its progress toward accomplishing its mission.

Scope of Data The data is pulled from feedback survélyat are attached to OCIA products an
arevoluntarily submitted electronically to OCIAThe number of survey results i
limited to 1100 respondents per the OMB (Office of Management and Budge
approval on the Paperwork Reduction Act (PRA) approval {®@WB Control
Number 16760027). Sampling is not used and the data is compiled and then
presented as a cumulative result for the quarter and cumulative result for the
year.

Data Source Surveys are submitted to a centralized inbox on a voluntary foam
stakeholders that received OCIA producthie inbox is managed by the OCIA
Office of Management Operation$hese surveys are archived on the DHS
Shared Drive folder with restricted acce3he Performanc@nalyst then recordg
survey feedback ian Excel spreadsheet by assigning number values to the
guantitative feedback in order to aggregate the responses and run percentag
The analyzed data is then presented in a PowerPoint presentation and store
the DHS Shared Drive.
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Data Collection Mthodology

Performance analyst imports the survey responses into Excel and conducts
analysis to obtain percentages of respondents satisfied with both timeliness
relevance The percentage of customers who are satisfied or very satisfied is
calculatedbys ummi ng t he number of respon

satisfiedd with both timeliness an

respondentsSur veys with an AN/ AO0O respon:
For example, if 1 customerpeo r t s fivery sati sfiedo
di ssatisfiedo with relevance, 1 cu
timeliness but fAN/ A0 for relevance

satisfiedod with bothen4outofsresporses sneehtin
requirement for a result of 80%2erformance Analyst creates metrics report in
PowerPoint to present to OCIA leadership on a quarterly basis or as request
OCIA leadership.

Reliability Index

Reliable

Explanation oData
Reliability Check

Once the SPP analyst records and analyzes the data in Excel, there is a sec
analyst to crossheck the data entry and analysis and provide a peer review t
check for accuracy.

Performance Measure

Percent of traffic monitored fayber intrusions at civilian Federal Executive
Branch agencies (Retired Measure)

Program

Cybersecurity

Description

This measure assesses DHS's scope of coverage for malicious activity acros
nontDOD Chief Financial Officers (CFO) Act and Trustedernet Connection
Access Provider (TICAP) Federal Executive Branch civilian agency networks
Federal Executive branch network monitoring uses EINSTEIN 2 intrusion
detection system sensors, which are deployed to Trusted Internet Connectio
locations at gencies or Internet Service Providers. These sensors capture n
flow information and provide alerts when signatures, indicative of malicious
activity, are triggered by inbound or outbound traffic. The federal governmer
situational awareness of li@ous activity across its systems will increase as n
networks are monitored and the methodology will require data normalization
account for the addition of large numbers of networks.

Scope of Data

The measure includes the AB®D CFO Act agencies and the TICAP Federal
Executive Branch civilian agencies. Percentage is determined by compiling
averaging estimates provided by the Departments and Agencies (D/As) of pg
of totaltraffic monitoredon their respective networks. The individual percenta
are currently reported to OMB.

Data Source

From data reported to NCSD from the agencies.

Data Collection Methodology

For TICAP locations with operational sensors: Once EINSTEIN installations
successfully tested (including a formal Installation Test & Checkout Review)
notification is provided to the respective program managers. The number of
installations is tracked and published by NCPS program manager®/As
percentage of traffic morited (consolidated): Each TICAP Agency currently
tracks and reports the estimated percent of traffic consolidated (monitored) t
DHS on a yearly basis. DHS also tracks each CFO Act Agency that obtains
EINSTEIN 2 coverage through an Internet Service PeavidEINSTEIN is
already fully deployed and operational at each Internet Service Provider.
Tracking for these agencies is binatlye information provided to DHS indicateg
either 100% consolidation through the ISP or 0% consolidafii#S reports
TICAP and norTICAP CFO Act agency information to OMB on amdividual
D/A basis.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The completion of EINSTEIN installations are validated by the respective
program managers during the review praceghe percentage of traffic
consolidated (monitored) is a bedfort estimate provided by the respective D/{
to DHS and OMB.
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Science and Technology Directorate

Performance Measure Percent of Apex technologies or knowledge products transitioned to customg
planned improvements in the Homeland Security Enterprise

Program Research, Development, and Innovation

Description This measure gauges the transition of high priority,lagtl value research and

development projects known as Apex projedpex technologies and knowledd
products are quickly delivered to improve homeland security operatiesx
products consist of crogsutting, multidisciplinary efforts which employ ® 5
year innovation cycles from project inception through operational testing.
Scope of Data This measure encompasses the Apex technology or knowledge products to
transitioned as determined by the Homeland Security Advanced Research P
Agency(HSARPA) and Support to the Homeland Security Enterprise and Fir
Responders Group (FRG) leadership prior to the beginning of the fiscalAear
successful transition is considered to be the ownership and/or operation of a
technology or knowledge produay a customer within the Homeland Security
Enterprise When applicable, this includes transition outcomes specifically frg
Apex engines, which provide a centralized pool of solution development resq
for Apex projects and the broader S&T organizatio

Data Source The system of record is the quarterly data call spreadsheet submitted by the
HSARPA and FRG front offices to the S&T Performance Team through the §
ExecSec processThis spreadsheet is completed by both HSARPA and FRG,
provided backo the S&T Performance Team for review and management.
Data Collection Methodology The status of each transition of Apex technology or knowledge product is gal
from the individual divisions within HSARPA and FRG from a variety of sourg
including final reports, test or pilot results collected during trials, and various
reviews (technology reviews and portfolio reviews); HSARPA and FRG senig
leadership are briefed on end results, metrics, current status, go/no go decis
well as milestone suess For the percent result of this measure, the total nun
of Apex technologies and/or products transitioned (numerator) is divided by {
total number of planned Apex technologies and/or products to be transitione
within the fiscal year (denominatothen multiplied by 100This information is
captured in a quarterly data call spreadsheet submitted by HSARPA and FR
the S&T Performance Team.

Reliability Index Reliable
Explanation of Data Following the collection and analysi§ @ata by program managers and divisior|
Reliability Check the Directors of HSARPA and FRG review the data to ensure accuracy and

consistency, approve the status, and submit the data to the Science and

Technologyés Performance Team with
Budget and Performance Branchhe S&T Performance Team provides a third
data reliability review before results are finalized and submitted to DHS.
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Performance Measure

Percent of planned cybersecurity products and services transitioned to
government, commercial and open sources

Program

Research, Development, and Innovation

Description

This measure reflects the percent of identified and completed planned transi
of cybersecurity products and/or services (e.g. technologies, tools, capabilitig
standards, knowledge products) wit
Security Division projects to government, commercial or open saufdes
percent reported i®viewed using the number of planned transition milestone
stated in the Cyber Security Division's budget execution plan for the fiscal yg
and the explanation that is provided in each quarterly performance dat@twall
Program identifies, funds, andardinates cyber security research and
development resulting in deployable security solutiofisese solutions include
user identity and data privacy technologies, end system security, research
infrastructure, law enforcement forensic capabilities, segrotcols, software
assurance, and cybersecurity education.

Scope of Data

This measure encompasses the transitions of cybersecurity products and/or
services expected by the Science &
Division (CSD) prior to thdeginning of the fiscal yearA successful transition ig
considered to be the ownership and operation of a technology or knowledge
product by a customer within the Homeland Security Enterprise. A "transitio
may include, but is not limited to completidelivery of a product, capability or
service, release of a knowledge product, publication of standards, demonstr:
of a capability During Q4 of each fiscal year, CSD works with the S&T

Performance Team to identify expected transitions for the upcpRigtal Year
Once defined, that number serves as the baseline denominator for the meag
the given fiscal year.

Data Source

The source of the data is the individual project schedules and planning docu
maintained by each Program Manager tradr Systems Engineering and
Technical Assistance support contractor. The system of record is the quarte
data call spreadsheet completed and submitted by the CSD front office to th
Performance Team through the S&T ExecSec procEsis spreadsthet is
completed by the CSD front office and provided back to the S&T Performang
Team for review and management.

Data Collection Methodology

The CSD Front Office requests feedback from the applicable Program Manal
during quarterly performance data sdllom the S&T Performance Team, and t
Program Managers indicate whether the transition has occurred-gtfiog and
the transition is still likely to occur, Program Managers provide the expected
quarter of completion within the subject fiscal yeHra transition will not occur
during the given fiscal year, the Program Manager provides details as to why
(e.g., delays due to development or budget). For the percent result of this
measure, the total number of CSD products and/or services tragdition
(numerator) is divided by the total number of planned CSD products and/or
services to be transitioned within the fiscal year (denominator), then rredtipy
100. This information is captured in a quarterly data call spreadsheet submi
by CSD frontoffice to the S&T Performance Team.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Following the collection and analysis of data by program managers, the Dire
of CSD reviews the data to ensure accuracy and consistency, approsteesithe
and submits the data to the Scienc
the Finance and Budget Divisionbs
Performance Team provides a third data reliability review before results are
finalized and subntied to DHS.

U.S. Department of Homeland Security
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Transportation Security Administration

Performance Measure Average number of days for DHS Traveler Redress Inquiry Program (TRIP)
redress requests to be closed

Program Aviation Screening Operations

Description This measure describes theerage number of days for the processing of trave

redress requests, excluding the time for the traveler to submit all required
documents. DHS TRIP is a single point of contact for individuals who have
inquiries or seek resolution regarding difficaltithey experienced during their
travel screening at transportation hubs or crossing U.S. borders. DHS TRIP
of an effort by the Departments of State and Homeland Security to welcome
legitimate travelers while securing our country from those what veado us
harm This measure indicates how quickly the program is providing redress t
individuals who have inquiries or seek resolution regarding difficulties they
experienced during their travel screening at transportation hubs or crossing
bordes.

Scope of Data The scope of this measure is all closed cases for each month from the time [
TRIP receives a complete redress applicétione that includes all required
documents to the time DHS TRIP closes that application (i.e., all
processing/analys has been completed and the applicant has been provided
final response letter). The amount of time does not include the time request
pending while the applicant provides required documents. Sampling is not u
this process; the calculatios based on 100% of the cases that meet the criter
Data Source The source of the data is the Redress Management System (RMS), a databs
which tracks all redress requests received via the DHS internet pemall,end
by regular mail Civil Rights and Liberties, Ombudsman, and Traveler
Engagement division owns the database.

Data Collection Methodology Redress program specialists pull data from the Redress Management Syste
existing reports of closed cases that show the average amount dfisirraking

to close a caseThe timeliness metric measures time DHS TRIP receives a
complete redress applicatidrone that includes all required documents to the
time DHS TRIP closes that application (i.e., all processing/analysis has beer
completed anthe applicant has been provided a final response letter). The
amount of time does not include the time the applicant takes to provide requ
documents. The final number represents the average amount of time it take
TRIP to close a case. The numizreported to TSA and DHS senior leadersh
on a monthly and quarterly basis.

Reliability Index Reliable
Explanation of Data Data is auto generated from the Redress Management System and redress
Reliability Check specialists double checks therk to pull the dataThe Director and Operations

Manager review daily reports to ensure the data is complete and accurate.
reports include the given measure along with other measures/indicators that
with corroboration.

Performance Measer Percent of air carriers operating from domestic airports in compliance with
leading security indicators

Program Other Operations and Enforcement

Description This measure identifies air carrier compliance for U.S. flagged aircraft operat

domestically with leading security indicators. These critical indicators are de
from security laws, rules, regulations, and standafdkading security indicator
is a key indicator that may be predictive of the overall security posture of an
carrier. Identifying compliance with the key indicators assesses air carrier's
vulnerabilities and is part of an overall risk reduction process. Measuring
compliance with standards is a strong indicator of system security.
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Scope of Data

The scope of thimeasure includes all U.S. passengely carriers subject to
Transportation Security Administration transportation rules and regulations.

Data Source

Air carrier inspection results are maintained in the Performance and Results
Analysis System (PARIS), vith serves as the official source of data repositor
for the Office of Compliance's Regulatory activities.

Data Collection Methodology

Compliance Inspections are performed in accordance with an annual work p
That plan specifies frequencies and tasdet inspection based on criteria

established by the Office of Compliance. When inspections are completed, {
results are entered into the Performance and Results Information System wh
and are subsequently used to calculate the results for thisnmedse result for
this measure is reported quarterly and annually and is calculated as the total
compliance"” inspections divided by the total inspections for the reporting per

Reliability Index

Reliable

Explanation of Data
Reliability Check

Data reliability is ensured through a series of actions. There are system recq
tracking audit trails and spot audit checks, followed by a management reviev
validation process at the headquarters level.

Performance Measure

Percent of attended intdranges of rail cars containing rail security sensitive
materials transiting into dhrough highthreat urban aregblew Measure)

Program

Other Operations and Enforcement

Description

This measure identifies the level of attended high risk railcarchaaged
between freight railroad carriers, freight rail hazardous materials shippers
freight rail hazardous receivers in highly populated areas. An attended
interchange of rail cars is a loading/offloading of hazardous freight between
RSSM rail carrer to carrier, RSSM rail carrier to receiver, and RSSM shipper
carrier. TSA personnel regularly witness these exchanges as part of their
compliance inspections. The secure transf@ustody of these rail cars
strengthens transportation security gadentially impacted populations at theseg
critical points in the freight rail supply chain.

Scope of Data

The scope of this measure includes all RSSM interchanges which are witnes
TSA Compliance personnel hese interchanges occur between RSSM rail ca
to carrier, RSSM rail carrier to receiver, and RSSM shipper to cafrteA
Compliance personnel witness intercgas at established (high rigkgight rail
interchange points throughout their area aéragions based on guidelines and
frequencies estailBhed at the beginning of each fiscahy.

Data Source

Data for this measure is documented and maintained within the Performancg
Resuts Information System (PARIS).

Data Collection Methodology

All Compliance inspections are entered into the Performance and Results
Information System,; this data is then used to calculate the results of this
performance measurd.he result of this measure will be calculated by the
percentage of inspected security measuelating to the chain of custody and
control requirements that were det
of Federal RegulationgOut of the total planned operations established at the
beginning of eacliiscalyear.

Reliability Index

Reliabk

Explanation of Data
Reliability Check

Data reliability is ensured through a series of actions. The process of enterir
record into PARIS requires review and approval by a TSA official who has bg
delegated that authority, generally a first line sujser, Assistant Federal
Security Directoii Inspections, or other individual exercising management
authority. These inspections are also randomly reviewed as part of additiong
quality control measures by Surface Regional Security Inspectors.

U.S. Department of Homeland Security
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Performance Measure Percent of daily passengers receiving expedited physical screening based o
assessed low risk

Program Aviation Screening Operations

Description This measure gauges the percent of daily passengers who received expedite

physical screing because they meet low risk protocols or have been otherw
assessed at the checkpoint as-tisk. TSA Pr&€heckincorporates modified
screening protocols for eligible participants who have enrolled in the TSA
PreCheck program as well as other knowopulations such as known crew
members, active duty service members, members of Congress and other tru
populations.In an effort to strengthen aviation security while enhancing the
passenger experience, TSA is focusing oniaked, intelligencedriven security
procedures and enhancing its use of technology in order to focus its resourc
the unknown traveler.

Scope of Data The scope of this measure is the percentage daily of passengers who receiv,
expedited screening out of the total nationwaifport throughput based on
assessed low risk either through TSAGmeck Known crewmember (KCM),
Managed Inclusiojor some other form of expedited screening process out of
total number of daily passengetsnown Suspected Terrorists are always
ineligible, as well as those listed on the PreCheck Disqualification Protocol.
Data Source TSA's Performance Management Information System (PMIS) and KCM Syst
Data Collection Methodology Data on individuals who underwent expedited physical screening is collected
each screening lane and entered daily into the PMIS sydtdéarmation
regarding the number of airline flight and cabin crew personnel is collected
automatically within the K®& system and reported by KCM portal location ang
also entered in PMISDaily data runs are completed within the Office of Secu
Operations and compiled into a daily report. Daily information is also providg
for each airport reflecting the number dtelers who received expedited
screening based on whether they were designated as lower risk via Secure |
or were included via the Managed Inclusion program. Information is general
collected and entered into PMIS for each hour in which the sage&me was in
operation, and periodic reports on hourly expedited throughput are generate
gage efficiency of the operatioff.his information will be is calculated each
quarter, with results being reported cumulatively.

Reliability Index Reliable
Explanation of Data PMIS data is required to be collected and entered each day for every screen
Reliability Check lane in operationMissing information is immediately flagged for follewp with

the specific airport.Data on individuals eligible for @edited screening from
Secure Flight and the number of individuals who actually received expedited
screening at the airport allows for daily reliability and accuracy checks. Data
anomalies are quickly identified and reported back to the airport for riesolut

Performance Measure Percent of domestic cargo audits that meet screening standards
Program Other Operations and Enforcement
Description This measure gauges the compliance of shippers with cargo screening stang

Enforcing and monitoring cargscreening standards is one of the most direct
methods TSA has for overseeing air cargo safety. TSA conducts these audi
shippers based on cargo regulations specified in Title 49 Code of Federal
Regulations Part 1540 and these audits include: traifacdgities, acceptance of
cargo, screening, certifications, identification verification, and procedures
Ensuring successful cargo screening means having a safe, fast flow of air
commerce and reduces the risk of criminal and terrorist misuse sfipipdy
chain. The objective is to increase the security posture and compliance rate
each entity conducting domestic cargo screening.

Scope of Data The scope of this data includes all cargo screening inspections completed by
Transportation Secuyitinspectors (TSI) at domestic locations.
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Data Source

The data to support this measure is contained in the Performance and Resu
formation System (PARIS) which serves as the official source of data reposit
for the Compliance Branch of the Officé ®ecurity OperationsEvery time an
entity is inspected the data is entered into PARIS by the domestic field inspe|
TSI. All findings are required to be entered into PARIS and tracked.

Data Collection Methodology

TSIs enter the results of every dastie inspection into PARIS. The data for thi
measure is then calculated based on the reporting form PARIS. The result f
measure is calculated by dividing the total number of successful domestic c3
audits (successful meaning those resultingarCivil Penalty) divided by the totg
number of domestic cargo audits.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Inspections are completed per the TSI Compliance Work Hlaase inspections
are entered into PARIS and asndomly reviewed by the Regional Security
Inspectors (RSI) for Cargo for accuracy.

Performance Measure

Percent of foreign airports that serve as last points of departure and air carri
involved in international operations to the United States adwiEadcessary
actions to mitigate identified vulnerabilities in order tsere compliance with
critical security measurg®Retired Measure)

Program

Other Operations and Enforcement

Description

This index combines: (1) percent of foreign airports seraggast Point of
Departure (LPD) to the U.S. notified of critical vulnerabilities and accompany
recommendations, and (2) percent of foreign air carriers operating flights fro
these foreign airports and U.S. air carriers operating from any foreigrtairp
regardless of destination notified of violations of critical regulations and
accompanying recommendations/follap action TSA evaluates/documents
security at foreign airports with service to U.S., airports from which U.S. air
carriers operate, andher sites on a-point scale against critical International
Civil Aviation Organization (ICAQO) aviation and airport security standaiiSA
assess compliance with these standards and provides feedback to the host
governments for awareness and recommefaléalv-up action. ldentifying and
notifying air carriers of nortompliance with critical regulations mitigates air
carrier vulnerabilities and reduces risk.

Scope of Data

Airport assessments reflect information collected by Transportation Security
Specalists during evaluation of implementation of ICAO aviation security
standards at LPD foreign airports with direct service to the U.S. and those ai
from which U.S. air carriers operate, regardless of destination. Attention foc
on critical standals across 5 categories: Aircraft & Inflight Security, Passengg
Cabin Bag Screening, Hold Baggage Security, Cargo/Catering Security, and
Access Control Assessmen done using a risk informed approach that inclug
threat, vulnerability, and conseque ratings: lowrisk airports every 3 years;
mediunmrisk airports every 2 years; higrsk airports yearly.

Data Source

The data to support foreign airport assessments is contained in Foreign Airp
Assessment Program (FAAP) reports prepared by Tratatjwor Security
Specialists (TSSs) following each airport assessment. Compégteds are
submittedby the TSSs in Regional Operation Centers (ROCs) to the ROC
Managers and stored in a databasgntained by the Oiffe of Global Strategies
(OGS). EachFAAP report contains data and observations collected during th
assessment and highlights any shortfalls in security. Air carrier inspection re
are maintained in TSA's Performance and Results Information System (PAR
which serves as the officiahth repository for TSA's regulatory activities. The
OGS and PARIS databases also store accompanying information indicating
notification of shortfalls was provided to the host government and air carrierg
following airports assessments and air calfirispections.
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Data Collection Methodology A standard template is used for collecting/reporting data on airport assessmg
Vulnerability ratings are assigned by Global Compliance leadership to ensur
consistent application of the ratings from 1 (no dhatls) through 5 (instances of
egregious noitompliance). Results are entered into the OGS database at T
headquartersThe measure is calculated by OGS headquarters staff who idef
airports receiving notification of vulnerability scores of 4 or &ty of the critical
ICAO standards. Compliance inspections for air carriers are performed accq
to an annual work plan specifying frequencies/targets for inspection based o
criteria established by OGS including risk methodololpspection resultare
entered into PARIS and are used to calculate the data. OGS headquarters §
identify notification/followup action with air carriers in question. The index
averages the percentage of airports and air carriers notified -@fomopliance
with leadingsecurity indicators.

Reliability Index Reliable
Explanation of Data TSSs submit a comprehensive airporeassent report to ROC Managers.
Reliability Check Reports are reviewed for quality and consistency and forwarded through sen

leadership irGlobal Compliance to the Assistant Administrator, OGS, for final
approval. This process may result in inquiries to a TSA Representative or th
for clarifying information. Analysis for strengths and weaknesses, consisten
divergence from other giorts, trends, and smart practices also occurs from th
reviews. Results are maintained for each assessed airport as well as conso
into a report of overall security posture of the airports relative to the ICAO

standards. Results are also shavét the foreign airport and host government
determine next steps and proposed areas of cooperation and assistance. D
reliability for air carrier assessments is ensured through system record tracki
audit trails and spot audit checks followed byanagement review and validatig
process at the headquarters level.

Performance Measure Percent of foreign last point of departure (LPD) airports that take action to aq
identified vulnerabilitie{New Measure)

Program Other Operations and Enforcente

Description This measure gauges the percent of foreign airports that are the last point of

departure (LPD) to the United States that implemented corrective or other
mitigation strategies to address vulnerabilities identified during security
assessmentsThe Office of Global Strategies (OGS), through coordination an
cooperation with international aviation partners, mitigates risk by identifying
vulnerabilities at foreign LPD airports, promoting best practices, and develop
mitigation strategies to snre international aviation security. THéeetiveness of
this program isan acceptable percentage of foreign LPD airports that have ta
action to address identified vulnerabilities.

Scope of Data The scope is all foreign LPD airports visited withie ffiscal year that have any
identified vulnerabilities.LPD airports that have reported closed identified
vulnerabilities or have open vulnerabilities with a corrective action plan or otf
mitigation strategies within the year are included in the regatata

Data Source The data source is the Global Risk Analysis and Decision Support (GRADS)
Vulnerability Report to determine all open and reported closed vulnerabilitieg
foreign LPD airports. OGS maintains this database and ensures its accurac
constant basis. Furthermore, Global Compliance (GC) and Analysis and Rig
Mitigation (ARM) conduct weekly quality control and validation activities to
ensure the accuracy of the data entered into the GRADS system.
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Data Collection Methodology

As requiredn the established GRADS Business Rules and the Foreign Airpo
Assessment Program (FAAP) Standard Operating Procedures (SOP), OGS
personnel are required to enter all vulnerabilities identified into the GRADS
system for foreign LPD airports. Once a vuhdality has been identified and
added into GRADS, status updates include standard updates (regular updatg
based on continued visits and observations) as well as mitigation updates
(corrective action plans or actions taken by host government/aviatiorepgrare
required to track the lifecycle of the vulnerability until resolved. Global
Compliance will run a serannual report and validate that all identified
vulnerabilities, both open and reported closed, have a clear description of thg
specific vulneability as well as a defined corrective action plan listed in the st
update section, to include any dates observed, expected resolution dates, rg
cause, and description in the comments section that clearly describes

Reliability Index

Reliable

Explanation of Data
Reliability Check

As part of the FAAP process, OGS personnel are required to enter and revie
every identified vulnerability in the GRADS system. Once the vulnerability h
been added into the GRADS system, the Vulnerability Apprav&RADS must
approve all vulnerabilities submitted. If the data is incomplete, the Vulnerabi
Approver must reject the vulnerability and provide comments to justify the
rejection in GRADS. In addition, GC Desk Officers and Program Analysts w
be reponsible to conduct validation reports and quality control reports for OQ
senior leadership to track all identified vulnerabilities.

Performance Measure

Percent of international cargo audits that meet screening standards

Program

Other Operations andnfbrcement

Description

This measure gauges the compliance of international shippers with cargo
screening standard&nforcing and monitoring cargo screening standards is o
of the most direct methods TSA has for overseeing air cargo safety. TSA
conducs these audits of shippers based on cargo regulations specified in Tit]
Code of Federal Regulations Part 1540 and these audits include: training,
facilities, acceptance of cargo, screening, certifications, identification verifical
and proceduresEnsuring successful cargo screening means having a safe, f
flow of air commerce and reduces the risk of criminal and terrorist misuse of
supply chain. The objective is to increase the security posture and complian
rate for each entity conductimpmestic cargo screening.

Scope of Data

The scope of this data includes all cargo screening inspections completed by
Transportation Security Inspectors (TSI) at international locations.

Data Source

The data to support this measure is contained iRP#mformance and Results
Analysis System (PARIS) which serves as the official source of data repositg
for the Compliance Branch of the Office of Global Strategigery time an
entity is inspected the data is entered into PARIS by the ABfindings are
required to be entered into PARIS and tracked.

Data Collection Methodology

TSlIs enter the results of every domestic inspection into PARIS. The data fol
measure is then calculated based on the reporting form PARIS. The result f
measuras calculated by dividing the total number of successful domestic car
audits (successful meaning those resulting in no Civil Penalty) divided by the
number of domestic cargo audits.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Inspections are completed per the Master Work.Pldrese inspections are
entered into PARIS and are randomly reviewed by the Transportation Securi
Specialist for Cargo for accuracy.

U.S. Department of Homeland Security
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Performance Measure Percent of overall compliance of domestic airports with established aviation
security indicators

Program Other Operations and Enforcement

Description This measure provides the percent of domestic airports assessed that comp

established securityandards and practices related to aviation security. Secu
indicators are key indicators that may be predictive of the overall security po
of an airport. ldentifying compliance with the key indicators assesses airport
vulnerabilities and is padf an overall risk reduction process. Measuring
compliance with standards is a strong indicator of system security.

Scope of Data The scope of this measure includes all U.S. airports that regularly serve ope
of an aircraft operator as describedti® CFR part 1544 Al
scheduled passenger or public charter passenger operation with an aircraft i
a passenger seating configuration
Data Source Airport inspection results are maintained in the Performance aadIt®
Information System (PARIS), which serves as the official smof data
reposi torQ@f ffiooe ToSFA6Secur ity Operat
activities.

Data Collection Methodology Compliance Inspections are performed in accordance with an annual work p
which specifies frequencies and targets for inspections based on criteria
established by the Office of Security Operations/Complia@eh inspection is
based on a standard sétinspection prompts that are derived from the
requirements of 49 CFR 1542. Prompts are the objective means by which T
assesses the effectiveness of an a
designed to thwart attacks against the security of pgesgraircraftand facilities
used in air transportation. Each prompt is phrased in a declarative sentence
provide the Inspector with a Yes/No response. When inspections are compl
the results are entered into PARIS and are used to calculatsthis for this
measure.The percentage reported represents the total prompts in complianc
divided by total inspection prompts, aggregated for all airports subject to the
requirement.

Reliability Index Reliable
Explanation of Data Data reliability is ensured through a series of actiofise process of entering a
Reliability Check record into PARIS requires revieand approval by a TSA officiatho has been

delegated that authority, generally a first line supervisor stssgiFederal
Security Director Manager, team lead, or other individual exercising manage
authority Under no circumstances is an inspection, investigation, or incident
record be approved by the same individual who created that record. This sy,
of checks and balances providesimproved quality and data integrity.

Performance Measure Percent of overall level of implementation of industry agreed upon Security g
Emergency Management action items by mass transit and passenger rail ag

Program Other Operations and Enflement

Description This measure provides the rate of implementation by mass transit, light and

passenger rail, bus, and other commuter transportation agencies with establ
security standards and practices related to six critical Security Action Items
(SAls). These six 8ls are key indicators of the overall security posture of a n
transit and passenger rail transportation system. Measuring implementation
these six SAls assesses transit vulnerabilities and is part of an overall risk
reduction process.
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Scope of Data

The scope of the data is limited to the largest mass transit and passenger ral
systems based on passenger volume (average weekday ridership > 60,000)
have agreed to participate in the Baseline Assessment for Security Enhance
(BASE) program.BASE assessments are completed jointly by a team of
Transportation Security Inspectors and participating mass transit and passer
rail systems.The BASE program assesses whether comprehensive Security
Emergency Management Action Items that are critiwan effective security
program, including security plans, training, exercises, public awareness, and
security areas, are in place.

Data Source

The source of the data is the assessments completed by a team of Transpor
Security Inspectors artcansit agencies. Transportation Security Inspectors
document assessment results by placing the information in a central databag
the TSA computer system, which is analyzed by staff members at Headquar,

Data Collection Methodology

TSA assesses matransit and passenger rail modes through the Baseline
Assessment for Security Enhancement (BASE) program for 17 Security and
Emergency Management Action IteniBhe 17 Action Items resulted from a
coordinated review and update among TSA, Federal TrAdsiinistration, and
the Mass TransiSector Coordinating CouncilAction Items cover a range of
areas foundational to an effective security program, with emphasis on 6 Sec
Action Items (SAls): defined responsibilities for security and emergency
manaement; background investigations of employees and contractors; secu
training; exercises and drills; using a risk management process to assess an
manage threats, vulnerabilities and consequences; and public awareness ar
preparedness campaigmchieving an Effectively Implementing rating require
a score of 70 or higher in each of these six critical SAls. Periodic review ang
completion of needed refinements remains a key component of this program

Reliability Index

Reliable

Explanation oData
Reliability Check

When assessments are completed, findings are entered into a central datab
are subsequently used to calculate the results for this measure, which are re
and analyzed by staff members at Headquarters to determine trends an
weaknesses within the Security and Emergency Management Action Item ar
Quality reviews are performed on assessment data at multiple points in the
process.Senior Transportation Security Inspector Program staff and Mass T¥
staff perform qualityeviews on the BASE assessment repofisese reviews
may result in inquiries to clarify information and inconsistencies in evaluation
correct any erroneous datkindings from these quality reviews are applied to
lessons learned and best practitted are incorporated into basic and ongoing
training sessions to improve the quality and consistency of the data and dats
collection processThis system of checks and balances provides for improveg
quality and data integrity.

Performance Measure

Percent of passenger data submissions that successfully undergo Secure Flig
watch list matching

Program

Aviation Screening Operations

Description

This measure will report the percent of qualified message submissions recei
from the airlines that are suessfully matched by the Secure Flight automated
vetting system against the existing high risk watch ligtgjualified message
submission from the airlines contains passenger data sufficient to allow sucq
processing in the Secure Flight automatettirg system. Vetting individuals
against high risk watch lists strengthens the security of the transportation syj

Scope of Data

This measure relates to all covered flights operated by U.S. aircraft operator
are required to have a full programder 49 CFR 1544.101(a), 4. These aircra
operators generally are the passenger airlines that offer scheduled and publi
charter flights from commercial airports.

Data Source

The data source is SLA_ RAW_DATA table from the SLA database.
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Data CollectiorMethodology

Ad-hoc reports will be created in the Reports Management System to pull bg
number of Boarding Pass Printed Results and the number of unique qualifieg
submissions received from U.S. and foreign aircraft operators out of the Ser
Level Agreement (SLA) database for a specified date range. These number
be compared to ensure 100% of the qualified data submissions are vetted ug
Secure Flight automated vetting system.

Reliability Index

Reliable

Explanation of Data
Reliabiity Check

Vetting analysts review a report (produced daily) by the Secure Flight Repor
Management System. An analyst then forwards the data to Secure Flight

leadership for review. Once reviewed, reports are forwarded to the TSA Offi
Intelligenceand Analysis management, TSA senior leadership team (SLT), a
well as the DHS SLT. Itis also distributed to the TSA Office of Security Polig
and Industry Engagement, and the TSA Office of Global Strategies.

Performance Measure

Percent of TSA regulateghtities inspected per fiscal year by Transportation
Security Inspectors

Program

Other Operations and Enforcement

Description

This measure identifies the percent of the regulated entities that have been
inspected in a fiscal year. Inspection activity key indicator that may be
predictive of the overall security posture of an air carrier, indirect air carrier,
airports, and certified cargo screening facilities. Identifying compliance with
key indicators assesses an entities vulnerabilitiessapalrt of an overall risk
reduction process. Conducting inspections is part of an overall risk reductior
process, which leads to a strong indicator of system security.

Scope of Data

The scope of this measure includes all U.S. regulated entities ohbréhsubject
to Transportation Security Administration transportation rules and regulation

Data Source

Regulated entity inspection results are maintained in the Performance and R
Analysis System (PARIS), which serves as the official source afrdabsitory
for the Office of Compliance's Regulatory activities. PARIS houses compliar
activities completed in accordance with the National Work Plan and account
security related activities completed outside of the National Work Plan scope
as incident response and entity outreach.

Data Collection Methodology

Compliance Inspections are performed in accordance with an annual work p
That plan specifies frequencies and targets for inspections of regulated entiti
based on criteria estabiiisd by the Office of Compliance. When inspections a
completed, the results are entered into the Performance and Results Informg
System which and are subsequently used to calculate the results for this me
The result for this measure is reparnnually and is calculated as the total of
"inspectable entities" divided by the total number of entities inspected for the
reporting period.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Data reliability is ensured through a semdésctions. There are system record
tracking audit trails and spot audit checks, followed by a management reviev
validation process at the headquarters level.
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U.S. Citizenship and Immigration Services

Performance Measure

Average of processing cycle time (in months) for adjustment of status to
permanent resident applicationsA85)

Program

Immigration Examinations Fee Account

Description

An 1-485, Application to Register for Permanent Residence or Adjust Status,
filed by an individual to apply for permanent residence in the United States g
adjust their current statud his measure assesses the program's ability to meq
published processing time goals by reporting on the volume of pending
applications and petbns by Center or Field Office.

Scope of Data

This measure is based on the volume in Active Pending statu35f |
applications Applications are classified in an Active Suspense category if a \
number for an application is not available and thdiegiion has been pre
adjudicated or if the case is awaiting additional evidence from the customer
Active Suspense cases are not included in this mea8gtire Suspense
categories include: Pending Request for Evidence or Intent to Deny/Revoke;
Unavailable Additionally, the measure only includes the aggregate4®&5
Adjustment based on eligibility from Employment, Family, certain Cuban
nationals and All Otherlt excludes 1485 Adjustment based on Refugee, Asyle
or Indochinese Status.

DataSource

Offices selfreport data to the USCIS Office of Performance & Quality (OPQ)
primarily through the Performance Reporting Tool (PRThe National Benefits
Center (NBC) also sends an import file (text file) to OPQ which contains datg
[-485 casestahe NBC The PRT submissions by the offices, as well as the N
import file are uploaded into a database.

Data Collection Methodology

On a monthly basis, OPQ collects performance datad®5 lapplications
received, completed, and pending throughRRTd t hr ough NBQ(
The data is then used to calculate the average cycle time, expressed in mon
relative to the volume of applications/petitions in Active Pending status. The
cycle time, reflected in months (e.g. 4.0 months), measureshanfyending
volume in Active Pending status, deducting from Gross Pending the total vol
of cases subject to custorriaduced delays and Department of State visa
availability, categorized as Active Suspense.

Reliability Index

Reliable

Explanation of D&
Reliability Check

OPQ conducts monthly quality control reviews of the data reported to ensurg
integrity.

Performance Measure

Average of processing cycle time (in months) for naturalization applications
400)

Program

Immigration Examinationsée Account

Description

An N-400, Application for Naturalization, is filed by an individual applying to
become a United States citizefhis measure assesses the program's ability tq
meet its published processing time goals by reporting on the volupeding
applications by Center or Field Office.

Scope of Data

This measure is based on the volume in Active Pending statug@®N
applications Applications are classified in an Active Suspense category if the
applicant has failed the English/Civicsjtérement and is waiting the statutory
period between testing attempts, if the applicant has requested rescheduling
required interview, or if the case is awaiting additional evidence from the
customer Active Suspense cases are not included inntlgasure Active
Suspense categories include: Pending Request for Evidence or Intent to
Deny/Revoke and Pending RR&am as requested by the custanidne measure
excludes naturalization applications based on eligibility from service in the A
Forces bthe United States.

U.S. Department of Homeland Security
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Data Source

Offices selfreport data to the USCIS Office of Performance & Quality (OPQ)
primarily through the Performance Reporting Tool (PRThe National Benefits
Center (NBC) also sends an import file to OPQ which contains data4®d0
non-military cases at the NBAn addition, the Nebraska Service Center (NSC
submits an Excel report to OPQ for cases associated with spouses of memb
the Armed ForcesThe PRT submissions by the offices, as well as the NBC
import file andthe NSC Excel file are uploaded into a database.

Data Collection Methodology

On a monthly basis, OPQ collects performance data-d@MWapplications
received, completed, and pending t
Excel file. The data is thensed to calculate the average cycle time, expresse
months relative to the volume of applications in Active Pending status. The
Time, reflected in months (e.g. 5.0 months), measures only the pending volu
Active Pending status, deducting frabnoss Pending the total volume of cases
subject to customanduced delays, categorized as Active Suspense.

Reliability Index

Reliable

Explanation of Data
Reliability Check

OPQ conducts monthly quality control reviews of the data reported to ensurg
integrity.

Performance Measure

Percent of applications for citizenship and immigration benefits not approved
following a potential finding of fraud

Program

Fraud Prevention and Detection Account

Description

This measure reflects the agency's capdoiprevent fraud, abuse, and
exploitation of the immigration system, and address systemic vulnerabilities
threaten its integrity. By not approving (denial, abandonment, withdrawal, et
benefits to individuals potentially attempting to commit fraumd who were not
eligible for a waiver or exemptions, USCIS is actively eliminating vulnerabiliti
and identifying ways to continue to deter and prevent fraud in the future. As
result, those instances where benefits are approved should be very low.

Scope of Data

A sample of case management entities that contain Statements of Findings
of AFraud Foundo aSamplaszeshretaken to achieéve
exceed a .05 margin of errofhe sample size will be a minimum of 1,000 casq
USCIS limits data to those fraud investigations completed in the previous fis
year and stored at the National Records Cerfbe completion of a fraud
investigation is followed by additional adjudications processing time and ther
records transferrgptime to the National Records Cent@herefore, while many
of the fraud investigations may be completed in one fiscal year they may not
final adjudicative decisions made and be permanently stored until the followi
year.

Data Source

A sample of ase management entities will be pulled from the FEEN$a System
(DS) and physical alien files will be reviewetihe results of the review are
stored electronically on a SharePoint page and can be produced for review.

Data Collection Methodology

The perentage will be estimated using a sample of cases from the Fraud
Detection and National Security Data System (FED&, which contain
Statements of Fi ndi n.gThesan®le Eases wilbble
physically reviewed in order to identify if a befit was denied If a benefit was
granted after a SOF of fAFr auG@aseswhera
a legal waiver, statutory exemption, additional information (e.g. Request for
Evidence) that overcame the initial finding of fraud, mudtiBiOFs associated or
the same case management entity, or the case was resolved by the courts W
excluded from the final percentage calculation as legitimate exemptamling
applications are not included in the calculation.

Reliability Index

Reliable

Explanation of Data
Reliability Check

I n cases where a benefit was appro
file will be rated by at least twmpersonnel to cross validate the survey resuits
third, senior reviewer is available in rarases where reviewers disagree on the
reason for an approved benefit.
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Performance Measure

Percent of customers satisfied with the citizenship and immigregiated
support received from the National Customer Service Center

Program

ImmigrationExaminations Fee Account

Description

This measure gauges the overall customer rating of the support received fro
National Customer Service Centérhis measure is based on the results from ]
following areas: 1) Accuracy of information; 2) Resporsiess to customer
inquiries; 3) Accessibility to information; and 4) Customer satisfaction.

Scope of Data

The National Customer Service Center (NCSC) captures the telephone num
incoming calls and the level of service reached by each Thé dah is then
downloaded into a master file, resulting in a database with approximately 12
phone numbersDuplicate phone numbers and calls with duration of less than
minute are eliminatedThe data is then randomized using a query which
randomly asigns different values to each record and sorts the records by val
The first 5,000 records are selectéithe telephone number data is retrieved for
the week preceding the execution of the phone survey so that the target pop
is contacted for theurvey within approximately one week of having called the
NCSC 806Line to capture the customers' most recent experience.

Data Source

Data is captured via phone interview and stored in a Statistical Package for {
Social Sciences (SPSS) database.

DataCollection Methodology

On a monthly basis, data is captured from the survey sample. Data is collec
using prescribed totals for differ
population a random sample is contacted. The data collection cantintiea
sufficient number of respondents complete the survey. The survey question
pertains to this measure i s AHow s
the last time you called the 8@@ne. This includes the recording and any agen
representative®. Reports are then generated to calculate the results for this
measure.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The survey is performed by an independent contractor and the results are re
using standardtatistical practices to ensure the appropriate level of confideng

Performance Measure

Percent of students enrolled in classes under the Citizenship and Integration
Program that show educational gains

Program

Immigration Examinations Fee Accdun

Description

This measure reports on the success of grant recipients to increase knowled
English necessary for students receiving services under the program to pass
naturalization testUnder the Citizenship and Integration Grant Program, grarn
recipients are required to use a nationally normed standardized test of Englig
language proficiency for student placement and assessment of progress. THh
measure evaluates the percentage of students receiving these services who
demonstrate an increasescore

Scope of Data

This measure will draw on cumulative English language proficiency test resu
for Q1-Q3 of the fiscal year; Q4 data is not included due to the lag in the rece
of performance dataThe measure will only include results fratudents who
receive services from a grant recipient and weregnd postested.

U.S. Department of Homeland Security
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Data Source

The data source is the Office of Citizenship (OoC) Database Management T
owned by OoC and is located on the USCIS Enterprise Collaboration Netwo
(ECN). The measure will be tracked using quarterly grant recipient performa
reports submitted in MS Excel formaEor each permanent resident who receiy
citizenship instruction and/or naturalization application services under the gr
program, each granteipient must provide information on the services actually
provided, including dates of enrollment in citizenship class and pre antegbst
scores These reports are submitted quarterly within 30 days of the conclusio
each quarterThe data containtin each quarterly report is then reviewed,
uploaded into the data source, and analyzed by Office of Citizenship prograr
officers.

Data Collection Methodology

Grant recipients complete and submit quarterly reports via email within 30 d4
the end of ach quarter The calculation is the total number of students who we
pre and postested and who scored higher on the {test divided by the total
number of students who were pre and fiested through Q3.

Reliability Index

Reliable

Explanation of [ta
Reliability Check

The reliability of this measure will be established through uniform data colleg
and reporting procedures, ongoing folleyy with grant recipients on informatior|
included in the quarterly reports, and through onsite monitorints ves
necessaryAll grant recipients will receive training at the beginning of the
performance period on how to complete the quarterly report fofine Office of
Citizenship will provide written feedback on each quarterly report, and will ag
grant reipients for clarification if there are questions about information in the
reports The Office of Citizenship will annually conduct onsite monitoring visit
to approximately on¢hird of all new grant recipientsDuring these visits,
program staff membesrreview records (e.g. student intake forms, classroom
attendance sheets, student assessment scores, copies of filed-E00s\ Btc.)
that were used to compile data for the quarterly reports.

Performance Measure

Percent of workers determined to be "Employment Authorized" after an initia
mismatch

Program

Employment Status Verification

Description

This measure assesses the accuracy of-thexify process by assessing the
percent of employment verification rectie that are not positively resolved at
time of initial review.

Scope of Data

Only E-Verify cases where a Tentatve N@ho nf i r mat i on
results in a finding of
measure.

(or
AEmpl oy men

Data Source

Data source for this measure is stored in the Verification Information System
(vIE's), a USCI S6s centralized compo
immigration status from various DHS databases for benefits determination a
employment authorization.

Data Collection Methodology

All steps of the EVerify process are automatically captured in VIS as they ocg
and records of each case are made available for reporting purposes
standardized summary of case outcomes is retrieved quarterly, providmthéo
numerator and denominator for this measure.

Reliability Index

Reliable

Explanation of Data
Reliability Check

E-Verify transaction data are extracted quarterly from the VIS by the contrac
that manages VISAn algorithm is then applied to thtata to remove all
duplicate and invalid querieS he data are referred to the USCIS Verification
Division for review and clearance.
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U.S. Coast Guard

Performance Measure

Availability of maritime navigation aids

Program

Operations and Support

Description

This measure indicates the hours that shemge federal Aids to Navigation are
available. The aid availability rate is based on an international measuremen
standard established by the International Association of Marine Aids to
Navigation ad Lighthouse Authorities (IALA) (Recommendatiorl30) in
December 2004. A sherange Aid to Navigation is counted as not being
available from the initial time a discrepancy is reported until the time the
discrepancy is corrected.

Scope of Data

The meaure is the hours short range Aids to Navigation were available as a
percent of total hours they were expected to be available.

Data Source

The Integrated Aids to Navigation Information SystePATIONIS) is the official
system used by the U.S. Coast Guardtore pertinent information relating to
shortrange aids to navigation.

Data Collection Methodology

Trained personnel in each District input data on aid availability in the Integra
Aids to Navigation Information SystemATONIS) system. The totdime short
range Aids to Navigation are expected to be available is determined by
multiplying the total number of federal aids by the number of days in the repq
period they were deployed, by 24 hours. The result of the aid availability
calculation $ dependent on the number of federal aids in the system on the d
report is run. The calculation is determined by dividing the time that Aids arg
available by the time that Aids are targeted to be available.

Reliability Index

Reliable

Explanationof Data
Reliability Check

To ensure consistency and integrity, data entry in-A€DNIS system is limited
to specially trained personnel in each District. Quality control and data revie
completed through U.S. Coast Guard and National Ocean Servipespes of

generating local Notices to Mariners, as well as by designated Unit and Distr
personnel. Temporary changes to the shamrge Aids to Navigation System arg
not considered discrepancies due to the number of aids in the system on the
thereport is run.

Performance Measure

Fishing regulation compliance rate

Program

Operations and Support

Description

The U.S. Coast Guard uses the percentage of fishing vessels observed at s¢
complying with domestic regulations as a measure of the Gagst's activities
and their impact on the health and wading of U.S. fisheries and marine
protected species. This specific measure reflects the percent of boardings 4
by the U.S. Coast Guard during which no significant violations of domestic
fisheries regulations are detected.

Scope of Data

This measure addresses compliance in and around domestic fisheries. Mos|
inspections take place on U.S. commercial fishing vessels inside the U.S.
Exclusive Economic Zone (EEZ), but the measure also incindpsctions of (a)
U.S. commercial and recreational fishing vessels outside the U.S. EEZ, (b) f
fishing vessels permitted inside the U.S. EEZ, (c) recreational fishing vessels
the U.S. EEZ, and (d) U.S. commercial and recreational fishing véssiels the
portion of state waters that extends from three to nine nautical miles seawar
the boundary line.

Data Source

Boardings and violations are documented by U.S. Coast Guard Report of
Boarding Forms and entered into the Marine Information féetgand Law
Enforcement (MISLE) database.

U.S. Department of Homeland Security
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Data Collection Methodology

U.S. Coast Guard units enter their enforcement data directly into the MISLE
database after completion of fisheries enforcement boardings. Each year a
compliance rate is calculated file data quality. This is determined by dividin
the total number of Living Marine Resources boardings without a significant
number of violations by the total number of Living Marine Resources boardin

Reliability Index

Reliable

Explanation of Data
Reliability Check

The program manager reviews entries into MISLE database monthly and
compares to other sources of information (i.e., aftgion reports, message
traffic, etc.) to assess reliability of the database. District, Area, and Headqug
law enforcement staffs review, validate, and assess the data on a quarterly G
part of the Law Enforcement Planning and Assessment System.

Performance Measure

Interdiction rate of foreign fishing vessels violating U.S. watiiesv Measure)

Program

Opeaations and Support

Description

This measure reports the percent of detected incursions into the U.S. Exclus
Economic Zone (EEZ) by foreign fishing vessels that are interdicted by the C
Guard Preventing illegal foreign fishing vessels from encloag on the
Exclusive Economic Zone (EEZ) is a priority for the Coast Gu&areign
fishing fleets steal a valuable resource, resulting in a total economic loss to t
American publi c. Protecting the |
ensuing the health of U.S. fisheries is a vital part of the Coast Guard missiorn

Scope of Data

The measure includes foreign vessels illegally fishing inside the U.S. Exclusi
economic Zone (EEZ) detected by the Coast Guard and incursions by foreig
fishing vessels reported by other sources, which reports or intelligence are ju
by Coast Guard agrational commanders as valid enough to order a response
MagnusonStevens Act, Title 16 of the U.S. Code defines terms necessary fo
identifying an incursiod such as fishing, fishing vessel, foreign fishiat;

and establishes an exemption for eational fishing.

Data Source

Source data is collected from Living Marine Resource Enforcement Summar
Reports and recorded in the Coast
Law Enforcement (MISLE) system.

Data Collection Methodology

Results for aigen year are the number of Coast Guard interdictions of foreig
fishing vessels expressed as a percentage of the total number of incursions
U.S. Exclusive Economic Zone (EEZ) by foreign fishing vessels detected by
Coast Guard, or reported byher sources and judged by operational commang
as valid enough to order a response.

Reliability Index

Reliable

Explanation of Data
Reliability Check

To ensure consistency and integrity, MISLE data entry is controlled through
program logic and pulloinn menus that require key elements, prohibit the
inappropriate, and limit choices to pdetermined optionsThe LMR
Enforcement Summary Report purpose, format and submission requirement
guidance on the use of MISLE, are provided in the Maritime Eaforcement
Manual. Comprehensive training and these user guides help ensure reliabili
and the application itself contains embedded Help screens. Additionally, Dig
summaries of EEZ cases are reviewed monthly by Areas and submitted to th
Coast @ard Office of Maritime Law Enforcement (CKALE), and these and
other sources of information are used to assess the reliability of the MISLE
database.

Performance Measure

Migrant interdiction effectiveness in the maritimeveonment

Program Operationsand Support
Description This measure reports the percent of detected undocumented migrants of all
nationalities who were interdicted by the U.S. Coast Guard and partners via
maritime routes.
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Scope of Data

This measure tracks interdiction of migrafrtem all nationalities attempting
direct entry by maritime means into the United States, its possessions, or
territories.

Data Source

Interdiction information is obtained through the U.S. Coast Guard Marine
Information for Safety and Law Enforcement (MISLdatabase, and Customs
and Border Protection records.

Data Collection Methodology

The interdiction rate compares the number of migrants interdicted at sea by
Coast Guard, other law enforcement agencies, or foreign navies, and decea
migrants receered from smuggling events, to the total number of migrants
interdicted at sea plus the migrants that landed in the US, its territories, or
possessionsMigrant landing information is obtained through the analysis of
abandoned vessels, other evidencmigfrant activity that indicate the number o
migrants evading law enforcement, successfully landing in the U.S., migrant
captured by law enforcement entities in the U.S., anereptirting by migrants
(Cuban migrants are allowed to stay once arrivinpénU.S. and typically report
their arrival) The U.S. Coast Guard Intelligence Coordination Center compilé
and analyzes landing informatiobata collection is managed by the Migrant
Interdiction Program Manager.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The numbers of illegal migrants entering the U.S. by maritime means, particl
non-Cubans, is subject to estimating error due to migrant efforts to avoid law
enforcement Arrival numbers for Cubans tend to be mozbable than other
nationalities as immigration law allows Cubans to stay in the US once reachi
shore, which encourages sadporting of arrival Over the last 5 years, Cubans
have constituted approximately one quarter to one half of all maritimemigr
interdictions Migrant landing information is validated across multiple sourceg
using established intelligence rules that favor conservative estimates.

Performance Measure

Number of breaches at high risk maritime facilitjsigw)

Program

Operationsand Support

Description

This measure reports the number of breaches of security incidents at facilitig
subject to the Maritime Transportation Security Act (MTSA) where no
Transportation Security Incident has occurred, but established security meas
have been circumvented, eluded or violated. MTSA facilities are a high risk
subset of the national waterfront facility population given the nature of their
activities and/or the products they handle; which pose a greater risk for signi
loss of life,environmental damage, or economic disruption if attacké@SA
regulated facilities constitute a more than 3400 ‘igk subset of all waterfront
facilities. They are facilities that handle certain dangerous cargoes, liquid ng
gas or transfer oilrchazardous materials in bulk; or receive foreign cargo vess
greater than 100 gross tons, U.S. cargo vessels greater than 100 gross tons
carrying certain dangerous cargoes, or vessels carrying more than 150 pass|

Scope of Data

The scope of thimeasure includes incidents that occur at any of the more thg
3,400 maritime facilities subject to Maritime Transportation Security Act
regulation, which are investigated and confirmed incidents where no
Transportation Security Incident has occurred, Btatdished security measures
have been circumvented, eluded or violated.

Data Source

The data source for this measure is the Coast Guard Marine Information for
and Law Enforcement (MISLE) database as a Breach of Security Investigati

Data Colletion Methodology

Qualified Coast Guard Inspectors investigate incidents reported to the Natiol
Response Center by MTSA regulated facilities where security measures hav
circumvented, eluded or violated. Verified incidents are documented in the (
Guard Marine Information for Safety and Law Enforcement (MISLE) databag
a Breach of Security InvestigatiofResults for a given year are the total numbg
of confirmed breaches of security that occurred over the pasiohehs at any of
the more thai3,400 MTSA regulated facilities.

U.S. Department of Homeland Security
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Reliability Index Reliable
Explanation of Data To ensure consistency and integrity, MISLE data entry is controlled through
Reliability Check program logic and pulown menus that require key elements, prohibit the

inappopriate, and limit choices to pdetermined optionsComprehensive
training and user guides help ensure reliability and the MISLE application its
contains embedded Help screens. Data verification and validation is also aff
through regular recds review by the Office of Investigations and Casualty
Analysis (CGINV) and Coast Guard Program managers.

Performance Measure Number of detected incursions of foreign fishing vessels violating U.S. water
(Retired Measure)

Program Operations an&upport

Description This measure is the number of detected illegal fishing incursions into the U.S

Exclusive Economic Zone (EEZ). Incursions detected by both the U.S. Coag
Guard and other sources are included when the reports are judged by opera
commanders as being of sufficient validity to order resources to respond.
Scope of Data This measure includes incursions of foreign fishing vessels detected by the |
Coast Guard or other sources that results in either: 1) significant damage or
to U.S. fish stocks (based on volume extracted or status of stock targeted); 2
significant financial impact due to volume and value of target fish stocks; 3)
significant sovereignty concerns due to uncertainty or disagreement with fore
neighbors over tU.S. EEZ border. Standard rules of evidence (i.e. position
accuracy) do not apply in determining detections; if a detection is reasonably,
believed to have occurred, it is counted. Reports of foreign fishing vessels
illegally fishing inside the U.SEEZ are counted as detections when these rep
are judged by operational commanders as being of sufficient validity to orde
available resources to respond.
Data Source Data for the measure are collected through the Marine Information for Safety
Law Enforcement (MISLE) system and from U.S. Coast Guard units patrollin
the Exclusive Economic Zone. The information is consolidated at U.S. Coas
Guard HQ through monthly messages from the Area Commanders.

Data Collection Methodology Data for the measui@e collected through the MISLE system and from U.S.
Coast Guard units patrolling the Exclusive Economic Zone. The information
consolidated at U.S. Coast Guard HQ through monthly messages from the A
Commanders. The number of incursions is caledldy including incursions of
foreign fishing vessels detected by the U.S. Coast Guard or other sources th
results in: significant damage or impact to U.S. fish stocks (based on volumg
extracted or status of stock targeted); significant financial inghaeto volume
and value of target fish stocks; significant sovereignty concerns due to uncel
or disagreement with foreign neighbors over the U.S. EEZ border.

Reliability Index Reliable
Explanation of Data The program manag€€G-3RPL) reviews entries into MISLE database month
Reliability Check and compares to other sources of information (i.e., after action reports, mesg

traffic, etc.) to assess reliability of the database.

Performance Measure Percent of people in imminent danger savethe maritime environment
Program Operations and Support
Description This is a measure of the percent of people who were in imminent danger on

oceans and other waterways and whose lives were saved by U.S Coast Gug
The number of lives lost beferand after the U.S Coast Guard is notified and t
number of persons missing at the end of search operations are factored into
percentage. Several factors hinder successful response including untimely ¢
notification to the U.S Coast Guardcorrect distress site location reporting,
severe weather conditions at the distress site, and distance to the scene.
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Scope of Data

One hundred percent of the maritime distress incidents reported to the U.S.

Guard are collected in the Marih&ormation for Safety and Law Enforcement

(MISLE) database. The scope is narrowed to include only cases where ther
a positive data element in the field lives saved, lives lost before notification, |
lost after notification, or lives unaccountted. The scope of this data is further
narrowed by excluding any case reports with eleven or more lives saved and
lost in a single incident. Data accuracy is limited by two the rescuer's subjeg
interpretation of the policy criteria for the datamidives saved (for instance, wa
the life saved or simply assisted).

Data Source

The data source is the U.S. Coast Guard's MISLE database.

Data Collection Methodology

Operational units input Search and Rescue data directly into the MISLE datg
Pragram review and analysis occurs at the Districts, Area, and Headquarters
levels. First, one hundred percent of the maritime distress incidents reporteq
the U.S. Coast Guard are collected in the MISLE database. Then, these rep
are narrowed to inctle only cases where there was a positive data element in
fields lives saved, lives lost before notification, lives lost after notification, or
lives unaccounted for. The scope of this data is further narrowed by excludi
any case reports with elevenmore lives saved and/or lost in a single incident
which would overweight and mask other trends. After the data is properly sg
the percentage of people in imminent danger saved in the maritime environn
calculated by dividing the number ofgue saved by the total number of peopld
in imminent danger.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Checks on data input are made by individual case owners during the case
documentation processeBata is reviewed by the SAR BBion Coordinator
either at the District or Sector leveThis review occurs when cases are validat
during a Search and Rescue case and after a case is concluded when the cg
reviewed by individuals formally charged with that revielata is also erified
quarterly by the Headquarters program manager via data extraction and che
anomalies within the datal'he database includes biitt prompts to check
questionable data.

Performance Measure

Security compliance rate for high risk maritifieeilities (Retired Measure)

Program

Operations and Support

Description

This measure is a leading indicator of maritime facility security and resiliency
our nat i Gompliancepobhigh risk (Maritime Transportation Security
Act (MTSA)) facilities is determined based upon finding a major problem dur
an inspection, requiring a notice of violation or civil penalB§TSA facilities are
a high risk subset of the national waterfront facility population given the natu
their activities and/othe products they handle; which pose a greater risk for
significant loss of life, environmental damage, or economic disruption if attac
This subset is approximately 3,100 faciliti€he Coast Guard completes one
scheduled and one unschedulespection on each facility annuallyrhis
measure provides insight into resiliency by verifying MTSA facilities maintain
proper access safeguards and exercise approved plans/procedures to preve
react to security emergencies; making them bettezdtit resist, adapt, and
recover to adversity or disruption.
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Scope of Data

MTSA facilities are a high risk subset of the entire national waterfront facility
population given the nature of their activities and/or the products they handlg
which pose a greer risk for significant loss of life, environmental damage, or
economic disruption if attacked. MTSA regulation applies to facilities that:
handle dangerous cargoes, liquid natural gas, or transfer oil or hazardous m
in bulk; or receive vesselkdt: carry more than 150 passengers, are foreign cg
vessels greater than 100 gross tons, or are U.S. cargo vessels greater than
gross tons carrying dangerous cargoes as prescribed by Federal Reguldtion
does not apply to facilities that haaavaiver or exemption including facilities
that: are U.S. military, do not store minimum established amounts of danger
cargoes, are shipyards, or are deemed public access facilitissmeasure
includes the results from annual Coast Guard secuspeictions conducted on g
MTSA-regulated facilities

Data Source

The data source is Marine Information for Safety and Emforcement database
(MISLE).

Data Collection Methodology

Results of MTSA compliance examinations and security spot checkstared

into the Marine Information for Safety and Law Enforcement database. Data
collected centrally by a H@@vel office responsible for compliance. The percer
calculated by dividing the number of MTSA facilities who did not receive a ng
of violation and/or civil penalty by the total nunmla MTSA facilities inspected.

Reliability Index

Reliable

Explanation of Data
Reliability Check

There is no material inadequacy in the data, i.e., those that significantly impe
the use of program performee data by agency managers and government
decision makers.

Performance Measure

Threeyear average number of serious marine incidents

Program

Operations and Support

Description

This measure reports the thrgear average number of Serious Matineidents
as defined by 46 CFR 4.€3 which include: death or injury requiring
professional treatment beyond first aid, reportable property damage greater
$100,000, actual or constructive loss of certain vessels, discharge of oil of 1(
gallons omore; or a discharge of a reportable quantity of a hazardous substg

Scope of Data

This measure reports the thrgear average number of serious marine incident
defined in 46 CFR 4.03. Serious Marine Incidents include any marine casug
or acédent defined by 46 CFR 4.6Bwhich meets defined thresholds. These
include: death or injury requiring professional treatment beyond first aid,
reportable property damage greater than $100,000, actual or constructive 10
certain vessels, dischargeaif of 10,000 gallons or more; or a discharge of a
reportable quantity of a hazardous substance.

Data Source

Serious Marine Incidents are recorded in the Marine Information for Safety a
Law Enforcement (MISLE) database

Data Collection Methodology

To dbtain serious marine incidents, investigations recorded in the MISLE dat
are counted Commercial mariner deaths and injuries include casualties of
crewmembers or employees aboard U.S. commercial vessels in U.S. waters
Passenger deaths and injuiiieslude casualties from passenger vessels opera
in U.S. waters (disappearances or injuries associated with diving activities a
excluded) Oil discharges of 10,000 gallons or more into navigable waterway
the U.S. and reportable quantities of hrdpais substances, whether or not
resulting from a marine casualty, are included. The these average for a give
year is calculated by taking the average of the number of serious marine inci
for the most recent three yeaBue to delayed receiptf some reports, publisheg
data is subject to revision with the greatest impact on recent quarters.

Reliability Index

Reliable
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Explanation of Data
Reliability Check

To ensure consistency and integrity, MISLE data entry is controlled through
programlogic and puldown menus that require key elements, prohibit the
inappropriate, and limit choices to pdetermined optionsComprehensive
training and user guides help ensure reliability and the application itself cont
embedded Help screenslISLE system quality control, and data verification af
validation, is affected through regular review of records by the U.S. Coast Gl
Office of Investigations and AnalysiMISLE system quality control, and data
verification and validation, is affected thugh regular review of records by the
Coast Guard Office of Investigations and Casualty Analysis.

U.S. Secret Service

Performance Measure

Amount of dollar loss prevented by Secret Service cyber investigations (in
millions)

Program

Field Operations

Description

This measure is an estimate of the direct dollar loss to the public prevented (
cyber investigations by Secret Service. The dollar loss prevented is based o
estimated amount of cyber losses that would have occurred had the offende
been identified nor the criminal enterprise interrupted. The measure reflects
Secret Servicebs efforts to reduce

Scope of Data

This measure is an estimate of the direct dollar loss to the public pre\ckredo
cyber crime investigations by the Secret Serviggor is due to lag time in data
entry or corrections to historical data.

Data Source

The Cyber Crimes Loss Prevented measure is collected from the Field

Investigative Reporting System (FIRS)his system is used by all Secret Servi
investigative field offices, and provides a means of record keeping for all cas
subject information.

Data Collection Methodology

The Secret Service collects data on its cyber investigations through its case
management system known as the Field Investigative Reporting System (FIR
Data is input to FIRS via Secret Service personnel located in field offices
throughout the United States and oversd2ata pertaining to this particular
measure (loss preventedpaxtracted from FIRS by designated cyber crime ¢
violation codes and the dates these cases were clobeddata is then aggregate
up to the highest levels by month, year, office, and Sewide. This
information is then reported through varionuanagement and statistical reports
Secret Service headquarters program managers, field offices, and the Depa
of Homeland Security.

Reliability Index

Reliable

Explanation of Data
Reliability Check

FIRS has many features built into it in ordeptovide the most accurate data
possible. Along with the mainframe security features, there are many edit ch
built into the applications to ensure the accuracy and validity of the data. Onl
authorized headquarters and field personnel have accessplieations, and
they are governed by specific procedures to input case and arrest data. An g
audit is conducted and recurring verification reports are generated and revie
reduce errors and ensure data accuracy.

U.S. Department of Homeland Security
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Performance Measure Financial crimes loss prevented through a criminal investigation (in billions)
Program Field Operations
Description An estimate of the direct dollar loss to the public that was prevented due to S

Service intervention or interruption of a criminainture through a criminal
investigation. This estimate is based on the likely amount of financial crime
would have occurred had the offender not been identified nor the criminal
enterprise disrupted, and reflects the Secret Service's efforts tee riuncial
losses to the public attributable to financial crimes.

Scope of Data This measure reports an estimate of the direct dollar loss prevented due to S
Service intervention/interruption of a criminal venture through a criminal
investigation. Error is due to lag time in data entry or corrections to historical
data.

Data Source The Financial Crimes Loss Prevented measure is collected from the Field
Investigative Reporting System (FIRS). This system is used by all Secret Se
investigative ield offices, and provides a means of record keeping for all case
subject information.

Data Collection Methodology The Secret Service collects data on its multitude of criminal investigations
through its case management system known as the Fieldigate® Reporting
System (FIRS). Data is input to FIRS via Secret Service personnel located i
offices throughout the United States and overseas. Data pertaining to this
particular measure (loss prevented) are extracted FIRS by designated finang
crime case violation codes and the dates these cases were closed. The dat
aggregated up to the highest levels by monthr,yaffice, and Servicwide. This
information is then reported through various management and statistical rep
Secet Service headquarters program managers, field offices, and the Depar
of Homeland Security.

Reliability Index Reliable
Explanation of Data FIRS has many features built into it in order to provide the most accurate dat
Reliability Check possible. Along with the mainframe security features, there are many edit chg

built into the applications to ensure the accuracy and validity of the data. On
authorized headquarters and field personnel have access to the applications
they are governed Igpecific procedures to input case and arrest data. An an
audit is conducted and recurring verification reports are generated and revie
reduce errors and ensure data accuracy.

Performance Measure Number of cyber mitigation responses
Program Field Operations
Description This measure represents the number of cyber mitigation responses provided

U.S. Secret Service (USSS). The USSS responds to organizations that susp
malicious network intrusion has occurred and implements mitigagigponses to
secure the network(s). Each cyber mitigation response involves one or more
following activities related to a particular network intrusion: identifying potent
victims/subjects, notifying victims/subjects, interviewing victims/subjects
confirming network intrusion, supporting mitigation of breach activity, and
retrieving and analyzing forensic evidenc&ate or €deral arrests resulting from
and/or related to these intrusions are measured separately.

Scope of Data Performance datia based on the number of cyber mitigation responses cond
by the USSS within the given reporting period.
Data Source The scope of this measure includes all cyber mitigation response data is coll

from an application in the Field Investigative Rejing System (FIRS) called the
Network Intrusion Action Center (NIAC)This system is used by all USSS
investigative field offices and provides actionable intelligence for network
defense.
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Data Collection Methodology

Data pertaining to this measureeigracted from the NIAC system on a quarter
basis and aggregated by the quarter and fiscal year entered. This informatio
then reported through various management and statistical reports to USSS
headquarters program managers, field offices, and tharfeent of Homeland
Security.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Only authorized USSS personnel have access to the applications. Once the
has been aggregated, it is double checked for verification and to ensure datg
aauracy.

Performance Measure

Number of financial accounts recovered (in millions)

Program

Field Operations

Description

This measure represents the number of financial accounts recovered during
investigations. Financial accounts include bankounts, credit card accounts,
PayPal and other online money transfer accounts.

Scope of Data

This measure represents the number of financial accounts recovered during
investigations.

Data Source

The Financial Accounts measure is collected fromRield Investigative
Reporting System (FIRS). This system is used by all Secret Service investig
field offices, and provides a means of record keeping for all case and subjec
information.

Data Collection Methodology

The Secret Service collects dataits cyber investigations through its case
management system, Field Investigative Reporting System (FIRS). Data is if
FIRS via Secret Service personnel located in field offices throughout the Uni
States and overseas. Data pertaining to this pétimeasure (financial account
recovered) are extracted from FIRS by designated cyber crime case violatior
codes and the dates these cases were clds$eddata is then aggregated up to {
highest levels by month, year, office, and Servigge. Thisinformation is then
reported through various management and statistical reports to Secret Servi
headquarters program managers, field offices, and the Department of Home
Security.

Reliability Index

Reliable

Explanation of Data
Reliability Check

FIRS has many features built into it in order to provide the most accurate daf
possible. Along with the mainframe security features, there are many edit chg
built into the applications to ensure the accuracy and validity of the data. Onl
authorized bkadquarters and field personnel have access to the applications,
they are governed by specific procedures to input case and arrest data. An g
audit is conducted and recurring verification reports are generated and revie
reduce errors and em® data accuracy.

Performance Measure

Number of law enforcement individuals trained in cybercrime and cyber foref
both domestically and overseas

Program

Field Operations

Description

This measure represents the number of individuals trained arayie and
cyber forensics by the Secret Servidénis specialized technical training occurs
both domestically and overseas in an effort to strengthen our ability to fight G
crime.

Scope of Data

This measure captures the total number of individwaised by the Secret
Service in cybercrime and cyber forensics.

Data Source

Data on individuals trained by the USSS is currently collected through intern
tracking devicesWe are attempting to move towards an enterprise solution t
allow for easier dtaset extraction and analysis.

U.S. Department of Homeland Security
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Data Collection Methodology

Data is entered through internal tracking devices by authorized Secret Servi
personnel.Quarterly data is then extracted from the database and aggregate
to the highest levels by month apelar. Training data is collected and aggregat
by the number of individuals who attend each training clBexause of this, the
potential exists for counting unique individuals multiple times if they attend m
than one training per fiscal year.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Only authorized Secret Service personnel have access to the applications. Q
the data has been aggregated, it is double checked for verification and to en
data accuracy.

Performancévieasure Percent of currency identified as counterfeit
Program Field Operations
Description The dollar value of counterfeit notes passed on the public reported as a perg

dollars of genuine currency. This measure is calculated by dividing the dollg
value of counterfeit notes passed by the dollar value of genuine currency in
circulation. This measure is an indicator of the proportion of counterfeit currg
relative to the amount of genuine U.S. Currency in circulation, and reflects g
efforts toreduce financial losses to the public attributable to counterfeit curre

Scope of Data

This measure is an indicator of the proportion of counterfeit currency relative
the amount of genuine U.S. currency in circulation. The measure reports the
dollar value of counterfeit notes passed on the public as a percent of dollars
genuine currency. Past audits indicate that overall error rates are less than
percent. Error is due to lag time in data entry or corrections to historical datg

DataSource

All Counterfeit program measures are collected from the Counterfeit/Contral
System. This system is used by all Secret Service investigative field offices,
provides a means of record keeping for all case and subject information.

Data Colledbn Methodology

The Secret Service collects data on global counterfeit activity through the
Counterfeit Tracking Application database. Data is input to the Counterfeit
Tracking Application via Secret Service personnel located in field offices
throughout tke United States and overseas. Data pertaining to this particular
measure are extracted from the Counterfeit Tracking Application by designat
counterfeit note classifications, their dollar value, and the dates the counterfg
data was recorded in the sist. The counterfeit data (dollar value of notes pag
on the public) is then aggregated up to the highest levels by month, year, off
and Servicaewide and then compared to the amount of US dollars in circulatio
(reported from the US Department of fheeasury). This information is then
calculated as a percent and reported through various management and stati
reports to Secret Service headquarters program managers, field offices, and
Department of Homeland Security.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The Counterfeit Tracking Application database has many features built into i
order to provide the most accurate data possible. Along with the mainframe
security features, there are many edit checks built i@@gplications to ensure
the accuracy and validity of the data. Only authorized headquarters and fielg
personnel have access to the applications, and they are governed by specifi
procedures to input case and arrest data. Recurring verification regorts a
generated and reviewed to ensure data accuracy.

Performance Measure

Percent of National Center for Missing and Exploited Children (NCMEC)
examinations requested that are conducted

Program Field Operations
Description This measure represents fhercentage of Secret Service computer and polygr
forensic exams conducted in support of any investigation involving missing g
exploited children in relation to the number of computer and polygraph foren
exams requested.
-80- U.S. Department of Homelar®ecurity



FY 20172019 Annual Performance Report

Appendix A

Scope of Data

The scope ofttis measure is the total miber of requested examinatiarsjuested
to support other law enforcement investigations with missing and/or exploite
children cases. Exams are completed at Secret Service field offices and
headquarter offices.

Data Source

Number of computer and forensic exams conducted is collected from the
Electronic Crimes Special Agent Program (ECSAP), used by the Electronic
Crimes Special Agent Program personnel to report forensic examination find

Data Collection Methodology

The Secet Service collects computer and polygraph forensic exam data that
to missing or exploited children investigations through an application in its Fi
Investigative Reporting System. Data is input to Field Investigative Reportin
System via Secr&ervice personnel located in field offices. Data pertaining tq
this particular measure are extracted from Field Investigative Reporting Syst
designated missing or exploited children violation codes and the dates these|
exams were completed. The datéhen aggregated up to the highest levels by
month, year, office, and Serviedde and then compared to the number of
computer and polygraph forensic exams requested by the National Center fqg
Missing and Exploited Children. This information is then méga as a percent
through various management and statistical reports to Secret Service headq
program managers.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Only authorized headquarters and field personnel have accessafiptivations,
and they are governed by specific procedures to input case data. Recurring
verification reports are generated and reviewed to ensure data accuracy.

Performance Measure

Percent of National Special Security Events that were successfullyetechpl

Program

Protective Operations

Description

This measure is a percentage of the total number of National Special Securit
Events (NSSEs) completed in a Fiscal Year that were successful. A success
completed NSSE is one where once the event hasmemced, a security
incident(s) inside the Secret Servigerotected venue did not preclude the ever
agenda from proceeding to its scheduled conclusion.

Scope of Data

The security of protectees is the ultimate priority of the Secret SefViwe.
Secret Service conducts after action reviews to gauge performance of specif
protective operations. These reviews are used to measure how successfully
Secret Service performed its mission and what can be done to increase effic
without compromisig a protectee or event.here is no error rate for this
measure.

Data Source

This program measure originates from the protective event or visit.

Data Collection Methodology

The Secret Service completes an Affetion Report following every National
Speial Security Event.This comprehensive report depicts all aspects of the ¢
to include any and all incidents that occurred during the event. Subsequentl
After-Action reports are reviewed to determine the number of National Speci
Security Evets that were successfully completed. This information is then
calculated as a percentage and reported through various management and
statistical reports to Secret Service headquarters program managers.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Any breach of Protective Operations would be immediately known and subje
a thorough investigation.

Performance Measure

Percent of protectees that arrive and depart safely

Program

Protective Operations

Description

This measure gaugése percent of travel stops where Secret Service protectg
arrive and depart safely. The performance target is always 100%.

U.S. Department of Homeland Security
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Scope of Data

This measure is an indicator of the percentage of travel stops where protectg
arrive and depart safelylhe nunber of protective stops protectees arrive and
depart safely divided by the total number of protective stops protectees arriv
depart.

Data Source

Protective stops information is collected from the Agent Management &
Protection Support SystenThis system is used by Secret Service protective
divisions, and provides a means of record keeping for all protective stops
information.

Data Collection Methodology

Results from Protective Operations, as well as any incident that may occur, g
immediately repded by detail leaders to the Special Agent in Charge, who
submits an After Action Report to Protective Operations program managers,
are disseminated within the organization for further analysimlysts collect
protective travel stops for domestiopectees, foreign dignitaries, and campaig
protectees and aggregate the totals into one measheenumber of inciderree
protection stops is divided by the total number of protection stops to achieve
percent outcome.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Program managers and Operations Research Analysts continually monitor &
review performance, including all instances of arrival and deparmg.breach
of Protective Operations would be immediately known and stufgexthorough
investigation.

Performance Measure

Percent of total protection activities that are inciefee¢ at the White House
Compl ex, Vice Presidentds Residenc

Program

Protective Operations

Description

This measre gauges the percent of instances where the Secret Service prov,
incident free protection to the Wh
and other protected facilities. An incident is defined as someone who is ass
or receives an injurfrom an attack while inside the White House Complex, Vi
President's Residence, or other protected facility.

Scope of Data

Performance data is based on the percentage of days where iii@dent

protection is provided to persons (protectataff/employees, guests, and the
public) inside the White House Com
other protected facilities.

Data Source

The Secret Service conducts after action reviews to gauge performance of s
protective operationsThese reviews are used to measure how successfully th
Secret Service performed its mission and what can be done to increase effic
without compromising a protectee or event.

Data Collection Methodology

Results from Protective Operations, as well@gsiacident that may occur, are
immediately reported by detail leaders to the Special Agent in Charge, who
submits an After Action Report to Protective Operations program managers,
are disseminated within the organization for further analysiglysts aggregate
this information and report it by the number of days incident free protection W
provided at facilities during the fiscal year divided by the number of days in t
fiscal year.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Program managers and Operations Research Analysts continually monitor &
review performanceAny breach of Protective Operations would be immediats
known and subject to a thorough investigation.

-82-

U.S. Department of Homelar®kecurity



FY 20172019 Annual Performance Report Appendix A

Performance Measure

Terabytes of data forensically analyzed for criminal investigations

Program

Field Operations

Description

This measure represents the amount of data, in terabytes, seized and forens
analyzed through Secret Service investigations and those contygiaedners
trained at the National Computer Forensic Institute (NCFHe training of these
law enforcement partners substantially enhances law enforcement efforts to
suppress the continually evolving and increasing number of cyber and electr
crime cases affecting communities nationwide.

Scope of Data

This measure captures the amount of data seized and forensically analyzed
through Secret Service cyber investigations and investigations conducted by
partners trained at the National Computer Foreimsititute (NCFI).

Data Source

Both Secret Service and partner forensic data is collected from an applicatio
the Field Investigative Reporting System (FIRE)RS is used by the Electronic
Crimes Special Agent Program personnel to report forensimieation findings
USSS partners do not have access to FIR&tners submit their terabytes seizg
information through a standardized form to their USSS conftoe USSS
contact then enters this information directly into a partners data colledbieniria
FIRS.

Data Collection Methodology

The Secret Service collects computer and polygraph forensic exam data thrg
an application in its Field Investigative Reporting System (FIR®)th USSS and
partner data is input to FIRS via Secret Service persldocated in field offices

Data pertaining to this particular measure are extracted from FIRS, including
number of terabytes examined, dates these forensic exams were completed
who completed each exarithe data is then aggregated up to tighést levels by
month, year, and office.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Only authorized Secret Service personnel have access to the applications, W
are governed by specific procedures to input case Raaurringverification
reports are generated and reviewed to ensure data accuracy.
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FY 2016-2017 Agency Priority Goal (APG) Measures

APG: Enhance Federal Network Security

Performance Measure Percent of annual assessments completed for the tileety cabineltevel
agencies and orthird of all nonrcabinet level agencies

Program Infrastructure Analysis

Description This measure assesses how many risk and vulnerability assessments (RVA$

completes each year and compares that result to the total nunthegyedéd
Federal, civilian Executive Branch agencies for that year. Each year, DHS W
target 23 cabinet level agencies and-timed of the remaining 102 Federal,
civilian Executive Branch agencies. Therefore, each of the targeted cabinet
agencis will receive an annual RVA, and each other targeted agency will reg
triennial RVAs. DHS leverages cybersecurity assessment methodologies,
commercial best practices and threat intelligence integration that enables
cybersecurity stakeholders to bettewelop decision making and risk
management guidancd he RVA team consists of subject matter experts in
penetration testing methodology and tactical delivery, which includes focusin
web applications, networks, databases, wireless, mobile compceliting,
security, social engineering, social media, and intelligence gathering.

Scope of Data The scope of the data includes all of the assessment findings from the Natio
Cybersecurity Assessment and Technical Services (NCATS) Risk and RVAY
This incluces the 23 cabindével agencies and o#ikird of the remaining 102
Federal, civilian Executive Branch agencies.

Data Source Assessment and countermeasure data are collected and stored by the NCA
using a spreadsheet that tracks RVA engagemémtée future, an NPPD or
Cybersecurity & Communicationside customer relationship management too
will be used. RVAs include external (remote) redentialed scanning along
with penetration testing. Measurements are tracked and stored on the
Cybersearity Assurance Lab network where the penetration testing and rem(
scans are conducted.
Data Collection Methodology A team lead will track the progress of the assessment, which is scoped out V|
the stakeholder in the pessessment walkthrougitheteam lead will then walk
through the assessment methodology and conduct a series of testing that wa
identified by the stakeholder. The information derived from the tests will thei
populate a draft report deliverable. The data used to create the geport i
maintained in a spreadsheet by the NCATS progrimformation on the
spreadsheet includes name of finding, service impacted (if any), detailed fing
NIST Control (if any), standard remediation write up, default finding severity.
The calculation is erived by dividing the number of completed assessments [
the total number required for the fiscal year, which would be 57 (23 cdbimdt
agencies + 1/3 of 102 remaining agencies).

Reliability Index Reliable

Explanation of Data Eachassessment concludes with a final repdtte metric will be compared to

Reliability Check the report by the NCCIC Business Transformation Unit.

Performance Measure Percent of DHS cybersecurity and cyber law enforcement components
participating in automated indicator simg

Program Infrastructure Analysis
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Description

The Federal government can better protect itself through increased informati
sharing. Specifically, automation will increase the speed and volume of thre
indicators that can be shared within governtnesthin the private sector, and
between government and the private sector. DHS, which operates EINSTEI
intrusion detection and prevention capabilities, and indivitiederal, civilian
Executive Branch agencies, can expedite their threat detectidsicakihg
through the automated receipt of threat indicators. In addition to establishing
automated environment for machispeed sharing across the Federal
Government, subject to appropriate privacy safeguards, various DHS compg
can receive and otribute threat indicators to this environment. This measure
assesses the extent to which individual DHS components are participating in
automated indicator sharing environment.

Scope of Data

DHS cybersecurity components are those DHS compométhtsecurity
operation centers (SOCs). This measure includes: DHS Office of Chief
Information Officer (OCIO), National Protection and Programs Directorate
(NPPD), United States Secret Service (USSS), Immigration Customs Enforc
(ICE), United States @ast Guard (USCG), Customs Border Protection (CBP),
Transportation Security Administration (TSA), Federal Law Enforcement
Training Center (FLETC), Federal Emergency Management Agency (FEMA)
U.S. Citizenship and Immigration Services (USCIS).

Data Source

An Excel file maintained by DHS National Cybersecurity & Communications
Integration Center (NCCIC) Technology Support Services (TSS) calgytates
month how many are participating in AlS. Participation in AlS can be with th
private sectorfederal state, local, tribal, territorial, and DHS Components;
however, the data for this measure is only specific to DHS ComporiEmsfile
is available on TSS SharePoint site for approved users.

Data Collection Methodology,

Participation in AlS is determined thwgh the implementation and testing
process, which is tracked by a spreadsheet maintained by DHS NCCIC. To
classified as participating, the component Security Operations Center (SOC)
successfully complete operational testing of one or more typdoofmation flow
through the Trusted Automated Exchange of Indicator Information (TAXII)
server. Results will be tracked through monthly reviews and reported to DHJ
a quarterly basis. The denominator for this measure consists of the total nur
of cybersecurity and cyber law enforcement components within DHS. The
numerator is the number of DHS components participating in automated
information sharing.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The AIS program will make avaltde the data files of the TAXII server.
NPPD/Cyber Security & Communications (CS&C) Enterprise Performance
Management Office (EPMO) will validate the data by quarterly reviewing the
of the TAXII server to verify that components that are reportec tehlaring data
via AIS are doing so.

Performance Measure

Percent of federal, civilian executive branch personnel for whom EINSTEIN
intrusion prevention system coverage has been deployed

Program

Protect Infrastructure

Description

This measure gauges timrusion prevention coverage provided by EINSTEIN
(E2A) Accelerated that is currently operating on civilian executive branch
networks. EA has the capacity to both identify and block known malicious
traffic. This performance measure assesses thatagtavhich DHS has deploye
at least one A countermeasure to protect federal, civilian executive branch (
Financial Officer (CFO) Act agencies. This measure calculates the percenta
CFO Act personnel that are protected by at least onedaBAtermeasure.

Scope of Data

Data are based on all sefported federal, civilian executive branch CFO Act
Department or Agency (D/A) Personal Identity Verification (PI1V) counts as
required by Homeland Security Presidential DirectiZg the date on which the
participating CFO Act DA successfully completes cutover (signifying deploye
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protection by E3A), and the service(s) selected by the participating CFO Act
CFO Act D/A PIV counts provide an estimate of the number of personnel (fe
and contractor) assigned to that CFO B¢A; subsequently it provides an
approximation of size with respect to the .gov population.

Data Source Federal, civilian executive branch CFO Act D/A PIV counts, the services selg
and cutover dates are tracked on the EAXosted E3A Executive Repiing
Tracker, which is a Microsoft Excel spreadsheet. The Network Security Divi
(NSD) Mission Engineering & Technology (ME&T) populates the dates wher
Departments and Agencies become covered by an E3A service, updates D/
counts, and trackgegus towards cutover.

Data Collection Methodology EI NSTEI N i ntrusion prevention syst
the D/A successfully completes routing its traffic through a Domain Name Sg
(DNS) server/service and/or Simple Mail TramdPeotocol (SMTP) server/servig
to be filtered; this is also known as the cutover date. If the D/A opts to use 0
countermeasure (e.g., DNS before getting SMTP) prior to getting the second
earlier date is used as the cutover date. When the cusos@mpleted, all D/A
seats are considered protect®dhen completing the cumulative quarterly
percentage, the numerator consists of the sum of all CFO Act D/A PIV count]
(aka fAseatodo in the reporting track
date and having selected either DNS and/or SMTP; the sum of all known D/4
seats forms the denominator. This fraction is multiplied by 100 to obtain the

percentage.
Reliability Index Reliable
Explanation of Data The NSD ME&T team wilupdate the A Executive Reporting Tracker with
Reliability Check additional D/A PIV counts, D/A cutover dates, and selected E3A services.
Performance Measure Percent of participating federal, civilian executive branch agencies for which

Phase 1 and 2 continuodiegnostics and mitigation tools have been delivered
monitor their networks

Program Protect Infrastructure

Description This performance measure assesses the extent to which DHS has contractu
delivered Continuous Diagnostics and Mitigation (CDMagh 1 (asset
management) and Phase 2 (user management) services and tools to particif
Federal civilian executive branch agencies. Once DHS has delivered the toq
through contract award, agencies must still take action to deploy and operaté
CDM on treir networks By making asset and user management tools availab
agencies can begin to actively manage the risk on their networks.

Scope of Data The scope of the data includes all available data from the Federal Agencies
participating in CDM Phase 1 and Phase 2. The parameters used to define
data included in this measure are the number of agencies with signed
Memorandums of Agreement (MOA) participate in CDM and are included in
the task order groupings to have CDM Phase 1 and Phase 2 tools and servig
delivered to them. The scope captures progress in awarding the contract to
CDM Phase 1 and Phase 2 tools and services to agencties gwey can monitor
their networks for what is on their network (Phase 1) and who is on their nety
(Phase 2).

Data Source The Office of Cybersecurity and Communications' CDM Program Office will
track CDM Blanket Purchase Agreement Task Order 24€1), Task Order
PRIV [Privileges] (Phase 2), and Task Order CRED [Credentials and
Authentication Management] (Phase 2), progress via Contract deliverables g
progress reports provided by Continuous Monitoring as a Service (CMaaS)
providers to the coruicting officer at General Services Administration Federal
Systems Integration and Management Center (GSA FEDSIM). Each event i
captured directly in contract documentation for each participating agency on
monthly basis. Signed MOAs are documented lkey@GDM Program Office and
updated as changes occur.
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Data Collection Methodology

GSA FEDSIM provides monthly reports on Phase 1 and Phase 2 contracts.

reports are analyzed by the CDM Program Office and data for this measure

documented. The CDMrBgram Office measures the number of agencies wit
signed MOAs that have had CDM Phase 1 and Phase 2 Tools and Services
delivered. The measure is calculated by dividing the total number of agencig
with signed MOAs with Phase 1 and Phase 2 deliveredghroantract award, by
the total number of agencies with signed MOAs patrticipating in CDM Phase

Phase 2.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The CDM Program Office will validate and accept each contract deliverable
a review for completeness and accuracy.

Performance Measure

Percent of participating federal, civilian executive branch agencies for which
Phase 3 continuous diagnostics and mitigation tools have been delivered to
monitor their networks

Program

Protectinfrastructure

Description

This performance measure assesses the extent to which DHS has contractu
delivered Continuous Diagnostics and Mitigation (CDM) Phase 3 (event
management) services and tools to participating federal civilian executive br
agencies. Once DHS has delivered the tools through contract award, agenc
must still take action to deploy and operate CDM on their networks. By mak
event management available to agencies, they will now be able to more effe
manage coordinatetireats to their network.

Scope of Data

The scope of the data includes all available data from the Federal Agencies
participating in CDM Phase 3. The parameters used to define the data inclu
this measure are the number of agencies with signed keha of Agreement

(MOA) to participate in CDM andre included in the task order groupings to h
CDM Phase 3 tools and services delivered. The scope captures progress in
achieving delivery of CDM Phase 3 tools and services to agencies so that th
monitor their networks and better understand what is happening on their net

Data Source

The Office of Cybersecurity and Communications' CDM Program Office will
track CDM Blanket Purchase Agreement Task Orders for Phase 3 progress
contractdeliverables and progress reports provided by Continuous Monitorin
a Service (CMaaS) providers to the contracting officer at General Services
Administration Federal Systems Integration and Management Center (GSA
FEDSIM). Each event is captured dirgdth contract documentation for each
participating agency on a monthly basis. Signed MOAs are documented by
CDM Program Office and updated as changes occur.

Data Collection Methodology

GSA FEDSIM provides monthly reports on Phase 3 contracts. Tlpsds are
analyzed by the CDM Program Office and data for this measure are docume|
The CDM Program Office measures the number of agencies with signed MQ
that have had CDM Phase 3 tools and services delivered through contract a
The measure isalculated by dividing the total number of agencies with signec
MOAs with Phase 3 delivered by the total number of agencies with signed M
participating in CDM Phase 3.

Reliability Index

Reliable

Explanation of Data

Reliability Check

The CDM Program @ice will validate and accept each contract deliverable af
a review for completeness and accuracy.
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APG: Enhance Disaster Preparedness and Response

Performance Measure Average annual percentage of administrative costs for field operations, as
compared to total program costs

Program Management and Administration

Description These measures allows FEMA to understand what share of its disaster

expenditures are administrative costs compared to the share that FEMA gra
survivors as assistance. higlps FEMA know if the agency is being efficient in

the way it provides disaster assis
most common disasteidess than $50M.
Scope of Data The results are based on all available data and not a sample fafrddtgor

Disasters under $50M. The measure only applies to Major Disasters (DRS).
does not apply to Emergency Declarations (EMs), Fire Management Assista
Grants (FMAGS) or any other administrative costs in the disaster relief fund.
Administratve Costs are those costs which are classified in IFMIS (Integrate
Financi al Management I nformation S
system of recordnterprise Data Warehoude¥W) reports andrinancial
Information Tool EIT) reports. Examples inatle but are not limited to salaries
and benefits, travel, facilities.

Data Source The data is collected and stored in IFMIS. It is reported via FIT reports and i
Automated COP, both of which also pull data directly from IFMIS. OCFO ow
IFMIS andthe FIT reports. ORR owns the Automated COP.
Data Collection Methodology The data is collected via IFMIS and reported in FIT reports. The remaining
can be conducted by an analyst using data from a FIT report, but have been
automated in thé&utomated COP. The data is organized so that disasters arg
separated by their size which is determined by the total actual federal dollarg
obligated. Small disasters have total actual federal obligations less than $5(
An administrative cost peentage is calculated for each disaster and is the (T
Administrative Costs for that disaster)/ (Total Obligations for that disaster). 1
create the score for each year, the analyst groups all disasters declared in th
of the same size and calctda the average administrative cost percentage acr
all those disasters (Sum of Admin Cost Percentages of Each Disaster)/Total
Number of Disasters). This results in three scores per year, one each for snj
medium, and large disasters. Since the gataganized by the fiscal year of the|
declaration, but transactions are likely to occur on disasters in years after thq
declaration fiscal year. The score for each year will be captured and reporte
September 30, one full fiscal year after the detilamdiscal year. So, the score
for FY15, will be available on September 30, 2016.

Reliability Index Reliable
Explanation of Data For this particular measure, the results are drawn from a Financial System th
Reliability Check undergoes a rigorous finaial management process that includes internal cont

and audit controls.

Performance Measure Operational readiness rating of FE
Program Response and Recovery
Description This measure gauges the overalidiness of 23 cadres in the Incident

Management Workforce (IMW) by examining staffing, training, and equipping
variables of qualified personnelhe IMW are the primary first responders that
provide services to disaster survivors immediately after anteand support
Response and Recovery operatiomie ability to gauge readiness provides ke
information for ensuring that qualified and equipped personnel are available
respond to a disaster examining the below variables:

1. Staffing Category Variabl % of Force Structure currently on board; % of fo
strength available; % of force strength deployed
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2. Training Category Variable: % of force strength qualified; % of qualified
personnel currently available; % of all trainees who have completed their
gualification sheets but still need to demonstrate performance.

3. 3 Equipping Category Variable: Percent of Reservistslt ready

* The Reservist has a laptop, RSA token, and a phone

Scope of Data

The results are based on all available data and sample of data. The data
included in this performance measure are an aggregate of measures of staff
training, and equipping readiness categories.

Data Source

The data source is the Cadre Operational Readiness and Deployability Staty
(CORDS) Reporthat measures the overall readiness of the incident managel
wor kforce for all 23 cadres. The
Workforce Division (IWMD) pulls this data biveekly from the Deployment
Tracking System.

Data Collection Methodolpy

IWMD pulls data from the Deployment Tracking Systefihe CORDS report
algorithm measures 3 readiness categories and assigns an overall Cadre Rg
metric called its Deployability Rating (Rating of 15) to each cadre and the
organization as whole The D-Rating applies a weight to each individual factg
used to determine the final score: 50% Staffing, 35% Training, 15% Equippir
This weighting recognizes staffing as the critical element of an expeditionary
workforce. Training and Equippirgye instrumental to success and efficiency,
but in an emergency, having peopleland and available is most importaite
formula for measuring the Rating is:

[(Force Strength * .5) + (Availability of Force Strength * .15) + (Inverse of
Deployed * .%)] *.5 = Staffing

[(Qualified &Available * .35) + (Trainees with Academics Complete * .15) +
(Qualified Force Strength * .5)] * .35 = Training

(Equipment Ready * .15) = Equipping

Staffing + Training + Equipping = Weighted Average

Reliability Index

Reliade

Explanation of Data
Reliability Check

Cadres conduct quality assurance/quality management reviews of Deployme
Tracking System (DTS) data to ensure the system accurately reflects the
individuals within their cadre and individuals within the cadrescareying
accurate FEMA Qualification System (FQS) titles. If the cadre data is incorrg
the Cadre will work with IWMD to correct the data based upon internal data
management processes. Once verified, reliable data will be made in the sys
immediatey.

IWMD conducts quality assurance/quality management reviews of DTS data|
ensure the system accurately reflects deployment and qualifications related
reflected in the system is accurate. If deployment or qualifications data is
incorrect, IWMD waks with the Cadre or Program Office to change the data
based upon internal data management processes. Once verified, reliable dg
be made in the system immediately.

Performance Measure

Percent of FEMA Individual Assistance services that areeleld in a timely,
effective and efficient manner

Program

Response and Recovery

Description

This is a weighted percent that reflects FEMA's role in delivering quality serv
to disaster survivors. This measure is based upon three categories: progran
services, supporting infrastructure, and customer satisfaciolrelements
within these three categories include providing temporary housing assistancg
case management; having available grant management and internet and telg
registration systes) ensuring call centers respond quickly and business staff
in place; and, delivering these services to enhance customer satisfaction of t
receiving individual assistance from FEMA following a disastecovery
assistance helps individuals affegtby disasters and emergencies return to
normal quickly and efficiently.
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Scope of Data The scope of this measure is for all federal disaster assistance activity within
reporting year Data collected as part of the customer satisfactioreteinent
uses a random sample of applicants who registered with FEMA and receiveq
assistance within the previous fiscal quart€ustomer Satisfaction results in Q1
of each fiscal year reflect the sentiment of applicants from disasters declareg
the Q4 of the pndous year.

Data Source Several FEMAowned data systems and sources are used to provide data for
measure. Data on the eligible applicants provided temporary housing assist
within 60 day of a disaster and the State grant award of Disaster Case
Management come from the Individual Assistance (IA) Grants Management
System. The availability of the IA Grants Management System and Internet
Telephone Registration System availability comes from the Office of the Chig
Information Officer Daily Operabnal Report. Call Center Average Answer Tir|
comes from the Call Center Database. The Recovery Human Capital Repor
provides data on IA, National Processing Service Center, and the Business
Management Division Organizational Fill. Data on the IA Custio8ervice
Satisfaction Survey comes from the Customer Satisfaction Assessment Tea
report.

Data Collection Methodology The Strategic Analysis and Reporting section collects, conducts a peer revie|
analyzes all dataOnce validated, data are groupetb three categories and
weighted for the composite score. Weighting is as follows: program serviceg
40 percent, supporting infrastructure 35 percent and customer satisfaction 2
percent. Program services are the percent of eligible applicantdgulovi
temporary housing assistance within 60 days of a disaster and the awarding
Di saster Case Management State Gr a
request. Supporting infrastructure is the percent of time the Individual Assist
(IA) grants management system is available, the percent of time the internet
system is available, the percent of calls answered within two minutes for the

Center, and | Ads organizational fi
who express satisfion after receiving an IA grant in the previous quarter.
Reliability Index Reliable
Explanation of Data Recovery Reporting and Analysis Division manually checks the completenes
Reliability Check validity for Output factor data against stateports from the Chief Human

Capital, Chief Financial, and Chief Procurement Officd1§ Recovery
Individual Assistance Division checks Preparedness, Awareness, Access, at|
Action factor data using its IT systems and associated reporting tools, and its
Executive Communications Unit (ECU).

Performance Measure Percent of National Exercise Program (NEP) exercises demonstrating subst
whole community partnership and participation

Program Preparedness and Protection

Description This measure tracks thercent of National Exercise Program (NEP) exercises

with partners from the private and nprofit sectors, including nongovernmenta
organizations, that sponsor an exercise or is a major participant. The intent
measure is to increase the percgataf privatesector entities conducting
exercises by soliciting their participation in the NEP. Their participation as a
exercise sponsor or major particip
whole community approach to validating the capabditieeded to achieve the
goal of more secure and resilient nation.

Scope of Data All of the exercises identified in the NEP Cycle Calendar of Events are inclug
in the scope of data for this performance meastlilee NEP Cycle Calendar of
Events is continously updated throughout the twear NEP cycle Over the
two-year period, National Exercise Division (NED) solicits private sector, faitl
based, and nongovernmental participants by working through FEMA regions
identify exercise opportunities for pete sector participation or sponsorship
NED also works through intrand interagency private sector liaisons to provid
outreach on the NEP to promote the benefits of exercises, identify exercise
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opportunities, and potential exercise sponsors. OnisettNEP exercises with a
private and nonprofit sector exercise sponsor or major participant are include
the calculation of the performance measure.

Data Source

Information about the private and nprofit organizations that participate as an
exercisesponsors or major participants can be found in NEP nomination form
exercise objectives for individual exercises are identified in Situation Manual
After Action Reports Along with the number of exercises, exercise type, date
and location, the NEmnaintains the name of the exercise, name of the exercis
sponsor, and exercise objectives contributed by major participants in an Exc
spreadsheet. NED owns the final reporting database.

Data Collection Methodology

Staff from NED compiles the informatidrom NEP nomination forms, Situatior|
Manuals, and After Action Reports. The numerator for this measure will be
determined by counting the number of exercises on the NEP Cycle Calenda
Events where the nomination form or After Action Report identdies
nongovernmental partner as a sponsor or where an individual Situation Man
After Action Report identifies an exercise objective as having been contributg
a private nonprofit sector partner. The denominator for this measure will be
number & exercises on the NEP Calendar of Events.

Reliability Index

Reliable

Explanation of Data
Reliability Check

There is no material inadequacy in the data to significantly impede the use o
program performance data.

Performance Measure

Percent of stateqd territories that have achieved an intermediate or above
proficiency to address their targets established through their THIRA

Program

Preparedness and Protection

Description

This measure assesses the percentage of state and territoriRr&pateedness
Report (SPR) ratings at or above the 3.0 threshold when averaging across tf
planning, organization, equipment, training, and exercise (POETE) elements
by grantees for each core capabilifyhe measure is calculated by averaging S
POETE ratings for each core capability that a state or territory has identified
high-priority. | f a st atebs or territ oprigyitf s
core capability POETE elements is 3.0 or higher, it is counted toward the me
Toincrease the rating for one POETE element of a core capability by one pa
state/territory would have to increase capability by as much as 20 percent.

Scope of Data

The scope of this measure includes all 50 states and six territories.

Data Source

Staes and territories assess their current core capability levels relative to the
own capability targets annually through the State Preparedness Report (SPH
This annual selassessment provides detailed data on the number of states a
territories whoseapability levels increase or decrease each y8BR data used
in this measure are a sal§sessed rating for each POETE solution area and a
priority (high, medium, or low) for each core capabilifjhe data are collected
using Microsoft Excel from thefficial states' and territories' responses to the
annual SPR capability assessment that is submitted to the National Prepare
Assessment Division (FEMWPD\NPAD). The analysis is done using Excel.

Data Collection Methodology,

For each core capabilitstates and territories assess their preparedness level
each of the five solution argaglanning, organization, equipment, training, an
exercises (POETE)They use a fivgooint scale for each assessment, where le
one indicates littlgéo-no capabity, and level five indicates that they have all or
nearly all of the capability required to meet their targéie data are obtained
from state and territory SPRs submitted to FEMA each. yEae Excel based
data analysis tool will extract SPR dattoia raw data worksheeNPAD wiill
calculate the measure from the raw data.

Reliability Index

Reliable

Explanation of Data
Reliability Check

States and territories receive substantial technical assistance (TA) on condu
the THIRA and submitting their capability levels estimates through the SPR.
takes the form of published guidance (Comprehensive Preparedness Guide
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201: THIRA Guide Second Edition), workshop sessions in the FEMA Region
and justin-time instruction during the assessment periS®R submissions are
routed through the Homeland Security Grant Program State Administrative
Agency to ensure it represents all preparedsted®holders in the jurisdiction
The Regional Federal Preparedness Coordinator and/or his or her staff revie
state, territorial, and other eligible grantee THIRA submissions in their area
responsibility The review ensures that the submittedRAs are developed in
alignment with CPG 201.

APG: Combatting Transnational Criminal Organizations

Performance Measure Number of criminal arrests linked to transnational criminal organizations targ
by the Joint Task Forces

Program Cross cuttingritiative that involves the DHS Joint Task Forces and multiple
Component programs.

Description This measure indicates the number of criminal arrests of associated persong

Transnational Criminal Organizations (TCOs) targeted by the Joint Task For
Arrest of persons identified as having connections to the most dangerous an
damaging criminal and smuggling operations is a necessary step toward the
disrupting and dismantling of these organizations. By removing key operativ
a TCO network, we areavking to impact the ability of the TCO to continue
operations as usual. A criminal arrest could potentially rise to the level of
disrupting a TCO if it leads to changes in the organizational leadership and/q
changes in methods of the operation.

Scope dData This measure includes all arrests of individuals by ICE and CBP that are link
organizations who have been targeted by the JTFs Each JTF will use a list g
prioritized targets that will be measured against.
Data Source JTF | will enter all criminal arrest information into the TECS system. Criming
arrest information from CBP will be stored in the JWFmeasure tracking tool
which will be maintained in the Homeland Security Information Network (HSI
Data Collection Methodology Once a criminkis arrested by either CBP or ICE the case information will be
entered into the Components respective databases. On a quarterly bakis, J]
will send out the TCO measure data collection tool to-WILFNext, JTFW will
pull the appropriate data from td&W-W Measure tracking tool and send the d
to JTRIL. JTFI will take the data received JIW and consolidate it, along with
their own input.

Reliability Index Reliable

Explanation of Data The results for this measure are assegsedterly and undergo review by DHS

Reliability Check components/JTFs. For JAIFonce an agent enters criminal arrest information
into TECS it wildl under go a rEerecerd

will also be reviewed at the ICE/HSI headquarters level. JF&W once the datg
for the measure has been entered into the\@TiRetrics measure tracking tool,
itds reviewed for accuracy by the
the director.

Performance Measure Number of JTF operations executed agatransnational criminal organizations
targeted by the Joint Task Forces

Program Cross cutting initiative that involves the DHS Joint Task Forces and multiple
Component programs.

Description This measure reports the number of operations that haveptzeared by the JTF

that were actually executed via integrated component operations. The JTFs
provide a deliberate joint operational approach to achieve unity of effort and
greater levels of security in their areas of responsibility. The JTFs lead and

coordinate threabased, targeted, integrated operations. This measure
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communicates the execution of these written JTF plans intended to best utili
available resources to counter Transnational Criminal Organizations (TCOSs)

Scope of Data

This measur@ncludes all formalized JTE and JTRWV written operation plans
against prioritized TCO targets. The scope of operations may include but ar
limited to: deliberately planned or surge operations, such as targeted enforcg
operations, existing routnoperations, newly developed operations, and
consolidated joint operations. The span of any of the aforementioned may rg
from a matter of days to years as required.

Data Source

Results for this measure will be tracked in the-Wperations Trackingool
(JTFW OTT) which stores all of the targets information as well as the resultg
(consequence applied) of targeted enforcement action against each target
(individual linked/associated to the priority organizations).

JTFE data for this measure will ltored in and extracted from various approv
component databases and information sharing systemsE JilFmaintain a list
of prioritized, active, and planned operations as part of its annual deliberate
planning process. Results will be maintained egported by Intelligence and
Operations staff.

Data Collection Methodology

The JTFs will construct integrated operational plans to disrupt and degrade t
TCO activities. JTFE and JTRW will maintain a list of these planned operatio
As planned opmitions are executed, each JTF will examine expected
outcomes/outputs and assess if operations have accomplished the desired
objectives. Those that meet desired objectives will be considered executed
and recorded in their respective databases. quagerly basis, JTFwill send
out the TCO measure data collection excel spreadsheet & ahB JTFV, and
they will pull the appropriate data from their respective systems of record an
send it to JTH. JTFI will take the data received from JIand JTFW and add
together the number of operations executed.

Reliability Index

Reliable

Explanation of Data
Reliability Check

JTFW and JTFE will maintain and distribute the formal list of approved
operational plans. Having a written approved plan provides the reliability chg
for those operations included in this measure. The number of executed
operational plans will be resived by area commanders/supervisors to ensure
determinations that written plans have been executed are accurate.

Performance Measure

Percent of transnational criminal organizations targeted by the Joint Task Fg
that are disrupted or dismantled

Program Cross cutting initiative that involves the DHS Joint Task Forces and multiple
Component programs.
Description This measure represents the number of disruptions and dismantlements con

to the total number of Transnational Criminal Organizeti¢T COs) that have

been identified as a priority target by the Joint Task Forces (JTFs). Through
targeting based on intelligence, risk, and threat the JTFs assist in helping the
Department best utilize its resources in order to have the largest impact on
disrupting and dismantling the TCOs that pose the biggest threat impacting ¢
Nationbés southern border and appro
counter and degrade these threats, but true disruptions and dismantlements
TCOs are hard won lt&gs. This measure communicates our greatest and mog
enduring successes against these criminal organizations, to remove these th
and demonstrate the gains to border security made possible through coordin
law enforcement campaigns.

Scope of Data

JTFW and JTH will have a preidentified list of targeted TCOs which will serv
as the denominator for this measure. The numerator includes the operationg
significant investigations that had an approved disruption or dismantlement ¢
targeted TOs. A disruption occurs when efforts have successfully impeded
normal and effective operation of the target organization or targeted criminal
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activity as they occur, as indicated by changes in the organizational leadersh
and/or changes in methodftbe operation of the target organization or targete
criminal activity. A dismantlement is when the cumulative impact of disruptig
efforts destroy the targeted organ
the organization is incapable of ogtstituting itself.

Data Source For JTFI, data is entered in the Significant Case Report (SCR) Module in TE
Data inputs from JTHV will be stored in the JTRV measure tracking tool.

Data Collection Methodology Each JTF has a process to docunségificant cases that are to be nominated
a disruption/dismantlement. These nominated operations/investigations are
reviewed to confirm they meet the definitions. For-JTfhese nominations are
reviewed by the Significant Case Review (SCRjcess in HSI. For JT® the
nominations are evaluated by a review panel made up of representatives fro
JTFW Headquarters Operations and Intelligence Sections\WTFerridor
Commanders or their representatives, and representatives freheddRITFE.
The JTFE nomination process includes coordinating nominations with
component investigation and intelligence entities which are then reviewed,
prioritized, and approved by JIE prior to submission to JFFor consideration.
On a quarterly basis, JTIFwill send out the TCO measure data collection exce
spreadsheet and J®™W will pull the appropriate data from their tracking tool an
send it to JTH. JTFI will consolidate the data with their own inputs. The
number of reported disruptions and dismamttnts will be divided by the numbg
of identified targeted TCOs to calculate the percent.

Reliability Index Reliable

Explanation of Data Both JTFI and JTFW have multilevel reviews of the results for validation prio

Reliability Check to consolidation and external reporting. Once an agent or officer enters sign
investigation or operational information into their appropriate system of recorn
is then reviewed by the next | evel

groupsupervisor or the Commander. Internal reviews of the data occur prior
the review panel evaluation by JW¥, or the peer and Significant Case Review
process for JTH. These panels serve as an additional reliability check on
whether the operations/casare truly a disruption or dismantlement.

Performance Measure Pounds of drugs seized linked to transnational criminal organizations targete
the Joint Task Forces

Program Cross cutting initiative that involves the DHS Joint Task Forces and multiple
Component programs.

Description This measure represents the number of pounds seized for any illicit drugs as

result of interdiction actions against Transnational Criminal Organizations (T
targeted by the Joint Task Forces. Disrupting the flowledall drugs is critical
for drugs provide a major revenue stream for TCO operations. This measurg
reflects drugs that are both physically seized and also those that are jettison
the side of a boat. A drug seizure could potentially rise to thédédésrupting a
TCO if it leads to changes in the organizational leadership and/or changes ir
methods of the operation.

Scope of Data This measure includes all drugs seized by CBP, USCG and ICE, from signifi
investigations that have been targeted BE, JTFW, and JTH. In the case of
JTRE and USCG, drugs jettisoned over the side of a boat (otherwise deeme
irretrievable) are included in the measure. Each JTF will identify a list of targ
that will be measured against.

Data Source Each JTRwill utilize their respective systems of record for tracking drug seizu
such as TECS and the Consolidated Counter Drug Database.

Data Collection Methodology Each JTF/Component will regularly enter their respective drug seizure
information into theiunique databases. Case numbers in TECS Drug seizurs
from the JTFE that are entered into TECS will be linked to JTdgnificant
investigations. On a quarterly basis, JTWill send out the TCO measure data
collection excel spreadsheet to JERANd JF-W. JTRE and JTRW will pull the
appropriate data from their respective systems of record and send it-to JT
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| will take the data received from JIEand JTRVN and consolidate it along with
their own inputs.

Reliability Index

Reliable

Explanaion of Data
Reliability Check

The results for this measure are assessed quarterly and undergo review by [
components/JTFs. For JT®nce an agent enters criminal arrest information i
TECS it wildl undergo a r evVvi €heredomrd wiln
also be reviewed at the ICE/HSI headquarters level. FoWDiRce the data for
the measure has been entered into the\WTiRetrics measure tracking tool,t 6
reviewed for accuracy by the officer/agents commander, and then reviewed
director. For JTFE/USCG the CCDB is the authoritative source for drug
seizures The CCDB is an interagenesetted database that is reviewed quarter|

Performance Measure

Total amount of currency and/or monetary instruments seized of transnation
criminal organizations targeted by the Joint Task Forces

Program Cross cutting initiative that involves the DHS Joint Task Forces and multiple
Component programs.
Description This measure represents the total dollars seized for any currency or moneta

instrument against any Transnational Criminal Organizations (TCOs) targete
the Joint Task Forces. Monetary instruments are defined in 31 USC § 5312
and includes items such as bank accounts, checks, savings bonds, virtual cu
and stocks. Seizincurrency and monetary instruments could potentially rise
the level of disrupting a TCO if it leads to changes in the organizational leadg
and/or changes in methods of the operation.

Scope of Data

This measure includes all currency and moneitargs seized by CBP, USCG,
and ICE from significant investigations targeting TCOs who have been targe
by JTRE, JTFW, and JTH. Each JTF will identify a list of targets that will be
measured against.

Data Source

The JTFs will utilize a combinatiorf component approved databases to captu
and extract data, such as TECS, the Marine Information for Safety and Law
Enforcement (MISLE), and the JTW measure tracking tool which will be
maintained in the Homeland Security Information Network (HSIN)

Data Collection Methodology

Upon seizing currency through operations, each JTF/Component will enter th
respective currency seizure case information into their unique databases. O
quarterly basis, JTFwill send out the TCO measure data collectiorl {5d~E
and JTFW. JTRE and JTFW will pull the appropriate data from their respecti
systems of record and send the data toJTFTFI will take the data received
from JTRE and JTFW and consolidate it, along with their own inputs.

Reliability Index

Reliable

Explanation of Data
Reliability Check

The results for this measure are assessed quarterly and undergo review by [
components/JTFs. For JA®nce an agent enters currency seizure informatio
into TECS it will undergo a review fromtheageb s gr oup supe
will also be reviewed at the ICE/HSI headquarters level. FoAdTdnce the dats
for the measure has been entered into the\WTrRetrics measure tracking tool,
itds reviewed for accur ac nrdthenyrevieved by
the director. Within the JTE, the program manager reviews entries into MIS|
database monthly and compares to other sources of information to assess
reliability of the database. District, Area, and Headquarters law enforcement
staffs review, validate, and assess the data on a quarterly basis as part of thg
Enforcement Planning and Assessment System.

U.S. Department of Homeland Security
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FY 2018-2019 Agency Priority Goal (APG) Measures

APG: Enhance Southern Border Security

Performance Measure Miles of SoutherBorder with additional pedestrian wall
Program Border Security Operations
Description This measure reflects thetal number of additional miles of primary pedestrian

wall along the Southern Border with Mexico in places where no pedestrian w
existed previously. The number of miles are determined by prioritization of
impedance and denial requirements accordingitque needs and conditions
along the border. Pedestrian wall barriers along the highest risk areas of the
Southern Border will improve impedance and denial capabilities, a key part g
Operational Control (OPCON) framework.
Scope of Data This measue represents the number of additional miles of primary pedestrian
built along the Southern Border, adding new miles to the quantity of such wa
that is already in place. Primary pedestrian wall is a contiguous, physical wa
other similar secureontiguous, and impassable physical barrier directly on o
very near the international border. Not included in the scope of this measure
other types of wall that exist on the Southern Border include vehicle barriers
secondary/enforcement zonellWthat runs parallel to primary impedanaad
denial infrastructure, adding an additional layer of protection and providing
advantage for law enforcement agents. Physical barriers constructed along
Northern and Coastal Border sectors are not includddsmmeasure.

Data Source Information on all infrastructure, to include wall infrastructure, is collected vig
geospatial data consolidated in the Geographical Information System (GIS) |
both in the Facilities Management and Engineering OrganizatioAN)Border
Patrol and Air and Marine Program Management Office (BPAM PMO), and 3
U.S. Border Patrol Headquarters. Official reporting on all infrastructure,
including wall, is directly from the GIS to ensure consistency and the ability t
track to the spafic location of each asset. All of the GIS information is availa
and linked to the project database in the Facilities and Infrastructure Trackin
Tool (FITT). Additionally, once constructed all wall is available in the CBP
Enterprise Geospatial Infmation Services (eGIS) system.

Data Collection Methodology The type and location of wall chosen for construction is determined by identi
needs based on terrain characteristics; levels of activity; sophistication of thr
mobility; and entrenchmeiotf the threat to achieve strategic objectives. The
BPAM PMO Program Manager is responsible for managing the data associg
with this measure, ensuring all project information including GIS data is capt
in the correct system of record. The GIS Salstiand Project Analyst
supporting the BPAM PMO ensure accurate information is tracked and
coordinated with the project team(s). The live GIS and FITT data are able tq
updated daily; however, there are specific timelines associated with data gul
reporting. FITT schedule imports are completed the first Friday of each mon
All other data is updated weekly. Data is extracted to report the miles of Sol
Border with additional pedestrian wall.
Reliability Index Reliable
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Explanation oData
Reliability Check

The qualitycontrol process includes analysis conducted within the project tea
coordination with the U.S. Border Patrol. Every week during construction, th
GIS data is exported and analyzed by the BPAM PMO staff to ensurdanges
and updates are tracked. Additionally, the historic process for adeaie
fence/wall program has included the contractor building the fence to collect t
mileage daily to cross compare and validation of completion. GIS data inclu
monthlyshare between U.S. Border Patrol Headquastedsthe BPAM GIS team
to crosscompare data, conduct quality control, and ensure all assets are cap
accurately.

Performance Measure

Percent oSouthern Border sectors that have implemented the Operational C
framework

Program

Border Security Operations

Description

This measure represents the percent of the nine U.S. border patrol sectors t
have implemented the Operational Con{f@PCON) framework as a means to
increase border security. These operational plans describe specific efforts
designed to improve results in the three elements of the OPCON framework
impedance and denial; situational awareness; and applying a law erdatcem
resolution. By implementing these plans, progress will be made in meeting t
overarching goal of border security.

Scope of Data

The scope of this measure includes all nine U.S. Border Patrol sectors along
Southern Border that have written operaal plans that will contribute to the
implementation of the OPCON framework. The operational plans will includg
initiatives, objectives, and narratives describing specific efforts to improve re
in each of the three elements of the OPCON framewioniiedance and denial;
situational awareness; and applying a law enforcement resolution. The Nort
and Coastal Border sectors are not included in this measure.

Data Source

The U.S. Border Patrol Headquarters Planning Division will use Excel
spreadshds to track the status of all submitted operational plans. The trackir
spreadsheet wil/l be maintained and
Planning Division. All nine sector operational plans will be stored at U.S. Bo
Patrol Headquartersd at the respective sector headquarters.

Data Collection Methodology

U.S. Border Patrol Headquarters will provide the operational plan template a
work with each of the nine U.S. Border Patrol sectors to establish their opers
plans. Each of theime U.S. Border Patrol sectors will electronically submit the
operational plans to Headquarters. The U.S. Border Patrol Headquarters PI

Division wil/| track each sectoros
the measure results basedtoh e resul ts of each se
Reliability Index Reliable

Explanation of Data
Reliability Check

Each sector will be electronically submitting their operational plans for OPC(
and the U.S. Border Patrol leadership review apyproval.

Performance Measure

Percent of Southern Border sectors with which the U.S. Border Patrol has
coordinated to determine how Operational Control (OPCON) standards appl

the sectors6é areas of responsibil.i
Program Border Security Operations
Description This measure calculates the percen

Border sectors that have, first, received the briefing on the new Operational
Control (OPCON) strategy; and, second, have had discussions with U.S. Bo
Patrol Headuarters regarding how the OPCON measures framework can ap
their area of responsibility. This effort will inform the baseline from which the
OPCON measures are developed for each of the sectors by aligning existing
measures related to the Southeordgr to the three elements of the OPCON
framework: impedance and denial; situational awareness; and applying a lav
enforcement resolution.

U.S. Department of Homeland Security
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Scope of Data

The results are based on the number of facilitated briefings delivered on the
OPCON strategy tolladhe nine U.S. Border Patrol sectors along the Southern
Border. The scope of the measure also includes the coordination efforts to g
how the OPCON measures framework c
responsibility. The Northern and Coadsalrder sectors are not included in this
measure.

Data Source

The U.S. Border Patrol Headquarters Planning Division will collect, report, a
store the data on a Word document and various Excel spreadsheets.

Data Collection Methodology

The U.S. Border Reol Headquarters Planning Division will be keeping track o
those sectors that have been briefed using an Excel spreadsheet. U.S. Borg
Patrol Planning Division will also keep track of the sectors that have coording
how their existing measures aligmthe OPCON framework on an Excel
spreadsheet. Sector offices will report on those measures through establish
databases and U.S. Border Patrol will report on how many sectors have
established a framework at the end of each quarter. A sector is caanted
applying OPCON when they are able to report on their OPCON measures ¢4
rolled up to determine their OPCON score.

Reliability Index

Reliable

Explanation of Data
Reliability Check

U.S. Border Patrol Planning Division will validate all data using available
admi ni strative information. u. S.
will report to leadership regarding the progress of briefing the new OPCON
strategy to the nine Sdwern Border sectors and establishing the measures
framework with existing measures to assess OPCON.

Performance Measure

Percent of time the U.S. Border Patrol reaches a detection siterialg mmanner
to assess the nature of detected activity in remoterildnareas of the southern
border

Program

Border Security Operations

Description

In order to gain situational awareness of potential illicit activity in remote, low
risk areas of theouthern border, the U.S. Border Patrol aims to reach detecti
sites of activity in remote lowisk areas within 24 hours. This measure gauge
U.S. Border Patrolds ability to me
nature of detected activigre properly assessed and addressed.

Scope of Data

This measure encompasses all geospatial intelligerficemed reports of
potential illicit activity in remote low risk areas on the Southern Border. This
measure includes all miles of the southern laodier that have been determine
by each southwest U.S. Border Patrol sector to be low flow and low risk areg
This measure does not include the northern border or maritime domain. A
response is defined as when a U.S. Border Patrol sector receivesadin e
notification from an analyst and deploys U.S. Border Patrol Agents to investi
the detected activity.

Data Source

The data source is initiated fronmaail notifications and individual Field
Information Reports (FIR) which are stored in CBP Ingeltice Reporting Syste
T Next Generation (IR®IG) and maintained by CBP Office of Information
Technology.

Data Collection Methodology

When the collection platform detects potential illicit activity the Office of
Intelligence sends anmail notification b the appropriate U.S. Border Patrol
sector. The Sector then deploys Border Patrol Agents to respond. The cloc
officially starts on the response when thmail notification is sent and is
recorded by the responding sector. The arrival time of thetAgenhe
coordinates provided in the notification is recorded as the response time in ti
FIRSs. The measure will be reported quarterly by the U.S. Border Patrol so
land border sectors to U.S. Border Patrol Headquarters.

Reliability Index

Reliable
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Explanation of Data
Reliability Check

The responding Agent drafts the FIRs, which is then reviewed by a supervis
Data is compared to source documents to validate data. The Patrol Agent Ir|
Charge must review and give final approval on all FIRs stibdchi All FIRs must
be created and approved within 72 hours of notification.

Performance Measure

Percent of U.S. Border Patrol agents who are trained and certified to perforn
enforcement actions

Program

Border Security Operations

Description

Themeasure assesses training readiness of U.S. Border Patrol agents. Incr
agentsd |l evels of basic and advanc
capability to perform missicassential tasks. Border Patrol agents are the onl
CBP resources capabbf many essential law enforcement functions on the U.
border. As agent numbers fluctuate, fully trained, deployable agents can mit
agenthiring shortfalls. Agents complete extensive Academy Basic Training &
are required throughout their caré@maintain certification in areas such as
Quarterly Firearms Proficiency and Use of Force Policy. In addition, becaus
each sector has unigue climate, terrain, and operational environment, each |
sector has different regiespecific training requireents. These specialties
include handling canines, counteinnel operations, horse patrol, Alerrain
Vehicle (ATV), radiation detection, and snowmobile training.

Scope of Data

This measure encompasses every person categorized as a Border Patrol ag
(GS 1896 classification) in the U.S. Border Patrol. U.S. Border Pagrehts
carry that classification from the moment they enter duty. To be considered
trained, U.S. Border Patrabgents must meet minimum requirements, including
the successful coptetion of the U.S. Border Patrékcademy Basic Training and
postAcademy Field Training Unit instruction and testing, as well as maintain
certifications in Quarterly Firearms Proficiency, Use of Force Policy Training
Intermediate Use of Force. &mldition, each sector determines required region
specific training based on operati
Patrol Agent determines regi@pecific, specialty training requirements based
mission requirements and capability asses#ts related to the local operating
environment and terrain.

Data Source

The data source will be the quarterly U.S. Border P&eslource Readiness
report, which gets its darecarddatatmses (th
Performance antearning Management System (PALMS) system and Trainin
Records, and Enrollment Network (TRAEN) system); the Firearms, Armor an
Credentials Tracking System (FACTS), and individual sector traipergonnel
analysis. As training courses and certificatiarss completed, supervisory
personnel ensure documentation of those accomplishments in systems that
PALMS, TRAEN, FACTS, and the Border Patrol Enforcement Tracking Systs
(BPETS).

Data Collection Methodology

As agents complete training coursesnireg personnel enter their progress into
one of the data sources listed in the Data Source section. The Chief Patrol
Agent 6s (CPA) designee collects da
sectords quarterl y Res o0ucetspreaRsheetdhatn
|l ist the required training based o

CPAOGs miesedisomet er mi nati on. Agent g
from the moment they enter on duty, making it possible for a sectowéo ha
untrained agents on itoés TO. The

and reports it to USBP Headquarters, where the overall percentage is compl
dividing the number of agents who have completed the required training by t
total number bassigned agents; or in the regigpecifictraining categories, by
dividing the number of agents trained in a specialty by the number required
CPA.

Reliability Index

Reliable
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Explanation of Data The data being reported will ls@urced by U.S. Border Patrol sector and statio
Reliability Check leadership directly from the systems of record (i.e., PALMS, TRAEN, FACTS
BPETS), as well as official sectspecific mechanisms. For audit purposes wh
needed, the data in the Resource Readiness Repopectraced directly back to
those systems of record.

Performance Measure Rate of interdiction effectiveness along the Southwest Border between ports
entry

Program Border Security Operations

Description This measure reports the percent of deteitteghl entrants who were

apprehended or turned back after illegally entering the United States betwee
ports of entry on the Southwest border. The U.S. Border Patrol achieves thi
desired strategic outcome by maximizing the apprehension of detiésgeadl
entrants or, confirming that illegal entrants return to the country from which t
entered; and by minimizing the number of persons who evade apprehension
can no longer be pursued.

Scope of Data The scope includes all areas of the Southwesddy that are generally at or belo
the northern most checkpoint within a given area of responsibility, and applig
following data filters: In Border Zones: Includes all Apprehensions, Got Awal
(GA), and Turn Backs (TB). In NeBorder Zones: Inclues apprehended
subjects who have been identified as being in the U.S. illegally for 30 days o
does not include GA and TB. Definitions: Apprehension: A deportable subjg
who, after making an illegal entry, is taken into custody and receives a
congquence. Gotaway: A subject who, after making an illegal entry, is not t
back or apprehended and is no longer being actively pursued by Border Patt
agents. Turn Back: A subject who, after making an illegal entry into the US,
returns to the countrfyom which he/she entered, not resulting in an apprehen
or GA.

Data Source Apprehension, gotaway, and turnback data is captured by U.S. Border Patro
agents at the station level. Apprehensions are entered into the e3 Processir]
system, and allata entered via e3 resides in the Enforcement Integrated Dat
(EID), the official system of record for this data, which is under the purview o
U.S. Border Patrol Headquarters Statistics and Data Integrity (SDI) Unit. Th
physical database is oet and maintained by Immigrations and Customs
Enforcement (ICE). Gotaways and Turnbacks are entered into the CBP
Enforcement Tracking System 1 (BPETS1), which resides with Office of Bor
Patrol. BPETSL is under the purview of and is owned by the Erfanat
Systems Unit.

Data Collection Methodology Apprehension data is entered into e3 by Border Patrol Agents (BPAS) at the
station level as part of the standardized processing procedure. BPAs use st
definitions for determining when to report a sedijas a GA or TB. Some
subjects can be observed directly as evading apprehension or turning back;
are acknowledged as GAs or TBs after BPAs follow evidence that indicate e
have occurred, such as foot sign, sensor activations, interviewapgitbhended
subjects, camera views, communication between and among stations and s
and other information. Data input into the BPETS1 system occurs at the sta
level. The e3 Processing application and BPETSL1 are used continuously to
document aprehension, GA, and TB data. Calculation of the measure is don
the Headquarters SDI Unit and is: (Apprehensions + TB)/Total Entries. Tota
entries is the sum of Apprehensions, TBs, and GAs.

Reliability Index Reliable
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Explanation of Data
Reliability Check

Border Patrol Agents in Charge ensure all agents are aware of and utilize pr
definitions for apprehensions, GAs and TBs at their respective stations. The
ensure the necessary communication takes place between and among sectq
statiors to ensure accurate documentation of subjects who may have crosse
than one station's area of responsibility. In addition to station level safeguar
Headquarters Statistics and Data Integrity (SDI) Unit validates data integrity
utilizing various data quality reports. Data issues are corrected at the headq
level, or forwarded to the original inputting station for correction. All statistica
information requested from within DHS, U.S. Border Patrol, or external sourd
are routed thragh the centralized Headquarters office within U.S. Border Pati
The SDI Unit coordinates with these entities to ensure accurate data analysi
output.

APG: Strengthen Federal Cybersecurity

Performance Measure

Percent of significant (critical @nhigh) vulnerabilities identified by DHS cyber
hygiene scanning of federal networks that are mitigated within the designate
timeline

Program

Cybersecurity

Description

This measure calculates the percent of significant (critical and high)
vulnerabilities identified through cyber hygiene scanning that are mitigated w
the specified timeline. For critical vulnerabilities the timeline is 15 days and {
high vulnerabilities the timeline is 30 days. DHS provides cyber hygiene
scanning tagencies to aid in identifying and prioritizing vulnerabilities based
their severity for agencies to make risk based decisions regarding their netw
security. Identifying and mitigating the most serious vulnerabilities on a netw
in a timely manneis a critical component of an effective cybersecurity progra

Scope of Data

The scope of data for this measure is all significant (critical and high)
vulnerabilities identifiel by cyber hygiene scanning cederal networks that werg
either mitigated duing, or were active greater than or equal to the designated
timeline for mitigation (15 days for critical; 30 days for high) during the
measurement periodl he timeline begins when a critical or high vulnerability i
first detected on a scan and it endsew the critical or high vulnerability is no
longer visible on the scan.

Data Source

The data source is a data storage on a client access license (CAL) that is
maintained by the cyber hygiene scanning team.

Data Collection Methodology

An analyst willidentify the range of vulnerabilities for the reporting period
according to the measure scof@ata analysis software will be used to run a
report on the percentage of criticals and highs that were mitigated within the
designated timelineThe total numbr of critical and high vulnerabilities, as wel
as the number of each mitigated within the designated timeline will be report
each quarterThe cumulative result will be calculated using the following
formula: (# of Critical Vulnerabilities mitigateditiin 15 days) + (# of High
Vulnerabilities mitigated within 30 days) divided by (Total # of Critical and Hi
Vulnerabilities)

Reliability Index

Reliable

Explanation of Data
Reliability Check

The Cyber Hygiene Scanning team within the Nati@ersecurity
Assessments and Technicah8ees (NCATS) division will review the algorithm
to query the data and the quarterly result for this measure to ensure correct
collection and calculation procedures were udeBPD Strategy, Policy, and
Plars will also review the quarterly results and accompanying explanations p
to final submittal to DHS.

U.S. Department of Homeland Security
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Performance Measure Percent of DHS endpoints identified with high and critical vulnerabilities relat
to hardware and software that are patchediw®0 days

Program

Description This measure assesses how effectively the Information Technology (IT)

operations teams within DHS are able to remediate high and critical risk
vulnerabilities identified through the Continuous Diagnostics and Mitigation
(CDM) program on the DHS networkl he vulnerabilities identified in this
measure relate to AWhat is on the
The CDM tool set provides near real time Security IT vulnerability details to [
officials. By quickly addressing these vulnerabilities, DHS will close security
gaps to provide greater protection of its critical IT infrastruct@elS was the
first agency to receive CDM and it is anticipated that the initial tools to monit
endpoints on the DHS networklivbe fully implemented across the Departmen
by October 2018 The implementation of these tools will enable DHS to meas
the speed in which critical and high vulnerabilities are mitigated.

Scope of Data The scope for this measure will be all Information Technology computer
endpoints (to include workstations, servers, printers, routers, switches) that
scanned by the Continuous Diagnostics and Mitigation (CDM) automated tog
every 72 hoursThe CDM automated tool will categorize each identified
vulnerability based on its severit¥nly those vulnerabilities categorized as hig
or critical will be included.The time to patch will start for each vulnerability on
it is identified in the Information Security Vulnerability Management (ISVM)
alert. The time will stop once the vulnerability is no longer identified in CDM
tool scans.

Data Source The program office will use the scan data from the Continuous Diagnostics 4
Mitigation (CDM) automatd tools set which is stored in the DHS HQ CDM
Component Management Enclave (CME) Splunk tddie Splunk tool is used tq
gather, correlate, and provide a dashboard of vulnerabilities for the operatior
team to addressThe Splunk tool also collects ISVMformation from vendor
websites and internal data bas@&sie final reporting for these data sources will
done by the DHS Chief Information Security Office.

Data Collection Methodology Every 72 hours the automated tool will scan all computer asEe&sy 24 hours
the Splunk tool will pull ISVM from vendor websites and internal data bases.
These data sets are then used to provide a dashboard of the current vulnera
status as well as quarterly trendinthe numerator for this measure is the nam|
of high and critical vulnerabilities that were patched within 30 days of the cur
quarter, vulnerabilities that were identified inside of 30 days of the end of the|
previous quarter but were patched within the 30 day timeframe during the cu
quarer. The denominator will be the total number of high and critical
vulnerabilities that were identified during the reporting periddis number will
include those vulnerabilities that were identified, and not patched, during the
30 days of th@revious quarter, and those vulnerabilities that were identified,
patched, during the last 30 days of the current reporting period.

Reliability Index Reliable
Explanation of Data All vulnerability data will be verified by the Federal Information Security
Reliability Check Management Act system Information System Security Officer (ISSO) and

Information System Security Manager (ISSM)nce verified by the ISSO/ISSM
the component Chief Information Sgm Officer (CISO) will submit the
information to the Office of the Chief Information Security Office for final
approval.
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Performance Measure

Percent of participating federal, civilian executive branch agencies with an a
Continuous Diagnostics andifigation (CDM) data feeéhto the DHS managed
Federal Dashboard

Program

Cybersecurity

Description

This measure calculates the percent of participating federal, civilian executiv,
branch agencies with an active Continuous Diagnostics and Mitigation (CDM
data exchange with the DHS managed CDM Federal Dashboard. These
exchanges demonstrate the successful deployment, integration, display, and
exchange of data pertaining to CDM for agencies on Agency Dashboards ar
summary information at the Federal Dashidodor a data feed to be establishe
to successfully share information, the infrastructure to do so must first be in j
between the agency and DHBeploying CDM and establishing data feeds
between DHS and Federal agencies will enable greater Misdoild management
of the vulnerability and security status of Federal IT networks.

Scope of Data

The scope of this measure are the 23 federal civilian CFO act agencies, and
remaining mid to small sized agencies that receive CDM shared services, th
have established an active CDM Phase 1 data connection with the Federal
Dashboard The mid to small sized agencies receiving the shared service will
counted as one additional agency once shared service connectivity has beel
established with the Fedeidhshboard.Agencies receiving the shared service
option will be counted individually and only once all participating agencies
achieve connectivity to the Federal Dashboard will the shared service additiq
agency be counted as ongn agency will be conted as having an active data
exchange with the Federal Dashboard once data from the agency is visible ¢
Federal Dashboard.

Data Source

The source of the information for this measure is received frol@Eié¢ Federal
Dashboard

Data Collection Methoalogy

The CDM Program Management Office will track the connections of agencig
the Federal Dashboard at the end of each reporting period and will report the
measure results based on the following form(#eof civilian CFO Act agencies
(23) with an acitve connectiont+ # of Shared Service agencies with active
connectiong 40) / (23 civilian CFO Act agencies (23)1 Shared Service
agency.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Upon collection of the quarterly data, the Telstnager, Federal Dashboard
Program Manager, the System Engineer, and the CDM Program Manager w|
review the data to verify agency connections and ensure its accINB&D
Strategy, Policy, and Plans will also review the quarterly results and
accompanyig explanations prior to submittal to DHS.

Performance Measure

Percent of participating federal, civilian executive branch agencies for which
Continuous Diagnostics and Mitigation (CDM) capabilities to manage user a
and privileges to their networlese being monitored on the DHS managed Fed
Dashboard

Program

Cybersecurity

Description

This measure calculates the percent of participating federal, civilian executiv|
branch agencies in the Continuous Diagnostics and Mitigation (CDM) progra
whose @ta relating to user activities on their network is visible on the DHS
managed Federal Dashboallh e dat a pertaining to
demonstrates the successful deployment, integration, display and exchange
pertaining to this particutaCDM capability that focuses on restricting network
privileges and access to only those individuals who need it to perform their d
The data that is visible to the agencies is at the individual/object level while t
Federal Dashboard will provideH’s with summary level vulnerability and
security information.Deploying CDM and sharing information with Federal
agencies will enable greater DHS visibility and management of the security ¢
Federal IT networks.
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Scope of Data The scope of this measure are the 23 federal civilian CFO act agencies, and
remaining mid to small sized agencies that receive CDM shared services, th
have established an active CDM connection with visible Phase 2 data on the
Federal Dashboardlhemid to small sized agencies receiving the shared sery
will be counted as one additional agency once shared service connectivity h
been established with the Federal DashboAgkncies receiving the shared
service option will be counted individuallyd only once all participating
agenciesd data is visible to the F
additional agency be counted as od@& agency will be counted in the numerat
once their data pertaining to CDM Phase 2 is visible on the Fedashbbard.
Data Source The source of the information for this measure is received frol@fhé Federal
Dashboard

Data Collection Methodology The CDM Program Management Office will track agency data on the Federa
Dashboard at the end of each reportingqueand will report the measure result
based on the following formula: (# of civilian CFO Act agencies (23) with visi
CDM Phase 2 data (# of Shared Service agencies with visible CDM Phase 2
(data))/ 40) / (23 civilian CFO Act agencies (23)1 Shard Service agengy

Reliability Index Reliable
Explanation of Data Upon collection and calculation of the quarterly data, the Test Manager, Fed
Reliability Check Dashboard Program Manager, the System Engineer, and the CDM Program

Manager will reviewhe data to verify its accurac]NPPD Strategy, Policy, and
Plans will also review the quarterly results and accompanying explanations f
to final submittal to DHS.

Performance Measure Percent of participating federal, civilian executive branch agsrfor which
Continuous Diagnostics and Mitigation (CDM) tools to monitor what is happe
on their networks have been made available

Program Cybersecurity

Description This performance measure assesses the extent to which DHS has contractu
madeavailable Continuous Diagnostics and Mitigation (CDM) tools to monito
events on their networks to participating federal civilian executive branch
agencies. Once DHS has made the tools available through contract award,
agencies must still take action teploy and operate CDM on their networks. B
making CDM tools available to agencies, they will be able to more effectively
manage coordinated threats to their network.

Scope of Data The scope of the data includes all available data from the Federal égenci
participating in CDM Phase 3. The parameters used to define the data inclu
this measure are the number of agencies with signed Memoranda of Agreen
(MOA) to patrticipate in CDM and are included in the task order groupings to
CDM Phase 3 tde and services delivered. The scope captures progress in
achieving delivery of CDM Phase 3 tools and services to agencies so that th
monitor their networks and better understand what is happening on their net
Data Source The Office of Cybersaurity and Communications' CDM Program Office will
track CDM Blanket Purchase Agreement Task Orders for Phase 3 progress
contract deliverables and progress reports provided by Continuous Monitorir]
a Service (CMaaS) providers to the contractingeeffiat General Services
Administration Federal Systems Integration and Management Center (GSA
FEDSIM). Each event is captured directly in contract documentation for eac
participating agency on a monthly basis. Signed MOAs are documented by
CDM Progam Office and updated as changes occur.
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Data Collection Methodology

The GSA Federal Systems Integration and Management Center provides mq
reports on Phase 3 contracts. These reports are analyzed by the CDM Prog
Office and data for this measureatocumented. The CDM Program Office
measures the number of agencies with signed MOAs that have had CDM PHh
tools and services delivered through contract award. The measure is calcula
dividing the total number of agencies with signed MOAs itlase 3 delivered
by the total number of agencies with signed MOAs participating in CDM Pha

Reliability Index

Reliable

Explanation of Data
Reliability Check

The CDM Program Office will validate and accept each contract deliverable
a review forcompleteness and accuracy.

Performance Measure

Percent of incidents detected or blocked by EINSTEIN intrusion detection an
prevention systems that are attributed to Nation State activity

Program

Cybersecurity

Description

This measure demonstrates EI&ISTEIN intrusion detection and prevention
systemsdé ability to detect and bl o
by Nation States on Federal civilian network&tion States possess the
resources and expertise to not only develop sophistica/berattacks but sustairn
them over long periods of timé& hus the indicators that EINSTEIN deploys to
detect and block malicious cyber activity should focus on methods and tactic
employed by Nation State3.he overall percentage of incidents rethte Nation
State activity is expected to increase through greater information sharing wit
partners and improved indicator development, which will result in better incid
attribution.

Scope of Data

Performance measure data is based on DHS NCCIC ticketing system (BMC
Remedy) data. The specific scope of data for this measure is Remedy incids
tickets, created as a result of an EINSTEIN alert, with Focused Operations (}
designation, which is popukd by DHS analysts based on information provide
by the indicator creatorSpecific FO designations are correlated to nasitate
activity. Incident tickets generated based on EINSTEIN detections and block
identified by filtering on specific fieldsincidents identified as false positives a
excluded.

Data Source

The data source is the reporting Microsoft Structured Query Language datal
copied from the NCCIC ticketing system (currently BMC Remedy).

Data Collection Methodology

A remote dataollection method is employed using Tableau to access Remed
data and generate an automated report on all tickets created for EINSTEIN
detection and blocking, which have a Focused Operations number popUiateq
calculation is the number of tickets wathFocused Operations number divided
the total number of tickets generated for the reporting pefibe result of that
calculation is then multiplied by 100 to receive the percentage.

Reliability Index

Reliable

Explanation of Data
Reliability Check

Potential issues for data reliability exist due to difficulties with initial attributio
to nationstate actors. This function is executed through a documented work
instruction that is updated annually, or as required, and quality assurance ch
are peformed daily by team leadsvlany of the indicators used for this measurg
are received from trusted external partners.

U.S. Department of Homeland Security
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Performance Measure Percent of significant vulnerabilities (critical and high) mitigated within 6 mon
following a DHS assessment afFederal Agency highalue asset

Program Cybersecurity

Description This measure calculates the percentage of significant vulnerabilities (critical

high) identified during a Risk and Vulnerability Assessment (RVA) of a High
Value Asset (HVA) that theeceiving agency has mitigated within six months @
the final report being submitted to the agency to conclude the asses&tiés.
are performed on identified HVAs across the federal government to identify
vulnerabilities associated with the Federal8 r n ment 6 s mo st
systems and data. As part of the assessment, the HVA owner agency recei
list of critical and high vulnerabilities to remediate and agencies provide mon
updates on progress. As agency vulnerability mitigation procaspesve, more
vulnerabilities should be mitigated in shorter tinMitigating significant

vul nerabilities relating to the Fe
systems is critical to preventing potential cyber incidents.
Scope of Data The scopef data for this measure is all critical and high vulnerabilities identif

during a RVA assessment of a HVA for which the sixth month from the RVA
Final Report submission falls within the measurement pefladbe counted as
mitigated, the agency musbrfirm that the vulnerability has been mitigated in i
final report to DHS six months after the conclusion of the RVA.

Data Source The source of the data for this measure are the agency RVA Final Reports.
Data Collection Methodology Upon completion ofthe RVA assessment of the/A, agencies have a six month
period before they must submit a RVA Final Report on progress towards
mitigating vulnerabilities discovered during the assessmigptn receipt of the
final report an analyst will review the repard will determine the total numbers
of critical and high vulnerabilities from those assessments, as well as the nu
resolved. The cumulative result will be calculated using the following forrtil
of Critical and High vulnerabilities resolvedthin 6 month}/ (Total # of Critical
and High vulnerabilities identified for which the 6th month of the final report
submission falls within the measurement peyxiod

Reliability Index Reliable
Explanation of Data The quarterly data M be reviewed for accuracy by the Federal Network
Reliability Check Resilience Program OfficeThe Enterprise Performance Management Office

(EPMO) within the Cybersecurity & Communications division will also review
the data for anomalies and correct calculation pridingad review by NPPD
Strategy, Policy, and Plans before final submittal to DHS.
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